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Apologies



This is how we did screenshots back in the day!



Important Dates in History



August 29, 1997
Skynet becomes self-aware



My 10 Years at NSA



Cryptography
System Design & Development
Cryptanalysis
Fielded Systems Analysis
Penetration Testing
Vulnerability Assessment
Threat Detection
Forensics

National Security Agency



NSA Tales v1.0
Cryptanalyst
Manual Cryptosystems Branch
INFOSEC



Fielded NSA’s First SW-Based Crypto System

One-Time Pad

One-Time Floppy

One-Time Floppy Disc



Re-Writing the rules – “There’s no such thing as software…”



“This guy is a loose cannon”



NSA Tales v2.0
Cryptanalysis Intern
Operations



Cryptanalysis Intern 





NSA Tales v3.0
Fielded Systems Evaluations
Systems and Network Attack Center
The Pit



Fielded Systems Evaluations
My final diversity tour as a Cryptanalysis Intern



Security evaluations of fielded cryptosystems



January 23, 1993

NCSA MOSAIC initial release (and the world changed)





In the beginning…it was Internet Security (not Cyber)



We Assembled a Team



“If I could just hire me 50 of those 
hacker kids, we’d have something 
special…”

- Deputy Director for InfoSec (DDI)



Systems & Network 
Attack Center (SNAC)
NSA Center of Excellence for Computer and Network Security



C4 – The Systems & Network Attack 
Center (SNAC)

Evolution of Fielded Systems Evaluations
Formed to be a center of excellence for vulnerability research
Developed initial attack and penetration testing methodologies 
used by NSA Red Teams
Performed Vulnerability & Threat Assessments for all Classified 
networks within the DOD



Road Trip
We visited the Air Force Information Warfare Center to learn how to 
setup operations



Our hosts and mentors…



…and founders of one of the first commercial Internet security companies



San Antonio



Our biggest takeaway



We Developed a Methodology



Ground Rules (a.k.a. ‘red tape’)
Our activities could be construed as active attacks against U.S. 
systems

Technically violated the NSA Charter as the activity is illegal
There were ways to accomplish the mission, but there were rules

All activity had to be pre-approved by multiple levels of 
management up to and including the deputy director
Gathering 10-15 signatures took weeks/months
Permission had to be obtained before starting any activities



Vulnerability & Threat Assessment 
Methodology

Conduct Reconnaissance 
Identify target network (IP address range, Network subnet)
Identify users, investigate user habits, behaviors, etc.

Initial Discovery
Pingscan, traceroute, strobe, network mapping, portscanning

Develop attack strategies
Execute attacks
Report findings



What We Did Not Have



We Didn’t have…

Google
Nessus
Metasploit
Nmap
Wireshark
SANS
NAT’ing

WiFi
Burp Suite
Kali Linux
Snort
OWASP
SQLmap
CME



Tradecraft
We used to have to hack systems uphill in the snow!



DISCLAIMER
What you are about to see is likely still classified as “TOP SECRET” 
(don’t tell anyone I showed this to you)



Network Sniffers



Security Administrator Tool for Analyzing 
Networks (SATAN) – released 1995



November 5, 1993
BugTraq created by Scott Chasin
(taken over by Aleph One in May 1996)



Vulnerability Discussion Groups



(CERT) Advisories



Open Source Collection



Target Acquisition



Tkined –
Network 
mapping 
tool 



July 15, 1991
Public release of Crack v2.7a by Alec Muffett



/etc/passwd
root:KgQw/rmKNmxyM:0:0:Super-User:/:/bin/csh
shutdown:wYPdZi5U5dyXA:0:0:Shutdown Login:/etc/admin:/etc/admin/shutdown.sh
lp::9:9:Print Spooler Owner:/var/spool/lp:/bin/sh
guest:NpS96PKTr2Wxk:998:998:Guest Account:/usr/people/guest:/bin/csh
schererm:kQUyPBUDdW76s:1110:20:Mike Scherer:/usr/people/schererm:/bin/csh
brownm:n2j8d2EH03YOE:1112:20:Mike Brown:/usr/people/brownm:/bin/csh
fedex:wxr1V5TIqMSjE:1111:20:FedEx IT :/usr/people/fedex:/bin/tcsh
anderson:Nv5ydoMxfPkhc:1114:20:David Anderson:/usr/people/anderson:/bin/csh
keyop:xDLAtPt4gxBtw:1116:20:keyop:/usr/people/keyop:/bin/csh
scalesa:3lTO.pjG9bfUk:1117:20:Allen Scales:/usr/people/scalesa:/bin/csh
sommersb:O9aw6JVWELmaQ:1118:20:Brian Sommers:/usr/people/sommersb:/bin/csh
tkirk:uP0MwSptZoN3.:1119:20:Tony Kirkpatrick:/usr/people/tkirk:/bin/tcsh
backup:P3QV2/CJ.gXuM:1120:20:Backup Login:/usr/local/backup:/bin/csh



Set User ID (SUID)



We Needed Our Own Space
Origins of the “PIT”



ISSO was relocated near BWI Airport (FANX III)







The Pit – was really a team of hackers



Growing Pains
The SNAC had its problems (and we were one of them)



Something about the mission of the Information Sytems Security Group



June 5, 1991
Pretty Good Privacy by Phil Zimmerman released



“All hands on deck!”





…the Ping Command!

Primary Attack Tool…



We Had to Talk to the Lawyers



Streamlining the Process
Show us/Teach us all of your attack tools
AGC(I) to maintain a catalog of all the tools
Submit list of tools to be used for the penetration test to be 
performed
AGC(I) blesses the list of tools to be used based on prior 
knowledge



Demonstrate tools, techniques, methodology



We Were in Demand



Word got out. We were in demand.



Department of Justice request for a vulnerability assessment.







But then this happened…



Lessons learned led to early frameworks for handling incidents



Epilogue



June 9-13, 1997
First joint DoD Red Team Exercise named  “Eligible Receiver”



Eligible Receiver ‘97

https://www.eiseverywhere.com/ehome/265447/symposiumagenda/



September 1, 1997
Nmap is first released in Phrack magazine



The Pit still gets together…and sometimes we exchange gifts!



Want to learn more?
I’m around (for now).



Host on Paul’s Security Weekly



I’m also a Jedi Master



The Cabal of the Curmudgeons



Phreaker.life Anhackronisms



Questions? Comments?
Will tell more stories for drinks or cigars….
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