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15+ Years ad experience

senior security consultant & 
service lead @ trimarc

founder of bnr consulting

father, husband
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WHAT ISWHAT IS
THE GAMETHE GAME
OF ACTIVEOF ACTIVE
DIRECTORY?DIRECTORY?

pre-built ad lab

Multi-Domain environment 
Over 30 vulnerable configurations

Created and maintained

 By Mayfly of Orange Cyberdefense

Created for pentesters

 To practice attacking Active Directory 
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WHO ARE YOU PLAYING AS?WHO ARE YOU PLAYING AS?



   

HOW DO I WIN?HOW DO I WIN?

DOMAIN ADMIN
IMPLEMENTING SAFEGUARDSEXFIL DATA

PERSIST

MAINTAINING A SECURE AD

CONTINUOUS PROGRESS
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WELCOME TO THE GAME OF
ACTIVE DIRECTORY

Reconnaissance enumeration priv esc pwning ad

AGENDAAGENDA
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RECONNAISSANCERECONNAISSANCE



   

ANONYMOUS ACCESSANONYMOUS ACCESS
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ANONYMOUS ACCESSANONYMOUS ACCESS
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ANONYMOUS ACCESSANONYMOUS ACCESS
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USER LISTSUSER LISTS
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USER LISTSUSER LISTS
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R.BARATHEON
T.LANNISTER
C.LANNISTER
C.STARK
J.SNOW

RBARATHEON
TLANNISTER
CLANNISTER
CSTARK
JSNOW

BARATHEON.ROBERT
LANNISTER.TYRION
LANNISTER.CERSEI
STARK.CATELYN
SNOW.JON



   

USER LISTSUSER LISTS

PLAYER 2HIGHSCORE 2500



   

USER LISTSUSER LISTS
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USER LISTSUSER LISTS
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KDC_ERR_C_PRINCIPAL_UNKNOWN
UF_DONT_REQUIRE_PREAUTH
KDC_ERR_PREAUTH_REQUIRED



   

USER LISTSUSER LISTS

PLAYER 2HIGHSCORE 2500

SAMACCOUNTNAME != EMAIL
NON-STANDARD COMBINATIONS
MULTIPLE TRAILING DIGITS

ROBB.STARK
S-ROBB.STARK
ROBB.STARK123



   

ASREPROASTASREPROAST
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KERBEROS PRE-AUTHENTICATION



   

ASREPROASTASREPROAST
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HASHCAT



   

ASREPROASTASREPROAST
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KERBEROS PRE-AUTHENTICATION



   

ASREPROASTASREPROAST
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KERBEROS PRE-AUTHENTICATION



   

PASSWORD ATTACKSPASSWORD ATTACKS
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PASSWORD REUSE
PASSWORD SPRAY



   

PASSWORD ATTACKSPASSWORD ATTACKS
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CREDENTIAL STUFFING



   

PASSWORD ATTACKSPASSWORD ATTACKS

PLAYER 2HIGHSCORE 2500

PASSWORD POLICY



   

PASSWORD ATTACKSPASSWORD ATTACKS
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ACCOUNT LOCKOUT



   

PASSWORD ATTACKSPASSWORD ATTACKS
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BAD PASSWORD COUNT



    samwell.tarly:heartsbane

    brandon.stark:iseedeadpeople

    Hodor:hodor
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3 OUT OF 73 OUT OF 7

ACCOUNTSACCOUNTS

PWNEDPWNED



    Anonymous access

    Usernames

01 1207

5 OUT OF 165 OUT OF 16

VULNERABILITIESVULNERABILITIES

PATCHEDPATCHED

    Kerberos preauthentication

    password hygiene

    account lockout
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ENUMERATIONENUMERATION



LEVEL 2LEVEL 2
MOAR HAXMOAR HAX



   

KERBEROASTINGKERBEROASTING
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ACCOUNTS WITH SERVICEPRINCIPALNAME (SPN)



   

KERBEROASTINGKERBEROASTING
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HASHCAT



   

KERBEROASTINGKERBEROASTING
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ACCOUNTS WITH SERVICEPRINCIPALNAME (SPN)



   

KERBEROASTINGKERBEROASTING
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ACCOUNTS WITH SERVICEPRINCIPALNAME (SPN)



   

ON PATH ATTACKSON PATH ATTACKS
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ON PATH ATTACKSON PATH ATTACKS
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HASHCAT



   

ON PATH ATTACKSON PATH ATTACKS
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NTLMRELAYX



   

ON PATH ATTACKSON PATH ATTACKS
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PROXYCHAINS



   

ON PATH ATTACKSON PATH ATTACKS
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SECRETS DUMP



   

ON PATH ATTACKSON PATH ATTACKS
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SECRETS DUMP



   

ON PATH ATTACKSON PATH ATTACKS
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LLMNR



   

ON PATH ATTACKSON PATH ATTACKS
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NTLMV2



   

ON PATH ATTACKSON PATH ATTACKS
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NTLMV2



   

ON PATH ATTACKSON PATH ATTACKS
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LDAP SIGNING 
CHANNEL BINDING



   

ON PATH ATTACKSON PATH ATTACKS
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PROTECTED USERS GROUP



    jon.snow:iknownothing

    robb.stark:sexywolfy

    sql_svc:youwillnotkerberoastmeeee

01 1207Back to Agenda Page

6 OUT OF 76 OUT OF 7

ACCOUNTSACCOUNTS

PWNEDPWNED



    spn cleanup

    Disable llmnr

    Require ntlmv2

01 1207Back to Agenda Page

10 OUT OF 1610 OUT OF 16

VULNERABILITIESVULNERABILITIES

PATCHEDPATCHED
    ldap signing / channel binding

    protected users group



Back to Agenda Page
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PRIV ESCPRIV ESC



   

BLOODHOUNDBLOODHOUND

PLAYER 2HIGHSCORE 2500

PATH TO DOMAIN ADMIN



   

BLOODHOUNDBLOODHOUND
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PATH TO DOMAIN ADMIN



   

ACL MODIFICATIONACL MODIFICATION
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WRITEDACL



   

ACL MODIFICATIONACL MODIFICATION
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WRITEDACL



   

ACL MODIFICATIONACL MODIFICATION
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WRITEDACL



   

ACL MODIFICATIONACL MODIFICATION
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WRITEDACL



   

ACL MODIFICATIONACL MODIFICATION
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LOGON SCRIPT



   

ACL MODIFICATIONACL MODIFICATION
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MITIGATION



   

PASS THE HASHPASS THE HASH
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PASS THE HASHPASS THE HASH
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PASS THE HASHPASS THE HASH
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PASS THE HASHPASS THE HASH
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LAPSLAPS

PLAYER 2HIGHSCORE 2500

LOCAL ADMINISTRATOR PASSWORD SOLUTION



   

DELEGATIONDELEGATION
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DELEGATION = IMPERSONATION



   

DELEGATIONDELEGATION
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MIMIKATZ



   

PASS THE TICKETPASS THE TICKET
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MIMIKATZ



   

PASS THE TICKETPASS THE TICKET
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MIMIKATZ



   

DELEGATIONDELEGATION
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UNCONSTRAINED >> CONSTRAINED



   

DELEGATIONDELEGATION
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ACCOUNT IS SENSITIVE



   

DELEGATIONDELEGATION
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NO MORE TGT



   

DELEGATIONDELEGATION

PLAYER 2HIGHSCORE 2500

NO MORE TGT



    

    

    

01 1207Back to Agenda Page

6 OUT OF 76 OUT OF 7

ACCOUNTSACCOUNTS

PWNEDPWNED



    ACL & Ownership cleanup

    laps

    constrained delegation

01 1207Back to Agenda Page

14 OUT OF 1614 OUT OF 16

VULNERABILITIESVULNERABILITIES

PATCHEDPATCHED     account is sensitive



Back to Agenda Page
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PWNING ADPWNING AD



   

PRINTNIGHTMAREPRINTNIGHTMARE
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VULNERABLE?



   

PRINTNIGHTMAREPRINTNIGHTMARE

PLAYER 2HIGHSCORE 2500

EXPLOIT



   

PRINTNIGHTMAREPRINTNIGHTMARE

PLAYER 2HIGHSCORE 2500

PROFIT



   

PRINTNIGHTMAREPRINTNIGHTMARE
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FIX IT!



   

ADCSADCS

PLAYER 2HIGHSCORE 2500

FIND VULNERABLE CONFIGURATIONS



   

ADCSADCS
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ADCSADCS
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ESC1



   

ADCSADCS
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ESC1



   

ADCSADCS
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REQUEST CERTIFICATE



   

ADCSADCS
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AUTHENTICATE TO AD



   

ADCSADCS
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DUMP THE SECRETS



   

ADCSADCS
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DUMP THE SECRETS
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ADCSADCS
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VULNERABLE TEMPLATE



   

ADCSADCS
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ISSUED CERTIFICATE



   

ADCSADCS
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LOCKSMITH



   

ADCSADCS

PLAYER 2HIGHSCORE 2500

ESC1
ESC2
ESC3
ESC4
ESC5
ESC6
ESC8
AUDITING



    brandon:rocks

01 1207Back to Agenda Page

7 OUT OF 77 OUT OF 7

ACCOUNTSACCOUNTS

PWNEDPWNED



    disable print spooler

01 1207Back to Agenda Page

16 OUT OF 1616 OUT OF 16

VULNERABILITIESVULNERABILITIES

PATCHEDPATCHED
    run locksmith
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CRACKMAPEXECRESOURCERESOURCESS

IMPACKET

HASHCAT

BLOODHOUND

RESPONDER

NMAP

PROXYCHAINS

MIMIKATZ

PRINTNIGHTMARE
CUBE0X0

CERTIPY

ATTACK TOOLS



DEFENSIVE LINKS

RESOURCERESOURCESS

CERTIFIED PRE-OWNED
LOCKSMITH

GOAD
MAYFLY BLOG
ANONYMOUS ACCESS

DETECT KERBEROASTING

PROTECTED USERS GROUP

PASSWORD POLICY

LAPS

LDAP PROTECTIONS

KERBEROS PRE-AUTH

DISABLE LLMNR

https://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
https://github.com/TrimarcJake/Locksmith
https://github.com/Orange-Cyberdefense/GOAD
https://mayfly277.github.io/categories/ad/
https://www.stigviewer.com/stig/active_directory_domain/2016-02-19/finding/V-8547
https://adsecurity.org/?p=3458
https://www.hub.trimarcsecurity.com/post/bsides-charm-2024
https://www.hub.trimarcsecurity.com/post/password-policy-a-la-carte
https://learn.microsoft.com/en-us/windows-server/identity/laps/laps-overview
https://www.hub.trimarcsecurity.com/post/return-of-the-ldap-channel-binding-and-ldap-signing
https://blog.harmj0y.net/activedirectory/roasting-as-reps/


GOAD LEADERBOARDGOAD LEADERBOARD
BRANDON COLLEY

@TECHBRANDON

LINKEDIN.COM/IN/TECHBRANDON

THANK YOU CORN CON

THANK YOU AUDIENCE!!!

QUESTIONS?


