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6 yr. IT before InfoSec (not counting HS or College)

2 yr. InfoSec Team Lead @ Medline Industries

2 yr. Solutions Engineer @ LightCyber

2 yr. Solutions Engineer Specialist @ Palo Alto Networks

4.5 yr. Solutions Engineer @ Corelight

1 yr. Tech Marketing Engineer @ Corelight

Plus:

2 yr. Threat Hunter in the Black Hat Conference NOC

$ whoami

Mark Overholser
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The Black Hat conference NOC partners
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Open-source roots
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Amazon shrugged
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¯\_(ツ)_/¯
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Pentesters gonna pentest
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Living in syn-ology
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A vpn that doesn’t understand what p stands for
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DOH!
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This looks like DOH…

But DOH is supposed to
be over HTTPS!

Sanity check?

Yep, it works.
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It came from behind the podium!
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SOME EDR are authorized C2
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Customer telemetry…

Who knew that EDR stood 
for “Everything 
Disseminated in Real-
time”?
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IN SSHAMBLES
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Timeline

4:00-4:30pm Ben watches HD Moore’s talk “Secure Shells in 
Shambles”

5:15pm Ben has the tool running in a lab, collecting traffic

5:35pm Ben has figured out how to detect it, including 
retroactive detection based on logs already collected

5:50pm Ben has located a single IP that had scanned multiple 
Corelight Polaris customer sites matching the fingerprint 
for SSHambles; no other hits

6:00pm Ben has a beer with HD Moore, who confirmed that IP 
was theirs



34 www.corelight.com

Multicast DNS Misadventures
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Remember when I said we 
isolated networks effectively?

Well, we didn't. 

Responder.py has entered the chat
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