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6 yr. IT before InfoSec (not counting HS or College)

2 yr. InfoSec Team Lead @ Medline Industries

2 yr. Solutions Engineer @ LightCyber

2 yr. Solutions Engineer Specialist @ Palo Alto Networks -
4.5 yr. Solutions Engineer @ Corelight
1 yr. Tech Marketing Engineer @ Corelight §7

Plus: 4 Tarav?
2 yr. Threat Hunter in the Black Hat Conference NOC
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BlackHat Backbone outliers

25 Cisco DNS | AP/Switch Mgat | Show Managesent | RegistrationWifi | NOC Wired | NOC WiFi | ETS/Production/Streaming
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Services per IP Address

source_ip services

10,1800, ssl | ntp | dns | dhcp
10.10.19.12 ntp | dns | dhep
10.10.10.13 ntp | dns | dhep
10.18.19.34 ntp | vxlaa | dns | dhecp
10.18,10.15 ssl | ntp | dhep
10,190,190, 16 ntp | dns | dhep
10.10,19.17 ntp | dns | dhcp
10.10.00.28 ntp | dns | dhep
10.10.10.19 ntp | vxlaa | dns | dhcp
10.19.29.29 ntp | dns | dhcp
10.190.30.21 ntp | dns | dhep
10.10.10.22 ntp | dns | dhep
10,38.19.23 ntp | vxlam | dns | dhecp
10.319.10.24 ntp | vxlan | dns | dhep
19.19.19.25 ntp | dns | dhep
10.10.10.25]1  ssl | ntp | dns
10.19.10.252 ssl | ntp | dns
10.198.10.253 ssl | ntp | dns
10.10.19,254  ssl | ntp | dns
10,10.19.26 ntp | dns | dhcp
10.10.10.27 ntp | dns | dhep
10.18.10.28 ntp | vxlaa | dns | dhep
10.18.19,29 ntp | dns | dhep
18.18.0.3 ssl | ntp | dns
10,10.18.39 ntp | dns | dhep
10.10.10.31 ntp | dns | dhep
10.10.10.32 ssl | ntp | dns | dhcp
10.19.10.33 ssl | ntp | dns | dhcp
10,10.19,34 ssl | ntp | http | dns | dhep
10.19.10.35 ssl | ntp | http | dns | dhep
10.18.20.36 ssl | ntp | dns | dhcp
18,18.10.37 ssl | ntp | dns | dhep
10.19,19,38 ssl | ntp | dns | dhcp
10,10.10.3% ssl | ntp | dns | dhcp
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Open-source roots
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Amazon shrugged
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host

server_headers
ocsp. rootcal.amazontrust. com Server: ™\ (W) /
ocsp. rootg2.amazentrust. com Server: ™\ (%) /=
ocsp. rootca3.amazontrust. com Server: %\ (VW) /~
ocsp. rootg2.amazont rust. com: 80 Server: %\ (%) /~
ocsp. rootcad.amazontrust. com Server:~\ (%) /=
ocsp. rootcal.amazontrust. com: 88 Server: %\ (W) /

_count T

1673
583
73
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Pentesters gonna pentest
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host un

onboarding, zerohash, con Ledn-col/images/browser-dar, pagl376755637=-1 OR 1=]

onboarding.zerohash, con Ledn-col/images/icon-exclanation. neg 1376755637 [S1nva lid] =uAWBpkIOHFMYQRAAL | JKT2 {FRpSZPTrd Bs3al FavEE

onboarding. zerohash, con Zedn-col/imnges/icon-exclamation, png?i376755637=hTTp; //c87, con/ Tonboarding, zarohash, con/
onboarding.zerohash, con Jedn—col/images/icon-exclamation. ong 2376755637 -1" 1 |truel|®

onboarding, zerohash, com Zedn—coi/inages/icon-exclasntion. png? 376755637 1" | |1=="1

poboarding,zerohash, con Zedn—coi/images/icon-exclomation. ong 21376755637 ~1" 1| 'a'=="y

poboarding,zerohash. con Zedn=col/images/icon-exClamation. pngti376755637: -1 1 | "1 '=="1

enboarding.zerohash. com Ledn=col/imges/icon-exclamation. . ang2l376755637: ~1" OR 1=1 08 "1'='1

eoboarding.zerohash.con sdn-col/imaces/icon-exclamati00,00921376755637: 1" OR l1=1 08 “]1%="]

ondoacding.zerohash.com Jedn=col/images/icon—exclon sankey alerts per lp 157 E
onboarding. zerohash.com J/cdn~coli/imaces/browser-darj
10.220.49.23 CrowdStrike CVE-2023-35042 (CVE-2022-24816)GaoSanver Ramol..
[ | 10.220.49.24 CrowdStrike CVE-2024.4358 Telerlk Report Server Authentication By...
10.220.49.25 CrowdStriko DoS HTTP request sent by enkmniiDos tool [CSA-2204... N
| 10,220.49.27 CrowdStirike Solarwinds CVE-2024-28995 Exploitation [CSA-240878)
10.220.49.34
! ET CHAT Skypa Usor-Agent detected
i 10.220.49.41
10.220.49.46 ET DOS Possible SSDP Amplification Scan in Progress [
10.220.49.49 ET EXPLOIT Potential Adobe Experence Manager (AEM) Dispatcher...
ET SCAN Bahawvioral Unusual Port 135 traffic Potential Scan or Infect...
ETWEB_SPECIFIC_ARRS ShowDoo Filé Uplcad Vulnarability
ETPRO EXPLOIT AVTECH IP Camera Unauthenticated CGI Dir Vuin.,
ETPRO HUNTING Suspicious HTTP Header (USER)
10.220.49.57 ETPRO HUNTING Windows System Information in UA

ETPRO JA3 HASH Suspectod Malware Related Response i
ETPBO MALWARE Possitle Tinba DGA NXDOMAIN Responses (com)
ETPRO MALWARE Possibie Virut DGA NXDOMAIN Responses (com)
ETPRO MALWARE Strela Stealer Exfil (POST)
ETPRO MALWARE Win32/CMSBrute/Pifagor Attermpted Bruteforcing
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Living in syn-ology
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entent-Type:applicatica/x-war-fors-urlencoded

nt-Length: 5@

. s ynology . me: 5000
General_WiFi 192.168.241,93 htre:// R, s Yo 100y 00 SO0/ vebani/auery. £ol Connection:Keep-Alive

Accept-Encoding:gzip

- -

User-Agent:Synology-DS_file_4.17.1_rv:588_SM-G9868_)

LS ) der, yo an Eonfic
Get a certificate from Let's Encrypt and set it as default

bled. For more inforr

aq pacEet _T1 (a} aq
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Information

Created

Today, 09:21
Today, 09:21
Today, 09:24
Yesterday, 0800
3024x4032

72x72

RGBS

sRGB IECE1966-2.1

~
samsung

SM-Gegsa
S

169

50

5.4 mm

640

No
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Normal
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A vpn that doesn’t understand what p stands for
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id.resp_h host

47,246,2

httedns,.alicdn,con

19
47,246,2.192 hitpdns.alicdn.con
47.246.2.192 httpdns.alicdn.con
47.246.2.191
29.111.213.11

59.111.211.11

httpdns.alicdn.com
httpdns. yunxindns. con

httpdns, yunxingns, cons

wrl

/eultl httodns

ety

resolye7host

Key=ydns-1,YZuu. com: vdn, vZuu, con: vdnb-1,¥zul.

httodns resolve7host key=vdn. Y2usl. Com:vdnS-1.vzuu. con:vdnt-1.)

Y2UM .

it httodns resolve?host key=vdnS-1.vzuu, com:vdn. vzuu. con:vdnb-1.vzuy

[multi httpdns resolve?host key=wdn. vz

/httpdns/v2/d?domain

Uy . COm: wanS~1. vzuu, com; vdn6-1,

in-web, zeekrlife, con

[httpdns/v2/d7domain=statistic, Live.126.net

Yius.

combatype=all
comSatype=all
comSatyee=all

comfqtype=all

Sanity check?

Yep, it works.

www.corelight.com

This looks like DOH...

But DOH is supposed to

be over HTTPS!

S
£

| i

: [

: eurl -sH "ThisIsMNotEnmcrypted" "http:/ httpdns.c.cdnhwe?.com/dnsflive?num=6&doemain=google. comiaqtype=ADDRS' \

(_ corelight




¢rOM

Tale>
bi\gzzk hat
NO
C

It came from behind the podium!
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cOrRlight | invesTiGATOR

B ust B T
Starn Alert Catogory

& ET MALWARE TraderTraitor CnC Domain in DNS Lookup (canclagroove .com)
B ET MALWARE Obsaerved DNS Query to UNMCEES0 Domain (oificed s5update live)
& ET MALWARE Obgarved DNS Quary b UNCEEI0 Domain (rfscabodk .oom)
fa ET MALWARE TraderTraitor CnC Domain in DNS Lookup {primerosauxilicspery .com)
] ET MALWARE TraderTraitor OnC Dormin in DNS Lookup (alwaysckain oom)
& ET MALWARE Maltox Rassomware OnC Domain [whyaes o) in DNS Lookup
& ET MALWARE TraderTraitor CnC Domain in ONS Lookup (oendos-ropos ongd
& ET MALWARE TraderTraltor CAC Domain in DNS Lodkup (reggednobin coam)
;] ET MALWARE Tracker Traifor OnC Domain in DNS Lookup :EI’:HD-S-D«S.DIS_‘I
] ET MALWARE TraderTraitor CnC Domain in DNS Lookup (boyourcwnibeall .oom)
] ET MALWARE TraderTraitor CnC Damuin in DNG Leokup (datadog-cloud com)
& ET MALWARE TraderTraifor OnC Domin in DNS Lookup (nomadphg .com)
s ET MALWARE TraderTraitor CnC Domain in DNS Lookup {datadog-graph .com)
(] ET MALWARE TrackerTraufor OnC Domasn in DNS Logkup (lagnchrusa .com)

ET MALWARE TraderTraitor CnC Domain in DNS Lookup {nomadphkgs .com]

Entity

192.168.0.50

1592.168.0.50

192.168.0.50

1%2.168.0.80

152.168.0.50

192.168.0,50

192.168.0.50

152.168.0.50

192,168,050

152.168.0.50

192.168.0,50

192.168.0.50

152.168.0.80

192.168.0,50

192.168.0.50

Alrt Type

Suncata

Suricata

Suisana

Suricata

Surcata

Suncata

Suncalta

Surscata

Swurecaia

Suricata

Salata

Suncata

Suricata

Surkcata

Surkcata

HAlerts

2

41

12

1k

1

24

11

1d

12

12
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America’s Cyber Defense Agency
NATIONAL CODRDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Topics + Spotlight Resources & Tools Mews & Events v Careers About

Home [ Hews&Events [ Cybersecurity Advisories [ Cybersecurity Advisory

CYBERSECURITY ADVISORY

TraderTraitor: North Korean State-Sponsored APT
Targets Blockchain Companies

Last Revised: April 20, 2022 Alert Code: AA22-108A
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SOME EDR are authorized C2
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Number of distinct alert signatures

Number of distinct entities

Security - Corelight Suricata

Suricata alert signaturos
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MAC Source Dest Most R Post Body

Customer telemetry...

Who knew that EDR stood
for “Everything
Disseminated in Real-
time"?
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IN SSHAMBLES
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Secure Shells
in Shambles
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[IJ README &[5 License &3 Security

sshamble

SSHamble is a research tool for SSH implementations that includes:

Interesting attacks against authentication

Post-session authentication attacks

Pre-authentication state transitions

Authentication timing analysis

Post-session enumeration

This project is a work-in-progress and likely to change quickly.

You can reach our team via research[a£]runZero.com.

www.corelight.com




Timeline

CTNENE X TENGTNNG

4:00-4:30pm Thacs ’ _ . ellsin
R
5:15pm ing traffic
5:35pm luding
;fady collected
5:50pm ined multiple
" g the fingerprint

6:00pm firmed that IP
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Multicast DNS Misadventures
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Remember when | said we
isolated networks effectively?

Well, we didn't.

Responder.py has entered the chat

A DANGER

DO NOT
CONNECT
MACHINE TO
INTERNET NO
MATTER HOW
MUCH IT ASKS

www.corelight.com (;/ G[I I'Ell!]m
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