
The SaaS and the Furious

A deep dive in SaaS compromises



Ryan Wisniewski

● Head of Threat Operations @ Obsidian
● Fighter of APTs since 2011
● Collector of SANS Certifications
● User of AI Generated Headshots



Are adversaries 
targeting SaaS?



Are adversaries targeting SaaS?



Are adversaries targeting SaaS?



Are adversaries targeting SaaS?



Are adversaries targeting SaaS?

SAAS COMPROMISE  BEC
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When a BEC is no longer a BEC
A deep dive in SaaS compromises
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Data from publicly disclosed SaaS breaches from January 2021 through December 2023.
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Why are adversaries 
targeting SaaS?



“Why do I rob 
banks?...
Because thatʼs 
where the money isˮ

- William Sutton



How are they 
doing it?





Mitre ATT&CK v15 Updates for SaaS

T1589 Gather Victim 
Identity Information

T1557 Adversary-in-the-Middle
T1539 Steal Web Session 
Cookie
T1566.004 Phishing - 
Spearphishing Voice
T1556.006 Modify 
Authentication Process - 
Multi-Factor Authentication
T1621 Multi-Factor 
Authentication Request 
Generation

T1098.005 Account 
Manipulation - Device 
Registration
T1564.008 Hide Artifacts: 
Email Hiding Rules
T1070.008 Indicator 
Removal: Clear Mailbox 
Data
T1556.009 Modify 
Authentication Process: 
Conditional Access Policies

T1538 Cloud Service Dashboard
T1526 Cloud Service Discovery
T1201 Password Policy Discovery
T1082 System Information 
Discovery
T1482 Domain Trust Discovery

Recon
Identify target via 
LinkedIn or other 
public information

Initial Access
Takeover target account 

via credential or 
session compromise

Persistence
Establish persistence in 
target account with new 
device registrations and 

defense evasion 

Privilege Escalation
Gain further access into the 
SaaS application landscape 

via additional application 
access and accounts

Discovery
Build understanding of the 
environment and identify 

critical assets and 
additional attack paths

Impact
Action on objective to steal 

data, make fraudulent 
financial transactions, or 

disrupt operations

T1021.007 Remote Services - 
Cloud Service
T1484.002 Domain or Tenant 
Policy Modification - Trust 
Modification
T1534 Internal Spearphishing

T1567 Exfiltration Over Web 
Service
T1021 Remote Services
T1486 Data Encrypted for 
Impact
T1657 Financial Theft

https://attack.mitre.org/techniques/T1589/
https://attack.mitre.org/techniques/T1589/
https://attack.mitre.org/techniques/T1557/
https://attack.mitre.org/techniques/T1539/
https://attack.mitre.org/techniques/T1539/
https://attack.mitre.org/techniques/T1566/004/
https://attack.mitre.org/techniques/T1566/004/
https://attack.mitre.org/techniques/T1556/006/
https://attack.mitre.org/techniques/T1556/006/
https://attack.mitre.org/techniques/T1556/006/
https://attack.mitre.org/techniques/T1621/
https://attack.mitre.org/techniques/T1621/
https://attack.mitre.org/techniques/T1621/
https://attack.mitre.org/techniques/T1098/005/
https://attack.mitre.org/techniques/T1098/005/
https://attack.mitre.org/techniques/T1098/005/
https://attack.mitre.org/techniques/T1564/008/
https://attack.mitre.org/techniques/T1564/008/
https://attack.mitre.org/techniques/T1070/008/
https://attack.mitre.org/techniques/T1070/008/
https://attack.mitre.org/techniques/T1070/008/
https://attack.mitre.org/techniques/T1526/
https://attack.mitre.org/techniques/T1526/
https://attack.mitre.org/techniques/T1201/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1482/
https://attack.mitre.org/techniques/T1021/007/
https://attack.mitre.org/techniques/T1021/007/
https://attack.mitre.org/techniques/T1484/002/
https://attack.mitre.org/techniques/T1484/002/
https://attack.mitre.org/techniques/T1484/002/
https://attack.mitre.org/techniques/T1534/
https://attack.mitre.org/techniques/T1567/
https://attack.mitre.org/techniques/T1567/
https://attack.mitre.org/techniques/T1021/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1657/


Identity

Collaboration Spaces

Network/Compute

Platforms Impact

- Steal Credentials
- Deploy Virtual Machines
- Pivot to Internal Systems
- Expose Private Instances

- Spear Phishing/AitM
- SSPR  SIM Swap
- Help Desk Social Engineering
- Integration Abuse
- 3rd Party Compromise

Identity Compromise

- Employee Impersonation
- Sensitive Data Access
- Tracking Incident Response
- Alert Deletion/Hiding

Data Repositories

- Export Customer Reports
- Download R&D Data
- Share Private Data to Public
- Steal Credentials

- Extortion
- Ransomware
- Data Theft

- Financial Fraud BEC
- Intellectual Theft

SaaS Kill Chain

Adversaries utilize legitimate access and built-in features of SaaS 
applications to progress and complete their attacks



Example Kill Chains



AitM  Financial Fraud

Initial Access
Threat actor phishes the 

user to get them to an 
AitM proxy Evilginx, 

Tycoon, etc) and steal 
the session cookie

Persistence
Threat actor registers 
their own MFA device, 

typically SMS or 
Authenticator App

Discovery
Threat actor looks through 

email threads to identify 
open invoices to modify

Defense Evasion
Threat actor creates new 

inbox rules to hide 
incoming mail and deletes 
any security notifications 

in victimʼs inbox

Impact
Threat actor sends 

falsified documents to 
recipient to perform the 

financial fraud
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SSPR  Data Exfil

Recon
Threat actor identifies  

target via SSPR 
Enumeration, LinkedIn 

and other public 
information

Initial Access
Threat actor performs 

SIM Swap and 
Self-Service Password 
to gain access to the 

target account

Persistence
Threat actor registers 
their own MFA device, 

typically SMS or 
Authenticator App

Exfiltration
Threat actor downloads, 

exports, or shares sensitive 
information outside of 

organization

Discovery
Threat actor opens all 

applications in the SSO 
platform to see what they 

have access to

Impact
Confidential information is 

sold or made public. Extortion 
campaigns are also common 

in these attacks.
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Help Desk SE  Ransomware

Recon
Threat actor identifies  
target via LinkedIn and 
other public information

Initial Access
Threat actor calls the 

help desk impersonating 
the target requesting 

password reset and MFA 
deactivation

Persistence
Threat actor registers 
their own MFA device, 

typically SMS or 
Authenticator App

Lateral Movement
Threat actor pivots to the 

internal systems via VPN or 
virtual desktop environments

Discovery
Threat actor searches for 
IT documentation related 
to VPN, configurations, 

BYOD, and infrastructure

Impact
Ransomware is launched and 
encrypted data and systems.
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“Hey John, this is Jerry from Systems. I just got paged out for a 
system outage - I am out on vacation, but I need to get this 

database back up and running. I donʼt have any of my corporate 
stuff with me, but I have a laptop that I can use to access the 

VPN. Can you do me a favor and reset my credentials for me so 
I can resolve this storage issue before the start of business?ˮ
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Key Takeaways

• Account Takeovers are how SaaS environments are compromised, with AitM, SSPRSIM 
Swap, and Help Desk Social Engineering being the favorite techniques

• Adversaries are using cloud-based identities to gain internal access to both traditional data 
center environments and cloud/SaaS based environments

• Adversaries are using residential proxies and personal vpn services to bypass conditional 
access policies

• Adversaries almost always modify MFA devices on the account once the account takeover is 

successful

• Adversaries hide emails and security notifications to prevent victims from being alerted

• Adversaries use internal documentation to learn about the environment and plan their attack

• SaaS compromises are not isolated to SaaS environments - often they are part of a bigger 

kill chain



Recommendations to combat SaaS compromise
MFA Policy

• Require secure verification prior to allowing new MFA enrollments
• Migrate off SMS & call-based MFA methods
• Require phishing-resistant MFA methods
• Ensure MFA is required from all locations (no exceptions for on-site)
• Ensure number matching is enabled

Authentication Policy

• Reduce session lengths to limit compromise time frame
• Require the use of cloud-only accounts for privileged and break-glass accounts
• Remove inactive accounts
• Disallow service account login for accounts that do not need cloud logins

SaaS Posture and Configuration Management

• Inventory all SaaS applications in use by the organization
• Enforce a least privilege model for data access controls in SaaS applications
• Continuously monitor and manage configurations of the SaaS applications 

SaaS Detection/Response Capabilities

• Monitor your SaaS identities for both posture and threat activities within SaaS compromise
• Build response capabilities to invalidate sessions and rotate credentials within SaaS environments



THANKS!
Contact Info: 

Ryan Wisniewski
rwisniewski@obsidiansecurity.com


