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CISO: Competency <> Effective
… Be a Compelling Storyteller
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The Firefighter
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YOU 
are the 
Person
others 
Rely on
during a 
Crisis

Leave every 
Situation 
Better than 
When you 
Arrived

Hard Skills
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The Shaman
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YOU see the 
big picture … 
the fundamental 
nature of the 
universe 

Build & Spend 
Political Capital 
Wisely

Business Acumen
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The Sherpa
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YOU empower the 
Team to achieve 
their own Successes

Influencing 
without 
Authority

Soft Skills
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The Firefighter, the Shaman, and 
the Sherpa

Talking Information Security in Terms of Business Risk
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Narrative Entropy: From Chaos to Conversation 
(The Firefighter)

Squirrel-Based Operations Executive/Board Reporting
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Misconfigurations

Incidents

Insiders
Suppliers

Social
Engineering

Exploits

Malware

Publicity Audits

Hackers

• Policies, GRC, 3rd party riskManagement

• SOC, Threat Intel, Red TeamsOperations

• DLP, CASB, Endpoint SecurityTechnology 

• Training, Education, NotificationsOutreach 

• Audit, Compliance, LitigationReporting
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MITRE D3FEND  
Cyber Defense Matrix  

CMMC  
C2M2   

MITRE ATT&CK  
VERIS  

STIX / TAXII  

NIST CSF  
ISO-27001  

ISO-27002  
   NIST SP800-53  

SCF / CCM / TOGAF 

Tower of Babel: From Crisis to Business Risk
(The Shaman)

Minimize Losses &
Maximize Operations

Data Privacy 
Assurance

Workforce 
Protection

Prevent Data 
Leakage

Defend Email 
Threats

Poisoned 
Attachments

Attachment 
Isolation

Malicious 
URLs

Link 
Inspection

…
Email Route 
Verification

Sender 
Verification

…
Require MFA 

Access

…
Business 

Resiliency

Risk Tolerance

Policies

Controls

Use

Cases

Protections
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Organizational Focus

• Security issues are 

Operational issues

• Understand & Confirm: 

– Risk Tolerance

– Policies & Frameworks

• Single bucket of 

operational priorities

Build the Narrative

• Translate Risks

– Inherent versus Residual

– Material Business Impact

– Augment with Historical 

Evidence and Probability 

Timeframes

• Properly Frame Metrics:

– KPIs versus KRIs

Visualizing Success
(The Sherpa)

Support the Board

• Preplan

– Elicit a champion

– De-escalate news/hype

– Be clear and concise

• Report with a purpose

– Define explicit action 

items and decisions 

needed
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Pulling it all together
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The Science of Narratives
Knowledge Socialization

Humans Process Meaning, 
not Information

Common Understood Truths

Innate Power of Social Dynamics
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Structuring a Compelling Narrative
(The Firefighter)

Semantics & Sentiment

Context & Background

Analogies & Grounding

Purpose & Deliverable
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Preparing a Compelling Narrative
(The Shaman)

What’s 
the 

Ask?
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The Art of a Compelling Narrative
(The Sherpa)

Don’t allow the audience 
to say “no”.Craft a Compelling Story

Be an Engaging Storyteller
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• Firefighter

– Be the Person Others Rely on During a Crisis

– Leave every Situation Better than When you Arrived

• Shaman

– Read the Room

– See the Big Picture

– Utilize Political Capital

• Sherpa

– Influence without Authority

– Lead the Team to Success

Q.E.D.
Applying Science, Structure, Preparation and Artistry 

26
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Time for an Example?

For more information contact:

checco@checco.com



Example:
Cybersecurity Spend 
Analysis
SECURITY BUDGETING
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Template: Cyber Defense Matrix

Source: Sounil Yu, RSA 2016
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Hard Skills:

Security Program Overlay

Source: Sounil Yu, RSA 2016



#CORNCONBusiness Acumen: 

Security Resource Weighting 
Overlay

Source: Sounil Yu, RSA 2016



#CORNCONSoft Skills:

Security Resource Spend 
($MM USD)

20 30 40 40 130

20 10 30

20 20 30 10 80

10 30 10 20 70

30 30 20 80

80 130 110 50 20 390Totals 
(Category)

Totals 
(Asset Class)

Overspend?

Security Gaps?
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