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• Meet the Villains 
• Understand Their Story Arcs 
• Meet the Heros
• How YOU Become the Hero

Welcome to the Cyber Multiverse! 
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What Makes a Great Villain? 
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Meet the Villains
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Mystique: The Master of Deception

5

Deception in the Digital Age: How 
Fraudsters Imitate and Infiltrate
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SMShing
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Images from Paige Hanson
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SMShing
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Spoofed Email Account 
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Spoofed Email Account 
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Magneto: The Master of Control
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Power and Control: How Ransomware 
Gangs Hold the Digital World Hostage
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OSINT in the Wild 
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Crime-as-a-Service
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● Secret Service seized 300 
servers + 100K SIMs near UN

● Enabled anonymous threats & 
telecom disruption

● Linked to nation-state + 
criminal actors

Emerging Threat: SIM Server Networks
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What Do We Do About It? 
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• Build resilience 
• Plan for incidents 

Stop thinking attackers are 
mysterious geniuses 
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Dark Phoenix: The Insider Threat
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When Good Turns Dangerous: 
Understanding Insider Threats
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● Review user access regularly

● Implement data loss prevention tools and real-time monitoring

● Train employees not just on what to do, but why it matters. 

Practical Takeaways 
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Scarecrow: The Engineer of Fear 
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The Psychology of Fear: Social 
Engineering and Infrastructure Attacks
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Case Example: Arkansas City Water 
Treatment Plant (2024)
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Case Example: Colonial Pipeline (2021)
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Brainiac:The Data Devourer 
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AI and Automation: When the 
Machines Learn to Attack
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Voice Cloning 
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• Imagine: Attacker creates video of CEO 
saying/doing something damaging - then uses 
video to extort money.

• What processes do you have internally to report?

• Defense: 

– Verification practices (reverse image search, etc.)

– Safe words
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Deepfakes: Seeing is No Longer Believing 
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Meet the Heros
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Captain America: The Defender of Duty
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• Business resources: 
– CISA 

• Reporting:
– FBI (ic3.gov)
– USA.gov 
– Federal Trade Commission (FTC)

• Frameworks:
– NIST CSF
– NIST AI RMF 

http://ic3.gov
http://usa.gov
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Batman: The Ethical Hacker in the Shadows 
(ft. Deadpool) 
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• Ethical hacking
• Pen testing
• Responsible disclosure 
• Proactive detection
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• Unified security strategy
• Communication
• Tabletop exercises
• Partnership w external 

security experters

The Avengers: The Power of Collaboration
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Wonder Woman: The Lasso of Truth

33



#CORNCON

Protecting Your Universe: Actionable Steps
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Five Shields of Cyber Resilience:

1. Educate & Empower

2. Update & Patch

3. Authenticate & Verify

4. Detect & Respond

5. Recover & Learn
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The Future of the Fight: Staying One 
Step Ahead
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1. The Rise of AI-Amplified Threats 
2. Adaptive Defense: Meeting AI with AI
3. Resilience is the New Perimeter 
4. Collaboration is our Superpower 
5. The Call to Action: Be the Hero in 

Your Story 
The future isn’t about predicting every threat, 

it’s about adapting faster than your adversaries.
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Q&A
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Thank you!
Email: paige@securelabs.ai

Website: securelabs.ai

YouTube: @PaigeonCyber 




