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THE LEADER IN SECURITY OPERATIONS

Framing the Conversation

« Up front, this is not a sales talk (Arctic Wolf doesn’t sell or develop this kind of training...)
* | spent a decade in higher education and ran L&D for an offensive security firm

« What attendees don’t see: process behind the training

« Not about *what* we taught, but *how™* we got there

» Playbook for coaching technical experts into teachers
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whoami

Ken Smith, Arctic Wolf
Director of Enterprise Sales Engineering

Formerly
» Director of L&D, Security consulting firm
« National Lead, Cyber Testing, Large consulting firm
* Red Team, Large financial institution
« SIGINT Operator, 5 Special Forces Group (Airborne)

Academia
« Former Professor of Network Security, University of Mount Union
 Former Research Proposal Coordinator, SANS Tech Institute

Education
 MA, Security Policy Studies, Notre Dame College
 AA, Arabic, Defense Language Institute
« BS, Computer Info Systems, University of Dayton
« OSCP, OSWP



Journey into Education & Training

2010 — First exposure to cyber (military)

2012 — 5-week kinetic offensive cyber ops course

2012 — Distilled into 3-day event (fell in love with teaching)
2014 — CTF w/ Univ. of Mount Union — teaching role
2015 — Built training program for interns/new hires

2024 — Director of L&D at Praetorian
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The Big Goal

« Ambition: taking training to market
» Strategy: lean into strengths (CI/CD, loT)

» Reality check: don’t overcommit, but there’s a benefit to oversubmitting

@

black hat
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Development Process
Wash-Rinse-Repeat

«  What does your team do? *  Weekly sessions « Start with regional cons
« What is your expertise? « Content & Teaching  Tailor submissions
« What are your timelines? * Get others involved  Build a library
* Length of the course « Use the platforms out there

* Development
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Development Process

Step 1 - Whiteboarding
* Brain dump sessions

« Go wide — it is much easier to cut content than to add late stage
* No bad ideas — Be sure to note opportunities for exercises
« Soft-organize/mind-map topics O
« Don'’t be formal
« Useful exercise of ‘'what else should we cover on this topic?’
 Don’t worry about the delivery time constraints at this point

* Do consider your intended audience
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Development Process

Step 2 - Outlining
* A more formal organization

« What are your Learning Objectives?
« Work in chunks, sub-topic-by-sub-topic
« Don’t be afraid to rearrange and/or add as you go
« Kitchen-table it
« As you're outlining, practice as if you were giving a lecture
* You'll naturally start adding anecdotes, sharing examples, etc.

* Note opportunities for points of interactivity
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Development Process

Step 3 — Final Outline
* Run it through an LLM

« Be very specific
« “What have | missed?”
« “Don’t remove anything I've included or change the order without asking.”
« Can be helpful, but do not start here from scratch
« Make sure you are including as many points of interactivity as possible
« Start to think through your technical requirements

* Include a mix...
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Development Process

Step 4 — Exercise Creation
» My favorite part - Very topic-dependent

« Do you have a platform?
« Cympire
* Immersive Labs
« AWS Console
 Home lab
« The more real-world and relatable, the better

« Teach — Show — Do model
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Development Process

Step 5 — Slides
« Slides is a catch-all for all the learning material

« Participant guide
* Instructor guide
» Supplemental materials
* Lean into your LLM of choice here...
« “Here is my outline for a X day course covering Y topic.”

 “Generate a PowerPoint slide deck with a cover slide, whoami slide, and section headers.”
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Development Process

What do you end up with?
 Actual course content

« Slides
« Exercises
« Lab
« Guides
* Instructor
» Participant/Exercises

» Infrastructure — Platform dependent
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Tailoring Submissions

Events Big and Small
* Most events will post their expectations or themes

* Do your best to align your submission to each

 LLMs can be of help here, but be sure to review everything
« Go above and beyond

« |If it asks for a sample of slides, give more

« If it asks for an email, include a PDF of your material

* Your most robust submissions become your ‘library’
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Tailoring Submissions

Events Big and Small — Black Hat
« Robust training opps — multiple events & CFTs I T

 Very prescribed process black hat

« Sign-up site for submitting training CALL FOR TRAININGS
e e MPORTANT DATES | GFT SUBMISSIONS ACCEPTED
 Presenter bios - Sk waT s 2028 s N
] ] 3 i:,ik:”':- raznfa : ::L:T:;:TE.::;:n':::r:;.!::;:1jllir;?mr ni Sty Saceh, Srgapah ]
« Teaching material samples | e
* Intended audience, learning objectives
Gl QISR
» Pieces-parts submitted as attachments e BT EUAERE TR mé".:u_y}g_;

Recognizable, established players
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Tailoring Submissions
Events Big and Small — DefCon

¥
il

Call forTralnlng

« Multiple events and CFTs (watch the dates!)

 Not as robust

Call Index
. . . . Call far F‘ﬂp"El’S WHAT: CEF COMN s 2eeking Tralners for tae-day tralning s2ssicns ight atier GEF GO 30.
[
S I m I Ia r tl mel I n e to B | aCk H at (VegaS) WHEN: August 15-16. the Moncay and Tuesday after DEF DO 30
Call far Training

WHERE: Same location, the Caesars Forunm.

° M UCh IeSS fo rmal process — “J ust” an ema |I Call for CTF Organizers WHY: For DEF CON attendees whi leve our free Workshop serles but wish they could get an sven d

ardd maybe even a catiicate of completion. Uke everything we de st DEF COR. we hope it will halp
the Racksar community and soread the $ind of khowledge thal makes the warld e spes and sacul

Gall for Contests & Events Do you hawe training expeience &d bae-day course mraterial of interest to hackers, sesunty ressars

« But significantly fewer acceptances
« ~20-40 each year
« Best | can tell*

» Reused materials from Black Hat — Made the necessary edits/changes
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Tailoring Submissions

Events Big and Small — Regional and Local Events
» Always keep an eye out for the regional conferences

» Great way to get ‘reps’ in with less competition for slots

« Strong recommendations

 ThotCon, GrrCon, Hack Space Con, CornCon Cren ON
 BSides local cons

» Use Sessionize and CFPTime

« Organizations like OWASP, Infragard, ASIS...

D
CLEVELAND THUTGON
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After Acceptance

Now What?
« Content and exercises * Over prepare content « Participant guides are key
« Technical expertise required * Again, easier to cut « Redundancy, resilience,
* No need to vamp
» Continue to kitchen-table fallbaciplai
- Have jokes/stories pre-loaded « Plan for scale
* You will almost always be fast « Single environment?
* Fear * Instances?
* Excitement  Record all demos in advance
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Teaching the Teachers s

Coaching Your SMEs
* You should not be the expert in everything...

» Deep expertise # teaching skill

* Facilitator role: translate, scaffold, coach

 Rehearsals: build confidence
* Kitchen-table!

* I'm not a huge fan of ‘live’ rehearsals — a /ot of time wasted
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Teaching the Teachers

GenAl & LLMs
 (Conversational collaboration

« Treat Al as a partner, not vending machine

» Use for brainstorming, drafts, scenario variations
« Review is non-negotiable

« Hallucinations happen and aren’t always obvious

« Check: accuracy, timing, flow

« Have your experts stay involved the entire time
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Teaching the Teachers
GenAl & LLMs O
o Strengths: ideas, multiple explanation levels, polish storytelling

» Weaknesses: accuracy gaps, voice consistency, timing

 Takeaway: Al speeds drafts, humans ensure authenticity

©2025 Arctic Wolf Networks, Inc. All rights reserved. Classification: Public A



THE LEADER IN SECURITY OPERATIONS

Teaching the Teachers

L L M De m o | am giving a presentation at an iﬁleIFrTl-atiDn security conference in a
few weeks and need to create the outline. My title is "Behind the

Curtain: Coaching Teams from Zero to Training at BlackHat and

DefCon." My abstract is: "Behind many BlackHat and DefCon

1. Imirasduetkan (5 Pinu bes| trainings are facilitators who help technical experts navigate the path

* HewaBiiclacry o aidogioaslackHabe 2ol Chrssoon o il e o indie e from concept to conference acceptance. This talk shares the
=1k -

raisEl Clutline

approach our team used to develop training courses on CIfCD

eour B hygroond Selevaw, Clea se seeon e kodon oo Mo v e, lesiiagr, . ] .
Rirpesma: TIx ol Ir ok Their rash4en -, =IF sbrar Sansme £3cms anw 0 ra-h pipeline attack paths and loT pentesting that were accepted at these

Avchoncs Lol Wleatle oo sl s wlinl g son’s skeea o e, Lo Ll il prastigious security venues. I'll outline our collaborative content

Frard=g, prird 2 e peaclizy dach-lgnas development process: organizing brainstorming sessions, structuring

whiteboarding exercises, developing outlines, and creating

. Frvnm ichset Irz Aol [7 mieius) presentation materials. You'll hear practical insights on supporting
Conceptguramion technical experts who have deep knowledge but may have limited

= Toped e direors' prozhe s Tnead 0RRSE ansks, o PIGCEiinG 1o oo Siudies teaching experience, and considerations for tailoring submissions to
= ez Arhram esiEcleE w i Al e e e
vhiceaarcing & kranse ming L )
o Db Rl e 11 bR 1 1K, 1 g, L P focus. The presentation includes technigues we found helpful, such

BlackHat's commercial environment versus DefCon's community

o Lk o ST mezd poonngis Sohc he 12amard whots the comeored as thoughtfully integrating Genal for content creation, collecting
= Huzmoraoe iy

= Bhackkat. oo e oo 1 oens shaed. dzilsd RO Zepozoe,

relevant stories and anecdotes, and implementing rehearsal

) approaches that build confidence while maintaining authenticity. 1'l
= [wiCom z:n Alp=ziraen, Alieza = spd, "kzn PH ez HO

o Talor e awTastz 3od o g s oo azh discuss the lessons learned while working behind the scenes to help
engineers share their expertize effectively. This talk is for anyone

interested in helping technical teams share their knowledge through
3, Buikire EHectiee Sontars |10 minutes]

conference trainings. Whether you're considering submitting to major
= [M-HiRlmQ == ddnmyTall-g

o Breuh img ciran caperlie it ageatib weca Do, D da ey seederiell, security conferences or simply want to improve your team's
- e Anraeneer - was mener o borva e bes e sl maeera knowledge-sharing capabilities, you'll gain practical insights from our

= Dractioy e Leachia journey from initial concept to successful training acceptance .
= Heprn: ke wFh I H= -2 rh e 2o pon

= D oshalrg deap beadodge na cedibde aoy oina . . . , . )
+ lid=nheprrd sa=hn g e eeaHrden = 4 & AR epeHe o Given my background in higher education and offensive security (and

= Gl e s con L, e lis my history of presenting and developing content) can you help me
create an outline for a 45 minute presentation?

SATHILIS R Sy L LR ) g e b R Y
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Conclusions

Lessons Learned
* Things to emphasize during development

« Cadence

* Use your strengths

 Tailor your submissions to individual CFTs
* Things not to do during development

« Late or incomplete submissions

 De-emphasize labs or participant guides
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Conclusions

Lessons Learned
« Recap: Goal — Process — Acceptance — Delivery — Lessons

« Don’t forget about the regional and local events!

« Efficiency is the name of the game
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Q&A
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