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Mental Malware



“The human mind remains one of the most mysterious and 
fascinating frontiers of modern science. Exploring that frontier 
yields useful knowledge as well as insights about ourselves.” 

Dr. Peter Vishton
Associate Professor of Psychological Sciences

College of William & Mary



Milgrim Experiment

https://www.youtube.com/clip/UgkxSIjcbmSuH8tnUX7RLLavWFydR9rLz9U1


Milgrim’s Obedience Experiment

Setup
A learning experiment with a ‘random’ assignment of Teacher and Learner, 
where the Learner was always an actor

Shock machine with switches labeled from 15 volts to 450 volts and 
descriptions including Slight Shock to Danger: Severe Shock and XXX

A single authority figure, another actor in a white lab coat, calmly prompted 

the Teacher with lines like “The experiment requires that you continue.”

Inspiration
Inspired by the Holocaust and Nuremberg Trials, Milgrim wanted to 
understand why ordinary people would commit atrocities under orders

Impact
% of participants that delivered the maximum 450-volt 
shock despite thinking they were harming the Learner!

65%



Scarcity

Liking

Consistency

Authority

Reciprocity

Social Proof

Cialdini’s Psychology of Persuasion

Unity

we have a desire to commit to 
what we’ve already said or done

we tend to look to similar others 
to decide how to behave

we feel obligated to return favors or give back

we tend to say yes to people we like, and 
we tend to like people who are like us

we tend to see things/opportunities as 
more valuable when they are limited

we are more easily influenced by those 
with whom we share an identity

we tend to follow the lead of 
‘credible’ experts

American psychologist Robert Cialdini has identified seven principles 
of influence that make people more likely to say ‘yes’





Thinking Fast and Slow

Daniel Kahneman simplified our brain’s processing into 2 ‘systems’
System 1: fast, automatic, emotional, and intuitive
System 2: slow, effortful, logical, and deliberate

We heavily rely on System 1 to save time and, more importantly, energy
Think of System 1 as your autopilot – recognizes faces, reacts to threats, finishes common phrases  

Allows you to drive home while distracted on that work call

System 2 is lazy – it doesn’t want to work if it doesn’t have to
“What you see is all there is”
Rare for System 2 to ask “what’s missing” leading to poor judgments under uncertainty



5 Words, 3 Seconds
You will see 5 words on the screen for 3 seconds

Call out what they have in common

‘Let’s Play a Game’



Burrito

Cheeseburger

Hot Dog
French Fries

Pizza



Giraffe

Hippo

Wildebeest

Rhinoceros

Cheetah



Green

Red

Ghost
Sweet

Bell



Acetylene

Eggplant

Icicle

Umbrella

Oyster



System 1’s Intuition Leads to Errors

‘Intuitive thinking’ ‘Analytic thinking’

Fast, impulsive, gut reaction Slow, methodical, and conscious

The friend who keeps it real The friend who is calm, cool, & collected

Often correct, effective, & results in ‘Aha!’ By the book, deliberate, reasonable

Draws on available knowledge, experience, 
preconceptions, & existing mental models

Follows analytical processes like the 
scientific method & structured analysis

1 2



Milgrim
We tend to obey 

authority figures even 
when it conflicts with 

our morals, especially in 
structured 

environments

Cialdini
We don’t make 

decisions based solely 
on logic—we rely on 

mental shortcuts that 
are easily influenced by 
context, emotion, and 

more

Kahneman
Our thinking is 

dominated by fast, 
automatic processes 

that are prone to error—
even when we know 

better, we often make 
mistakes!

Key Insights



Priming

Can be semantic (verbal), perceptual (sensory), or conceptual (ideas)
- Study participants walked slower when primed with words related to old age
- Faint smells of citrus cleaning agents primed study participants to wash their hands or clean up
- Marketers use priming all the time – luxury yachts, fresh veggies, vibrant colors

The psychological phenomenon where exposure to one 
stimulus influences a response to a later stimulus and it 
happens in unconsciously

A form of implicit memory – past experiences shape 
perceptions, thoughts, and actions without your awareness

You’re blissfully unaware of just how unaware you are



Priming

Priming has big implications for cybersecurity 
education, awareness, leadership, and design where 

subtle cues can tilt behavior



Why Are We So Easily Duped?
Milgrim

Obedience can override morality

Cialdini
Persuasion works on us even 

when we feel in control

Kahneman
Our brains are lazy and want to 

make fast, biased decisions

Priming
What we see, hear, & even smell can 

shape our behavior without us knowing



Why Are We So Easily Duped?



Why Are We So Easily Duped?
The human brain has evolved 

very little in 10k years

Humans have ‘3 brains in 1’

Lizard Brain: brain stem & cerebellum

• Low-level (1st brain)

• Fight or flight

• Reflexes, instincts, basic needs

Human Brain: neocortex

• High-level (3rd brain)

• Language, abstract thought, 
imagination, consciousness

• Foresight

Mammal Brain: limbic system

• Mid-level (2nd brain)

• Emotions, memories, habits

• Hindsight

Complex & self-aware

Provides logic & reasoning 
to largely illogical, 

unreasonable beings

About 2% of your overall body 
mass yet uses more than 20% of 

the energy you consume!



Why Are We So Easily Duped?



Cognitive Biases & Logical Fallacies

Cognitive biases are the result of the brains wiring and 
help us maintain confidence in our choices & actions

Cognitive biases slant our thinking toward certain 
outcomes

Logical fallacies are flaws in the application of 
reasoning—or the right reasoning—in a given scenario

Recognizing both and deploying mitigating tactics are key to 
defending against social engineering & other persuasion attempts.

“Men are not to be reasoned out of an opinion that they have not reasoned themselves into.” – Fisher Ames







Commonly Seen Biases in Cybersecurity

Anchoring Over-emphasizing one piece 
of information

Base Rate 
Neglect

Ignoring the commonality 
(base rate) of an event

Loss 
Aversion

Perceived losses feel more 
painful than equivalent gains 

are pleasurable

Hindsight 
Bias

“I knew it all along”

Illusory 
Correlation

Assuming 2 things are 
connected when they’re not

Dunning-
Kruger Effect

Tendency for low-ability 
people to overestimate 

their abilities & vice versa



Heuristics

Mental shortcuts (‘rules of thumb’) 
that simplify decision-making

Useful for System 1 thinking,
but prone to error

We often judge something 
based on how much it aligns 
with a prconceived notion

Informed by emotional 
response and recognition

How we feel about something or whether 
it is familiar can impact our ‘correctness’

Useful in day-to-day life but can lead 
to dangerously flawed conclusions 

when the stakes are high!

Stereotypes

Such as a quiet person 
being more likely to be a 
librarian than a salesperson

Usefulness



Heuristics Quiz
A grill and tongs cost $110 in total.
The grill costs $100 more than the tongs.
How much do the tongs cost?

An evil genius made 8 machines that take 8 minutes to make 8 traps. 
How long would it take 64 of the same machines to make 64 traps?

The number of scary clowns in a magic clown car doubles every day. 
If it takes 30 days to fill the car to clown capacity, how long would it 
take to fill the car halfway?

$5

8 minutes

29 days



Heuristics Quiz
Which causes more deaths per year in the U.S.?
a. Medical errors
b. Car accidents

Adults are more likely to?
a. Sleep with a comfort object like a blankie or a stuffed animal
b. Wash their hands after using the bathroom

Which supermarket option leads to more purchases?
a. A display with 24 flavors of jam
b. A display with 6 flavors of jam

Medical errors are the 3rd leading cause of death 
in the U.S. with over 250k per year whereas car 
accidents cause only 40k per year

Surveys reveal 34% for comfort object and 
less than 20% for handwashing!

Fewer options led to 10x more 
purchases in a famous study! 



Noisy & wordy

Guidance focused on WHAT to 
look for but misses the 

opportunity to teach HOW to be 
more skeptical in general

If we don’t initially suspect we’re 
being dupe, the technical 

indicators won’t help!

What is wrong 
with this?



Bolster Your Defenses

Metacognition
Spend time thinking about 

your own thinking
Most mistakes come from 
trading off speed for diligence.

Slow down!

Be Self-Aware
Recognize when your brain is saving energy 
& when it’s not (or when it shouldn’t be!)

Commit to Thinking Critically
Be aware of your cognitive machinery & when 

in doubt, frame the situation differently

If you have time to do it twice, 
you have time to do it right.

Don’t be afraid to talk it out with someone & 
welcome criticism of your thought processes



“For me, it is far better to grasp the Universe as it really is than 
to persist in delusion, however satisfying and reassuring.” 

Carl Sagan



Memory Test

Sleep Blanket Night

Yawn Tired Snore

Nap Dream Peace

Slumber Rest Pillow



Memory Test

60 seconds to write down every word you remember



Memory Test

• How many got Sleep?

• How many got Pillow?

• How many got Bed?



Memory Test

Sleep Blanket Night

Yawn Tired Snore

Nap Dream Peace

Slumber Rest Pillow

Where is Bed in this list?

Reconstructive Reference:

Your brain implanted a memory by                                              
filling in missing information based on context
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