
@mdwayne-real.bsky.social
@mdwayne-real.bsky.social

Secrets Security End-To-End

https://tinyurl.com/dwayne-corn



@mdwayne-real.bsky.social
@mdwayne-real.bsky.social



@mdwayne-real.bsky.social
@mdwayne-real.bsky.social



@mdwayne-real.bsky.social
@mdwayne-real.bsky.social



@mdwayne-real.bsky.social
@mdwayne-real.bsky.social



@mdwayne-real.bsky.social
@mdwayne-real.bsky.social



@mdwayne-real.bsky.social
@mdwayne-real.bsky.social

Hi. I’m Dwayne.
{

“Hometown” : “Chicago”,

● “Mission” : “Help people figure stuff out”,

● “Developer-advocate-since” : “2014”, 

● “Host” : “The Security Repo Podcast”,

● “Socials” : {

“mcdwayne@mastodon.social”,

“www.linkedin.com/in/dwaynemcdaniel” },

“Other-interests” : {“crochet”, “karaoke”, 

“rock and roll concerts”, “music in general”}

}

Dwayne McDaniel
Senior Developer Advocate
dwayne.mcdaniel@gitguardian.com

https://linktr.ee/securityrepo
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About GitGuardian

GitGuardian is an enterprise platform helping 

teams solve Non-Human Identity security crisis

—
- Secrets Detection and Remediation Platform 

- Developer Tooling for Prevention

- Honeytokens

- Public Monitoring of GitHub 

- NHI Governance
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What Attackers Want:

1. Machine Resources

2. Access To Data

3. Anything That Leads To 1 or 2
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vs
Human Non-human
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Production software environments are composed of a large 

number of applications which need to be identified, resulting in 

“non-human identities” or NHI. 

Application identities are often associated with secrets, which are 

used as credentials similarly to the way humans authenticate into 

computer systems. Application secrets may be used to authenticate 

into other applications within the trust domain. They may also be 

used to authenticate into 3rd party SaaS applications.
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https://datatracker.ietf.org/doc/draft-ietf-wimse-
arch/
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https://www.cyberark.com/press/cyberark-report-massive-growth-of-digital-identities-is-driving-rise-in-cybersecurity-debt/
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:

In 2022…
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:

Now??
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Soon…
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What are secrets in software 
development? Definition

—
Secrets authenticate access 

and encryption of software 

components, such as: 

● API keys

● Username/password pairs

● Database connection URLs

● Browser session tokens
● Certificates

Sensitive files such as .env, 

.pem or .crt are also secrets 

themselves
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Credential Leakage Is A Growing Problem
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https://www.gitguardian.com/state-of-secrets-sprawl-report-2025
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https://blog.gitguardian.com/voice-of-practitioners-2024/



@mdwayne-real.bsky.social
@mdwayne-real.bsky.social



@mdwayne-real.bsky.social
@mdwayne-real.bsky.social

What Can We Do?
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"We recommend that you look for any case where 

you use url-encoded basic access authentication. 

If the credentials are in fact sensitive, you should 

immediately change them and redesign your 

app to avoid including them. " – Google Help
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Possible Solutions:

1. When humans are involved, Phishing Resistant 
MFA (e.g. YubiKey with Biometrics)

2. Eliminate known credentials when possible (e.g. 
IAM roles, Passwordless, Password Managers)

3. Rotate credentials MUCH more often, using 
automation

4. Move to workload identity based authentication
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:  
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DIFFERENT SECRET
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Train devs to use 

the tools and follow 

the processes

Three pillars of a secrets management program

People

Tools

Automate 

detection and 

remediation

Use vaults, secrets 

managers and HMS

to manage secrets

Processes

Document the 

steps to follow for 

incident remediation 

by devs

Create clear processes 

for provisioning, 

manaaging, and 

rotating secrets

Raise awareness around 

secrets sprawl and secure 

coding practices



@mdwayne-real.bsky.social
@mdwayne-real.bsky.social

Who is responsible for fixing 
secrets sprawl?

Who 
owns the risks?

Devs? DevOps?
Operations?

Security?
CISO?

Exec Team?
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Why not the IAM owner? 

Why do we treat Non-Human 
Identities different than humans?

Does this person even exist in 
your org?
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Devs DevOps/
Operations

Security/
CISO

Exec Team
IAM/Identity

Who “owns” NHIs?

Who owns the risks?
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Risks are NOT threats.
Risks are NOT vulns.

Risks are NOT exploits.

Risks are what you are set to lose 
if things go bad.

– Walt Powell - Field CISO, CDW

https://youtu.be/Or-yUKeBXVE?si=4L-R8WH9Zl2yE3No
https://youtu.be/Or-yUKeBXVE?si=4L-R8WH9Zl2yE3No
https://youtu.be/Or-yUKeBXVE?si=4L-R8WH9Zl2yE3No
https://youtu.be/Or-yUKeBXVE?si=4L-R8WH9Zl2yE3No
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Security Risk = Threat Exploitability Criticality

● Where am I vulnerable?

● What is the likelihood of 

a successful attack?

● What would it cost the 

company or you?

A Formula For Measuring Security Risk
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Business Risks != Security Risks

"The Board does not know or care what 
a CVE is.

They care that something is going to 
make them lose money.

Period."

– again, thank you to Walt Powell - Field CISO, CDW

https://youtu.be/Or-yUKeBXVE?si=4L-R8WH9Zl2yE3No
https://youtu.be/Or-yUKeBXVE?si=4L-R8WH9Zl2yE3No
https://youtu.be/Or-yUKeBXVE?si=4L-R8WH9Zl2yE3No
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Devs

DevOps/
Operations

Security/
CISO

Exec Team

IAM/Identity
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We must get EVERYONE on 
board this same submarine

Devs DevOps/
Operations

Security/
CISO

Exec Team
IAM/Identity
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Our new game plan:
● Find All The Secrets 
● Properly Store The Secrets
● Adopt Better Developer Tooling
● Continual Secrets Scanning
● Automatic Rotation At Scale
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Find 
All The 
Secrets

Properly 
Store The 
Secrets

Better 
Developer 
Tooling

Continual 
Secret 
Scanning

Automatic 
Rotation 
At Scale

Secrets 
Security
Submarine
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“Step 1: Scope your work
The first step in the threat modeling process is 
concerned with gaining an understanding of what 
you’re working on.”

https://owasp.org/www-community/Threat_Modeling_Process

https://owasp.org/www-community/Threat_Modeling_Process
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Hopefully everyone is 
keeping track…right?

...Right!?!?

Devs DevOps/
Operations

IAM/Identity
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Credentials can appear in plaintext in:

● Code
● Config files
● Jira 
● Slack/Teams
● Confluence
● ~/secrets.txt
● Other terrifying places
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trufflesecurity/trufflehog
`git grep -E <pattern>`
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Now we all know the scope 
of the issue…now what?

Devs DevOps/
Operations

Security/
CISO

Exec Team
IAM/Identity
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All The 
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At Scale
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Submarine
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Basic Secret Manager Architecture

DATA

Secrets 
Manager

Cloud Services

API 

Endpoints

Your application

Developer

Logic and 

APIs
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Basic needs for a secrets manager

1. Encrypts secrets at rest and in transit

2. Available across all environments

3. Centralized reporting

4. Easy enough to use for development
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Are you “all in” on one Cloud provider?
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Multicloud, Or On Prem, Or A Mix?
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Prioritizing secrets to add

1. New secrets
2. Production/Critical secrets
3. Legacy secrets
4. Zombie secrets
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And how do we get 
Devs/DevOps to use it?

Devs DevOps
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Security 
Engineering
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Security 
Engineering
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Git hooks or IDE extension based tool logic : 

1. If a plaintext secret is detected before commit - DO 

NOT COMMIT IT 

2. Check if it is already in your vault(s)

-If so, return the call to the vault in the IDE 

-else, store it in the vault 

1. Replace the secret with the vault call

2. Upon successful commit call to rotate the secret
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Script Logic Needed:

1. Create new secret for service in question

1.5. Test the new secret 

1. Swap in the new secret for the existing one

2. Test to make sure this did not break access

3. Clean up step for internal labeling
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/blob/master/SecretsManagerRotationTemplate/lambda_function.py
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Are you all in on one Cloud provider?

https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets-cli.html
https://www.blinkops.com/blog/setting-up-automatic-key-rotation-in-gcp
https://learn.microsoft.com/en-us/azure/key-vault/keys/how-to-configure-key-rotation
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Can you rotate the secret 
through an API/CLI call?

Multicloud, Or On Prem, Or A Mix?
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Is there another option?
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We accept the reality that traditional 

Long-lived credential based approaches 

are a 

TERRIBLE

idea for workload/machine identities
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Possible Solutions:

1. When humans are involved, Phishing Resistant MFA (e.g. YubiKey with Biometrics)

2. Eliminate known credentials when possible (e.g. IAM roles, Passwordless)

3. Rotate credentials MUCH more often, using automation

4.Move to workload 
identity based 
authentication
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https://youtu.be/4HHvEamsxjs?si=KZhaCL_51QKAMuG3
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https://datatracker.ietf.org/doc/draft-ietf-wimse-
arch/
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But you can’t get to approaches like 
SPIFFE or WIMSE at scale

until…

You first understand what machine 
identities and secrets you even have
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:

Soon…
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About GitGuardian

GitGuardian is an enterprise platform helping 

teams solve Non-Human Identity security crisis

—
- NHI Governance

- Public Monitoring of GitHub 

- Secrets Detection and Remediation Platform 

- Developer Tooling for Prevention

- Honeytokens
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