
The Evolution 
of Identity



Disclaimers:
• We’re entering a new environment
• Legal issues are resolved where the 

local appeals court is located
• I’m not attempting to {verb} you to 

{verb} anything
• Don’t shoot the messenger







Desistance
Theory



What is identity?
Identity is the sense of self, or "who 
you are," encompassing personality, 
beliefs, experiences, and 
characteristics that make you unique.



What is data?

Data is a collection of facts, numbers, 
words, observations or other useful 
information.



What is data abuse?

• Lack of data handling practices
•   Ambiguous data policies
•   Lack of Access Controls



9 in 10 organizations 
that suffered a data 
breach were fully 
compliant with their 
policies.



What do you choose?



NATO and Cyber:
Defeat the Bear





Identity is the last frontier 
of personal sovereignty



Estonian 
Lessons



Reclaim, Redefine, Resist







Since CALEA – APT-n





A 
Vanishing 

Generation



Identity is Evolving



Foundation of Zero Trust

Visibility and Analytics
Automation and Orchestration

Governance
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Vendors treat
security and compliance
like oil and water.



Digital Identity

Abuse involves exploiting a person's 
digital identity for harmful purposes





A Shifting Landscape





The Illusion of Control –
breached repeatedly, legally 
protected, barely accountable



2015 – APT28 and TV5 Monde



How to Defend It





A Path Forward



#whois  aronetics.com

Qui sommes-nous?

social media

web
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