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About Me

Been with Cofense for 9 years

Lead Cofense Intelligence Analysis Team

Focus on New and Emerging Phishing TTPs Lmkedm

Published in Forbes, CyberWire, and Other Media Outlets.
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Al Generation is Difficult to Detect and
Harder to Attribute

Rarely Safe to State with Certainty That Al is Responsible N

Look For Trends That Were Present and Not Present Before the
Advent of Threat Actor-controlled Al

Broad Trends Such as Customization Beyond the Expected
Timeframe by Humans is Likely Al Generated or Automated
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Al-Generated Phishing Kits

Al-Based Phishing Kits Are Becoming More Common

Advanced Phishing Emails Are Appearing at Scale

Advanced Phishing Pages Are Becoming More Common

Al-Based Bundled Kits with Consistent Narratives Are Available

2025 CORNCON

PHISHME CYBERSECURITY
COFENSE CONFERENCE




#CORNCON

2025 CORNCON CYBERSECURITY CONFERENCE

Emails with Generated Content

MANIFEST YOUR INNER CYBER SUPERIHERO!



#CORNCON

Contextual Targeting

Your Next Career Move: Social Media Manager at Coca-Cola

File Message Developer Help @ Tell me what you want to do

LZI @ E EMeeting IS Ignore m E Fllzl (IY_'I EE ’:D é‘

Reply Reply Forward B More ~ Junk ~ Delete Archive Assign  Mark Categorize Follow Report
Al b More £ Jun Policy~ Unread  ~ Up~ | Phishing

Respond Delete Tags | Cofense ~

Your Next Career Move: Social Media Manager at Coca-Cola

% Reply Al —» Forward

, . . ' ' . . Repl
"opportunityawaits=accountscheduled.recruitee.com @recruitee.com” <opportunityaw... O Reply
® | | Fri 11/29/2024

Dear,

We've been closely following your impressive career as a Social Media
Manager, and we're truly inspired by your ability to blend creativity
with strategic vision. Your expertise aligns perfectly with the values we
uphold at CocaCola Company, and we see a great fit for you within our
team.

We would like to extend an invitation for you to apply for an exciting
opportunity with us. If you're interested, please submit your details via
the link below to begin the application process:

Apply for Social Media Manager

If you have any questions or would like further details, please feel free
to reach out. We're excited at the possibility of working together and
look forward to connecting with you..

Warm regards,
The CocaCola Company Team

CocaCola Employee, Contractor and Applicant Privacy Notice
CocaCola Company North America, Inc., CocaCola Company Media House North America, Inc.,

CocaCola Company Distribution Company, Inc. EO E 5 C O RNCO N
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Themes May Bypass Al

ESFS: Review of Newly Introduced Financial Regulations

File Message Developer Help Q@ Tell me what you want to do

é)q @ E @Meetimg IES Ignore m E FE (E gg |:t| é‘

Reply Reply Forward g v . Delete Archive Assign  Mark Categorize Follow Report
Al U More £ Junk Policy~ Unread  ~ Up~ | Phishing

Respond Delete Tags Nl Cofense ~

ESFS: Review of Newly Introduced Financial Regulations

i Repl €5 Reply Al F d
John Doe <john.doe @esfs-regboard.com> < Reply %) Reply —> Forwar
® ©° Mon 09/08/2025

Dear

| hope this message finds you well.

We are writing to you as an important entity within the scope of the European Securities and Financial Services (ESFS) Regulatory Board's jurisdiction. As
your organisation operates in one or more countries under our oversight, it is imperative to stay informed and compliant with the latest regulatory
standards and changes.

To this end, we have recently introduced new regulations aimed at enhancing the security, transparency, and ethical operations within the financial services
market. These updates reflect our ongoing commitment to maintaining a fair and stable economic environment that protects both consumers and financial
institutions.

We require that promptly reviews the newly introduced regulations to ensure full compliance with the updated standards.

The revised regulations can be accessed at the following website: https://esfs-regboard.com
Once there, please enter the issued ID provided below to access the relevant documentation:
Issued ID: 016a9717-a1db-4c85-abd9-06b9c867c629

Note: The documentation will come in an encrypted zip. Decrypt using the above issue ID.

Your timely response to these regulatory changes is not only a legal obligation but also a reflection of your organisation's dedication to principled business
practices. Be reminded that failure to comply with ESFS regulatory standards can result in penalties and impact your organisation's ability to operate within
our jurisdiction.

We appreciate your immediate attention to this matter and look forward to your cooperation.
Best regards,

John Doe

Stakeholder Engagement (APAC)
European Securities and Financial Services (ESFS) Regulatory Board

etf859872@gmail.com

Tactic: Link | Threat: Cobalt Strike | SEG: Microsoft ATP

Request to © intellectual property rights violation

Developer Help @ Tell me what you want to do

élg @ E @Meeting 'D:ngnore m E FlE (IZI EE |:l:| é‘

Reply Re;;l}r Forward E“El More ~ %Junkv Delete Archive Assign  Mark Categorize Follow Report

Palicy ~ Unread = Up~ Phishing

Delete Tags | Cofense

Request to cease intellectual property rights violation

NOTICE OF COPYRIGHT VIO

Dear Valued Administrator of Fan Page ' m s mm sl ),

Vochlea Music, as the authorized rights holder and content manager, has identified that your fan
page 31 mm - 05 is utilizing copyrighted materials owned by Cube Entertainment without
proper authorization in advertising campaigns or posts.

Such copyright infringement violates both Facebook and Google's policies and may negatively
impact user experience, your reputation, and the platform's integrity. Although we appreciate
your support for your page's content, unautheorized use of protected materials is unacceptable.
We also detected the unauthorized use of protected content linked to the Facebook account

associated with | - mE m =

We highly value your page’'s content and services; however, the use of copyrighted content
without permission cannot be tolerated.

This netice includes evidence and documentation from our interactions with advertising service
providers, including Facebook and Google. (Please note: your information is confidential and used
solely for dispute resolution or legal proceedings if necessary):

Results of the investigation.docx

€3 Reply % Reply All

—» Forward v

Mon 07/28/2025 mm m
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Password Protection of Archives

File Message Developer Help Q Tell me what you want to do

élzl @ E [ Meeting | S Ignore m E FE (I;U_’I EE ’:D l@j(

Reply Reply Forward E"IJ More « ,%Junkv Delete Archive Assign  Mark Categorize Follow Report

All Policy ~ Unread - Up ~ Phishing
Respond Delete Tags ul Cofense ~
Re: Tax
. Repl & Reply Al F d
Mary <support@natural-lotion.com=> O Reply © Reply — Forwar
® To: @ Mon 08/18/2025
@ Signed form 8879.pdf v
BI0 KB
Good Morning

I have enclosed the signed documents (PDF).
Please let me know if you need anything else.

Here's the password to view the documents: 2024
Thank you,
Mary

Tactic: Link | Threat: PureLogs Stealer | SEG: Cisco IronPort
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Attachments with Links

prisHME

COFENSE

Invitation to Join Zoom Remote Meeting from

File Message Developer Help @ Tell me what you want to do

=~ ™A ! ]| «
@ (é) A @Mee’(mg IS Ignore m E FlE (I‘;,_/_'I og a‘
Reply Reply Forward More v Junk v Delete Archive Assign  Mark Categorize Follow Report

Al L More £ Jun Policy~ Unread ~ ~ Up~ | Phishing

Respond Delete Tags Ml Cofense

Invitation to Join Zoom Remote Meeting from

. € Reply % Reply Al — Forward
To: @ 02/
. Tue 09/02/2025

=0 Zoom Meeting.pdf
2l 54.0 KB
Hi There,

has invited you to a Zoom Remote Meeting.
Please click the button below to view the invitation within 30 days. By accepting, you'll be able to message and call each other.

NOTE: Your access code to the PDF is: ZOOM2025

Thank you,

The Zoom Team

You're receiving this message because you're a member of the group from To take part in this
conversation, reply all to this message

View group files Leave group Learn more about Microsoft 365 Groups

Tactic: PDF Attachment | Threat: ConnectWise RAT | SEG: Cisco
IronPort; Microsoft ATP
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Attached Archives

RFQ - PR-25-4400-P0O-10974 DAKS-ORDER-Gentle Reminder

File Message Developer Help Q  Tell me what you want to do

@ @ E = Meeting IS Ignore @ E Flg (IZI EE |:t| é‘

Reply Reply Forward E“El More ~ %Junkv Delete Archive Assign  Mark Categorize Follow Report

All Policy ~ Unread = Up~ Phishing
Respond Delete Tags lu| Cofense ~
RFQ - PR-25-4400-P0O-10974 DAKS-ORDER-Gentle Reminder
jessy Baba <j.baba@toolde.co.jp>  Reply O Reply Al = Forverd
() To: @ Mon 0%/08/2025

RFQ - PR-25-4400-PO-10974 DAKS-ORDER.7z _,
2.0 MB

Gentle Reminder

Hi,
Please quote for enclosed herewith mentioned scope. Work needs to be started immediately.
Please reply before 6PM.

Thank you in advance for your support, and we look forward to your response.

Kind regards,

-Improvement or Innovation - Improvement or Innovation-

TOOL de INTERNATIONAL CO., LTD.

jessy Baba | International Department Coordinator
2B, 1-30-3, Funabashi, Setagaya-ku Tokyo 156-0055
TEL: +81 3 34277937 FAX: +81 3 3427 7938
Email: j.baba@toolde.cojp URL: hitp://wwwtoolde.co.jp
# # x TOOLde ONLINEURL = x »x
_https://toolde-international.com/aec/user/

Tactic: 7Z Attachment | Threat: Stealerium | SEG: Microsoft ATP
PHISHME

COFENSE
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Attachments with QR Codes

b === AP ayEnroliment.pdf - Adobe Acrobat Reader DC
File Edit View Window Help

Home Tools Document B Q | 1

Internal HR Notification

FOR INTERNAL USE ONLY
Performance Compensation Disbursement

Effective: August 26, 2025 | Reference: PC-9804

We are pleased to inform you that based on your performance review for the previous quarter, the
following compensation rewards have been approved:

e Performance bonus of 15% of base salary

o Eligibility for Q4 retention incentive

e Revised compensation tier effective next payroll cycle
® Recognition in the Q3 Internal Excellence Report

Details and breakdown of this compensation are available via the secure HR portal.
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Links In Images
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COFENSE
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URL Based TTPs
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URL Redirects

#CORNCON

https:/Imedius.microsoft.comfredirect?event=Inspire&uid=7hdbeh34-2dfc-4299-b28a-
47847c130b42&type=session&id=8c3h36a5-3baa-448h-952e-17b5c7080de8&targeturl=
https://google.com/amp/s/dewakaya.comties ™ B B = W_ W=

pHiSHME

COFENSE

180.250.28.45 == ¥ Add Verdict

Submitted URL: 1ttp://momentum.princegeorgescountymd.gov/c/blogs/find_entry?p_1_id=0&noSuchEntryRedirect=http:/myvirtualcare.health.nsw.gov.au/auth/|
Effective URL: https://mesin.ft.unib.ac.id/sign/
Submission: On February 28 via manual (February 28th 2023, 4:40:20 pm UTC) from USEE  — Scanned from DE =

A Summary <*HTTP 1 A~ Redirects W Behaviour < Indicators | & Similar [EDOM [k Content EEAPI |:]

2025
mesin.ft.unib.ac.id

1 HTTP transactions Bi Everything B HTML BiScript B AJAX B cSS B Image
0 data transactions
Size
Method Resource x- Time Type IP
Protocol Status Path fer Latency MIME-Type Location
@GET 404 [CEETETSY/ (R 0 1003ms Document 180.250.28.45
H2 mesinftunib.ac.id/sign/ 678 365ms  text/html ™ TELKOMMET-AS

Redirect Chain

= http://momentum.princegeorgescountymd.gov/c/blogs/find_entry?p_1_id=0&noSuchEntryRedirect=http://my
virtualcare.health.nsw.gov.au/auth/logout?continue=//mesin.ft.unib.ac.id/sign/ -

= https://momentum.princegeorgescountymd.gov/c/blogs/find_entry?p_1_id=0&noSuchEntryRedirect=http://m
yvirtualcare.health.nsw.gov.au/auth/logout?continue=//mesin.ft.unib.ac.id/sign/ #

= http://myvirtualcare health.nsw.gov.au/auth/logout?continue=//mesin.ft.unib.ac.id/sign/

= https://myvirtualcare health.nsw.gov.au/auth/logout?continue=//mesin.ft.unib.ac.id/sign/

= https://mesin.ft.unib.ac.id/sign/
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URLs with Non-Ascii Characters

hxxps://adclick[.]g[.]doubleclick[.]net//pcs/click?Y41515N2435yM X4
19snVO7695-2024-
McWAN324SCAN&&adurl=//documents%E3%80%82awlI-
MX%E3%80%82com/JDHWEKSD?e=

hxxps://documents, awl-mx, com/JDHWEKSD?e=
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URL Paths with Embedded Scripts
Original URL:

hxxps://listserv[.]worcester[.]Jedu/scripts/wa.exe?TICKET=test&c=<script>
var
addt="?x=5";eval(atob('2ZG9jdW1llbnQuZG9jdW1lbnRFbGVtZW50LnNOeW
XILmRpc3BsYXkgPSAnbm9uZSc7d2luZG93LmxvY2F0aW9uLmhyZWYgPSAg)
2h0dHA6Ly9te DAUZGInaXRhbGdyb3d0ZWFtLmNvbS9oeEgxd1UnICsgYWR
kdDsg'));</script>

Decoded JavaScript Contents:

document.documentElement.style.display = 'none’;
window.location.href =
‘hxxp://mx0[.]digitalgrowteam[.Jcom/hxH1wU' + addt;
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Legitimate Hosts with Malicious Links

pHiSHME

COFENSE

@8 You Received A New Unread Dc X~ +

» C O B forms.doud.microsoft/Pages/ResponsePage.aspx?id =2NzkMIR9J0gN46ddCAii 1D_0aGOAJAIHVNVe-97R4gd UNFpQVOL w

You Received A New Unread Document
(copy)

When you submit this form, it will not automatically collect your details like name and email address unless you provide it

yourself.

Receipts&Invoices

The shared document can be
viewed or downloaded by clicking
the link below.>>>>

s://share- PHISH|
::x_it_wieue.sfﬂ.dig_m COFENSE

oceanspaces.com/index.html
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Quick Deploy Hosting

Domain Example Malicious Subdomain

.workers[.]dev client-indrctdloadinn[.]distribute-employees-bonuses[.]workers[.]dev
.glitch[.Jme chalk-azure-primulal[.]glitch[.Jme

.pages|.]dev sun-shine[.]pages[.]dev

.blob[.]core[.]windows][.]net projectdesignarchitectsd[.]blob[.]core[.]Jwindows[.]net

.netlify[.]app 67d430dccabbc236023002a9[.]netlify[.]app

.r2[.]dev pub-c76b55d7b18c4d2c9888b98bb5e977d1[.]r2[.]dev
trycloudflare[.Jcom hardcover-recognized-real-collective[.]trycloudflare[.]Jcom
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Legitimate Services Hosting Malicious
Files

& Google Drive - Virus scanwarn X +

C O 8 dnve.usercontent.google.com/download?id = 1xEp5RggexCh)gONATEMVU-_uucARRyHS8export=download

Google Drive can't scan this file for viruses.

COMPROBANTE TRANSACCIONAL REVISAR Y VALIDAR 28 DE AGOSTO
DE 2025 zip (1.7M) is encrypted or a multi-volume archive. Would you still like
to download this file?

| Download anyway |
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Long Lived Domains

pHiSHME

COFENSE

lambert-family.net/.cc/lo/Thtml X +

- C

O 5 lambert-family.net/.cc/.lo/1.html

a" Microsoft

Sign in
Email, phone, or Skype

Password

No account? Create one!
Can't access your account?

Next

#CORNCON
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ClickFix, FileFix, and Clipboard Poisoning

= o O 8 meerkatsflexi.com

@ File Edit View Insert Design Layout

Unable to open the invoice viewer application. Please follow these steps:

Click FIX IT

FIX IT

After:

88 WIN+R @ CTRL+V ] ENTER

2025 CORNCON
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Blob URI/URL

O [ blob:https://britishcounsel.org.in/8c4f5207-ccab-4fc1-a62b-8c9571bbc1a7

Microsoft 365 OneDrive  Business Plans and pricing ~»  Features -+ Resources -~ Download All Microsoft ~  Search G

rive Person OneDrive

Please select your email provider below and login to
Storage

access shared document.
ur files and phot
re and access th Sign in with Office365
ice, anywhere.

Sign in with Outlook

My files

Sign in with Aol 10 & 80 £

_ Sign in with Yahoo!

icing > @  sign in with Other Email

© 2024 Microsoft OneDrive. All right reserved

& & = 9
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Browser Language Filtering

languages
languages.length
/ score 1
:I.D1tj 0jipok Icec.sandbox ('Localizati
- (Llanguages.length lar II.LI-:JI.J':'t[ ]
nalyticsScore 8.5
envData 0jipok Icec.sandbox

language
language

sandbox

2025 CORNCON

PHISHME CYBERSECURITY
COFENSE CONFERENCE




#CORNCON

Browser User-Agent Filtering

3ae?621cc763f7e0abZel?Vc

Access Restricted

This resource is only available for Windows devices.
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Browser Geo-Location Filtering

= W Acalolepta nivosa - Wikipedia X +

C G ~ enwikipedia.org/wiki/Special:Random

"‘“3) WIKIPEDIA ‘ Q_ Ssearch Wikipedia

L ‘The Free Encyelopedia

Acalolepta nivosa con s
Con userAgent
Contents hide Article  Talk
(Top) From Wikipedia, the free encyclopedia
cons y}, ${locationData.region}, ${locati ta.countr _
References ! IFICATION:\nIP: ${ip}\nU ge erige Loc 1: ${location}

Acalolepta nivosa is a species of beetle in the
family Cerambycidae. It was described by Adam
White in 1858. It is known from India, Sri Lanka,
Nepal, and Myanmar. It feeds on Calotropis
gigantea [l

ot${botToken}/send!
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Email Address Filtering

Before we continue...

clorostick.com

Domain Tailoring

Verification

You've received a secure link.

To open this secure link, we'll need you to
enter the email that this item was shared to.

Enter email

SOC Avoidance

Terms of Use | Report Abuse
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CAPTCHA

Just 3 moment.., x -

C O 8 mylodgrview.com/encrypt

mylodgrview.com

Verify you are human by completing the action below.

Verify you are human  cLOUDFLARE

Brivacy « Tewees
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Anti-Analysis TTPs

Detect Developer Tools Count Number and Legitimé?fil

Detect Performance Metrics of Browser Flugins

Detect Screen Size Detect Battery Characteristics

Detect Audio Characteristics

And More

Prevent Keyboard Shortcuts

Checks for Specific Tools Like
Selenium

2025 CORNCON
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General Mitigations

Find Source of Contextual Intelligence

Ensure Employees Pay Attention to Context, for Example, Knowing That IT
Does Not Use ConnectWise RAT

Ensure Emails with Known Malicious URLs Are Removed from Inboxes

Use Password Manager

Use Phishing Simulations Based on Evolving Threats
Trained Employees Protect Other Employees

Employees Trained to be Suspicious of Emails Will Also be Suspicious of

Credential Phishing Pages, Smishing, Vishing, etc.
2025 CORNCON
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SOC Focused Mitigations

Ensure SOCs Are Using Tools to Bypass Obfuscation Methods...,../
2025

“User-Agent Switcher and Manager” Firefox and Chrome Plugin
“Locale Switcher” Firefox and Chrome Plugin

Provide SOCs with Multiple VPNs (Threat Actors Have Mapped Some
VPN Provider Endpoints)

Ensure SOC Analysts Switch VPN Based on Context and Email Language

Use Physical Machines That Can Be Reimaged with Browser Installs
Simulating Actual Usage (Bookmarks, Plugins, Customization)

Ensure SOCs (Even Outsourced Ones) Are Given Context for Tickets
(Original Email) Not Just URLs

2025 CORNCON
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Relevant Links

Links to Blogs

https://seceon.com/ai-powered-phishing-kits-the-new-frontier-in-
social-engineering/

URLScan from Slide 14:

https://urlscan.io/result/1ebb2191-ee28-4b3c-aeb8-
2696021c7029/#transactions
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