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• Brandon Colley

– @techBrandon (LinkedIn, Twitter, GitHub, etc)

– Founder of BNR Consulting

– Senior Security Consultant - TrustedSec

whoami



#CORNCON

Agenda 

• Common Misconfigurations

• Exploitation Techniques

• Evaluating Your Risk
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Mission

• Identify Misconfiguration

• Understand the Adversary

• Improved Arsenal

• Incite Change

• Smile
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Large Number of Policies

• Framework

• Naming standards



#CORNCON

Require MFA For Admins

• 14 Default Roles
– Global Administrator

– Security Administrator

– SharePoint Administrator

– Exchange Administrator

– Conditional Access Administrator

– Helpdesk Administrator

– Billing Administrator

– User Administrator

– Authentication Administrator

– Application Administrator

– Cloud Application Administrator

– Password Administrator

– Privileged Authentication Administrator

– Privileged Role Administrator
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Require MFA For Admins

• Add (at least) These:

– Authentication Policy Administrator

– Directory Writers

– External Identity Provider Administrator

– Hybrid Identity Administrator

– Identity Governance Administrator

– Intune Administrator
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MFASweep Demo

• https://github.com/dafthack/MFASweep

– Beau Bullock (dafthack)

oMicrosoft Graph API

oAzure Service Management API

oMicrosoft 365 Exchange Web Services

oMicrosoft 365 Web Portal w/ 6 device types (Windows, 
Linux, MacOS, Android Phone, iPhone, Windows 
Phone)

oMicrosoft 365 Active Sync

oADFS
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Conditions
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Location(Network) Based Conditions

• Named Locations

– IP range configuration
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Multiple Conditions
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Multiple Conditions

• Block access:

– High/Medium User Risk

– High Sign-in risk

– Dangerous Countries
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Multiple Conditions

• Device Platforms
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User-Agent Attack Demo:
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User-Agent Attack Demo:
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Common Misconfigurations

• Large Number of Policies

• Require MFA for Admins

• Location Conditions

• Multiple Conditions

• Device Platforms
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Finding Holes

• Built In Tools

– What If

– Security Alerts

– Coverage
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Finding Holes

• Built In Tools

– Policy Impact
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– Conditional Access 
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Finding Holes

• Maester

– Full Framework

– 417+ checks

– 24 CAP checks
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Finding Holes

• Invoke-CAPReview

– https://github.com/techBrandon/CAPs
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Finding Holes

• ROADtools

– Device Code Flow

– Reconnaissance 

– Conditional Access Enumeration
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Device Code Flow

• https://www.microsoft.com/devicelogin 



#CORNCON

Device Code Flow



#CORNCON

Device Code Flow



#CORNCON

Device Code Flow



#CORNCON

Device Code Flow



#CORNCON

Reconnaissance
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Conditional Access Enumeration
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Device Code Flow

https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/#Update-February-14

https://techcommunity.microsoft.com/blog/microsoftteamsblog/policy-changes-for-microsoft-teams-devices-using-device-code-flow-

authentication/4399337

https://youtu.be/Y8SSYLEq15Q?si=_e3OFAv7BOJQ1Ide

https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/#Update-February-14
https://techcommunity.microsoft.com/blog/microsoftteamsblog/policy-changes-for-microsoft-teams-devices-using-device-code-flow-authentication/4399337
https://youtu.be/Y8SSYLEq15Q?si=_e3OFAv7BOJQ1Ide
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Device Code Flow

https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-authentication-flows

https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-authentication-flows
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• Did you have fun?

• Learn something exciting?

• Logic flaws and defaults

• New tools

• Understand the adversary

Takeaways
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• https://entra.microsoft.com/#view/Microsoft_AAD_ConditionalAccess/ConditionalAccessBlade/~/Overview

• https://learn.microsoft.com/en-us/entra/identity/conditional-access/what-if-tool

• https://idpowertoys.merill.net/ca

• https://maester.dev/

• https://github.com/techBrandon/CAPs

• https://learn.microsoft.com/en-us/entra/identity/conditional-access/howto-conditional-access-policy-admin-

mfa

• https://techcommunity.microsoft.com/t5/microsoft-entra-blog/introducing-the-microsoft-entra-powershell-

module/ba-p/4173546

• https://learn.microsoft.com/en-us/azure/architecture/guide/security/conditional-access-framework

• https://github.com/dafthack/MFASweep

• https://github.com/dirkjanm/ROADtools

Thank you!
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Questions?

@techBrandon

contact@bnrconsulting.net


