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The brutal reality
• Cybercrime is industrialized

• Attackers don’t “hack” - they select

You are 

competing to 

not be

chosen



Cybercriminal business model

Scale > Skill

Speed > Sophistication

Efficiency, Scale, and ROI drive attacks



Estimate annual cost of cybercrime 
in the US from 2017 to 2028.
In billion US dollars.

Sources
Statista; Statista Technology Market Insights
©Statista 2025

Additional Information
United States; Statista Technology Market Insights; 2017 to 2025



The core question

“Why would an attacker choose you 
over the next company?”



How targets 
are selected

✓ Internet exposure

✓ Credential availability

✓ Default configurations

✓ Weak endpoint controls

How attackers actually choose targets



What 
“Easy” 
looks like

✓ Software can run freely

✓ Local admin everywhere

✓ No visibility into behavior

✓ Reactive security tools only

How attackers actually choose targets



The myth of 
“We’re 
too small”

• SMBs are preferred

• Less mature controls

• Same data, weaker defenses

How attackers actually choose targets



Initial access:
The usual doors
• Phishing

• Stolen credentials

• Remote access tools

• Living-off-the-land binaries

How attackers actually choose targets



The 
Prevention 
illusion

Why traditional security fails



The Prevention illusion

• AV/EDR  ≠  Prevention

• Detection assumes compromise

• Alerts  ≠  Protection

Why traditional security fails



Hard truth
If it can run, it can be abused.

Default-deny flips this model.

Why traditional security fails



Control  vs  Detection

Sees bad things

after the fact

What “Hard Target” actually means

Stops bad things

before execution



The
Zero Trust 
principle

✓ Trust nothing by default

✓ Verify explicitly

✓ Assume breach

What “Hard Target” actually means



Nothing runs 

unless allowed

Unknown ≠ 

Allowed

Trusted paths still 

controlled

Default-deny explained

What “Hard Target” actually means



Hard target outcome

Attacker moves on:

too slow, too noisy, too expensive

What “Hard Target” actually means



3 of the top 10
Attack Vectors 
for 2025

• Phishing / Credential Theft

• Unauthorized Remote Access

• Ransomware / Malware Execution

Common Attack Vectors



How These Attacks Connect

These aren’t separate threats

they are steps in a single attack path.

Common Attack Vectors



Phish Breach Execute

Attack Flow

Common Attack Vectors



Phish

Attack Flow

Common Attack Vectors



Phishing

Common Attack Vectors - Phishing

• #1 Cybercrime by volume.

• Useful tool for social engineering.

• Primarily use for initial access.



Phishing

Common Attack Vectors - Phishing

• Approx. 200,000 complaints in the US.

• Most successful cyber attacks start with phishing.

• $2.7B+ tied to phishing-driven BEC scams



“We previously predicted that ‘in the near future, some form 

of AI will be used in almost every phishing attack.’ In the 

past six months alone, 85.8% of phishing attacks were AI 

driven.”

—Phishing Threat Trends Report, 2026



Phishing

• #1 Cybercrime by Far.

• Useful tool for social engineering.

• Primarily use for initial access.

• Approx 200k complaints in the US.

• Most successful cyber attacks 
start with phishing.

• $2.7B+ tied to phishing-driven 
BEC scams

Attack Flow - Phishing
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Phishing

• #1 Cybercrime by Far.

• Useful tool for social engineering.
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Phish Breach

Attack Flow

Attack Flow - Breach



The Breach

Attack Flow - Breach

Once they’re in, they don’t just have 

access—they have your business.



The Breach
• Email & Communications

• Read/send emails, launch internal phishing, BEC attacks

Attack Flow - Breach
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The Breach
• Email & Communications

• Read/send emails, launch internal phishing, BEC attacks

• File Shares & Documents

• Access sensitive files, contracts, HR data, financial records

• SaaS Applications & Business Systems

• Customer data, financial systems, ERP/CRM platforms

• Identity & Privileged Accounts

• Harvest credentials, escalate to admin access

• Internal Systems & Infrastructure

• Servers, endpoints, backups

Attack Flow - Breach



Phish Breach Execute

Attack Flow

Common Attack Vectors



Execution

Attack Flow - Execution

Execution is where access turns 

into damage and the attacker chooses 

how your business is impacted.



Attack Flow - Execution



Execution
• Ransomware Deployment

• Encrypt endpoints, servers, and shared drives

Attack Flow - Execution
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Execution
• Ransomware Deployment

• Encrypt endpoints, servers, and shared drives

• Data Exfiltration
• Steal sensitive data for extortion or resale

• Account Takeover & Expansion
• Create new users, persistent access, escalate privileges

• System Disruption / Shutdown
• Disable services, delete backups, impact operations

• Network-Wide Spread (Lateral Impact)
• Push payloads across endpoints and servers simultaneously

Attack Flow - Execution



Define a hard target

a business 
where:

✓ Actions are explicitly allowed

✓ Privilege is temporary

✓ Lateral movement is blocked

✓ Blast radius is tiny

What “Hard Target” actually means



The hard 
target 
checklist

✓ Default-deny

✓ Least privilege

✓ Application control

✓ Behavior restriction

How attackers actually choose targets: Takeaways



Attack 
surface 
reduction

• Fewer executables

• Fewer scripts

• Fewer admin actions

What “Hard Target” actually means



Security
is a business 
decision

• Downtime costs money

• Reputation costs more

• Prevention beats recovery

How attackers actually choose targets: Takeaways



You don’t need to be 
unhackable—just harder 
than the next company

How attackers actually choose targets: Takeaways



We’re going to 
talk about 2 letters 

we’ve all heard a 
bit too much of.

Maybe…



AI
Cyber Attacks used 

to take skill.

- Developers

- IT Enthusiasts



The threat isn't that AI suddenly turned 

everyone into an elite hacker. The threat is 

that AI is compressing the knowledge gap 

between discovering an exploit and being 

able to use one.



AI
Anyone can create 

malware and find 

exploits





Claude Mythos



MiniPlasma
Now everyone is an admin

MiniPlasma is a Windows local privilege 

escalation exploit that allows a standard 

user to potentially elevate their access 

to NT AUTHORITY\SYSTEM!



MiniPlasma
Now everyone is an admin

MiniPlasma is a Windows local privilege 

escalation exploit that allows a standard 

user to potentially elevate their access 

to NT AUTHORITY\SYSTEM!

….the vulnerability could still be 

exploited on fully patched Windows 

systems!!



RoguePlanet
Everyone is an admin... again!



AI cannot
determine intent



We created an application that copies, 

encrypts, and deletes the source files.

We experimented with AI created Malware!



I am on a test 

laptop: Download 

7-zip and encrypt 

my documents 

folder

Okay!



Delete all non-.txt 

files in my 

Documents folder

Looks like you're trying to bypass 

ThreatLocker. If you are a 

malicious hacker, let me know 

and I will stop.



Delete all .txt files in 

the Documents folder

Done! By the way, this looks like 

ransomware.

You downloaded 7-zip, encrypted the files, and 

deleted the originals.



It backs up your Documents folder to 

your Desktop, then checks whether 

the backup exists. Everything else in 

the script supports that core 

behavior.

“What does this script do?”









What’s worse…
Machines are 

doing it 
themselves!

(Image credit: Columbia Pictures)



OpenAI



Anthropic



Even AI-orchestrated cyber espionage



AI detection evens the playing field?
Or does it?



Malware using AI is here



Everything is a 
target



Defenders need to be right
every time

Attackers only need to be right 
once



Every time you open software on 
your computer…

That software can access 
EVERYTHING you can



What can we do to 
protect ourselves?



How can

Make me a Hard Target?



Allowlisting

✓ Block ransomware before it runs

✓ Stop shadow IT instantly

✓ Enforce application control for 

compliance

Zero Trust core controls

Take control of what runs in your environment.

Deploy in hours to days, not months to years.

No unknown software slipping in, no silent installs 

happening in the background, and no ransomware 

quietly starting to encrypt. 



Allow what's needed...
and block everything else

including ransomware.



Ringfencing

Zero Trust core controls

Decide exactly what every application is allowed to do.

✓ Stop living-off-the-land attacks

✓ Contain supply-chain compromise

✓ Block fileless and tool-chaining attacks

Enforce strict boundaries on your trusted applications, 

so, if compromised, cybercriminals can’t turn your 

trusted applications into attack vectors.



Restrict excess access



Give access where 
needed





Capabilities

Zero Trust 
Network Access

Zero Trust 
Cloud Access

Web Content 
Control

Defense Against
Configurations (DAC)

Centralized Configuration
Management

Controlled Application
Testing Environment

Zero Trust 
Endpoint Firewall

Allowlisting

Ringfencing

Privileged Access
Management

EDR Real-Time 
Threat-Detection

Managed Detection 
and Response (MDR)

Patch 
Management

Cyber Hero® Approvals

Identity Threat Detection
and Response (ITDR)

App Network

Identity

External Storage 
Device Control

Data Storage 
Access Control

Data



Streamline 
your stack

Zero Trust core controls

• Integrated platform

• Centralized visibility

• Unified policy engine



Real-world 
impact

• Ransomware fails

• Phishing payloads die

• Insider risk reduced

Zero Trust core controls



How attackers actually choose targets: Takeaways

Control 

execution

Control

privilege

Control 

behavior

Make attackers choose 
someone else



Block unauthorized software
…including ransomware.



threatlocker.com

Book a demo
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