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Anthropomorphism is the ascribing of human 
personality, appearance, conduct, cognition, or other 
attributes to non-human entities

As a general human tendency, anthropomorphism is 
considered innate to human psychology.

We are not talking about “Personification,” which usually refers to 
a literary device, is the related attribution of human form and 
characteristics to non-animal organisms, inanimate objects, or 
abstract concepts such as nations, emotions, and natural forces 
like weather or the seasons.
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Secure code, CI, 
collab tools, and 
endpoints.

Find and monitor all 
secrets in minutes, 
not hours.

Investigate and close 
incidents seamlessly 
at enterprise-scale.

GitGuardian Gives Visibility Across Your Whole Credential Layer
And Guardrails To Prevent Secrets Sprawl

DETECT REMEDIATE PREVENT

Leading organizations 
stay protected with 

GitGuardian 



A Brief History Of DevOps



Security implemented: 

- Lock the door

- Put a guard out front

Prevents: 

- Stealing paper punch cards 

- Messing with the hardware



Security implemented: 

- Lock the door
- Username/Passwords

Prevents: 
- Students from playing Zork using 

another user’s account

- Sending emails from accounts 
you don’t own

- Read “The Cuckoo’s Egg” by 

Clifford Stoll 

https://en.wikipedia.org/wiki/The_Cuckoo%27s_Egg_(book)


Operations

Mission: Keep Server Alive



Operations

Mission: Keep Server Alive
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Security implemented: 

- API keys
- SSH keys

- Certificate Authorities (best 

case)

Prevents: 

- Unauthorized access of your 
machine resources

- Unauthorized access to your 

admin accounts



Declared Infrastructure State Configurations Stored As Code

Infrastructure as Code



Number_of_Servers = 1



Number_of_Servers = 48





securityContext:
runAsNonRoot: false













Agentic AI: 

AI systems that can pursue goals by 
taking actions on its own, using 
feedback from its environment to 
decide what to do next.
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What are secrets in software 
development? Definition

—
Secrets authenticate access 

and encryption of software 

components, such as: 

● API keys

● Username/password pairs

● Database connection URLs

● Browser session tokens

● Certificates

Sensitive files such as .env, 

.pem or .crt are also secrets 

themselves



www.gitguardian.comwww.gitguardian.com

https://www.gitguardian.com/state-of-secrets-sprawl-report-2026

https://www.gitguardian.com/monitor-internal-repositories-for-secrets


https://www.gitguardian.com/state-of-secrets-sprawl-report-
2026

+152% leaked secrets growth since 2021  
while the developer population only grew 98%

1.94 billion public 
GitHub commits
in 2025
5.6% of public 
repositories contained at 
least one hardcoded 
secret 

1.5 secrets per 1,000 
commits

64% of valid secrets 
from 2022 
are still active 
and exploitable



What Can We Do?



Local Coding Agent

Enterprise Agents



Local Coding Agent







● Deterministic tool calls

● If, Else Statements

● Rules

● Prompts

● Memory.md

● Soul.md



https://zenity.io/blog/ai-agent-database-deletion-pocketos



https://zenity.io/blog/ai-agent-database-deletion-pocketos



Hooks + Sandboxes



Hooks + Sandboxes



Hooks + Sandboxes



Hooks + Sandboxes



Hooks + Sandboxes



Hooks are user-defined shell 
commands, HTTP endpoints, MCP 
tool calls, LLM prompts, or 
subagents that execute 
automatically at specific points 
in agent’s lifecycle. 
- Paraphrasing Claude Code Docs





https://code.claude.com/docs/en/hooks 

https://cursor.com/docs/hooks

https://learn.chatgpt.com/docs/hooks

https://docs.github.com/en/copilot/reference/hooks-reference

https://code.visualstudio.com/docs/agent-customization/hooks

https://docs.mistral.ai/vibe/code/cli/hooks



https://docs.gitguardian.com/ggshield-docs/integrations/ai-coding-tools/secret-scanning-for-ai-coding-tools



Enterprise Agents





+



Paths Ahead For Workload Based Authentication:

1. SPIFFE/SPIRE

2. Istio and Envoy

3. Security Token Services (STS)

4. WIMSE and Workload Identity Tokens (WIT)

5. Federated Identities on Cloud Providers









https://spiffe.io/book/







What If We Just Catch All The Incoming And Exiting 

Traffic And Enforce SPIFFE/SPIRE?

That’s (essentially) Envoy Proxy + Istio





OK, but what about those of us 

not 100% Cloud Native? 





https://datatracker.ietf.org/doc/draft-ietf-wimse-
arch/











Non-human



https://www.uber.com/us/en/blog/solving-the-agent-identity-crisis/
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