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T H E  P E R S O N  T E L L I N G  T H I S  S T O R Y

Hi, I’m Sebastiaan Gybels.

Federal Reserve Big 4 Audit

2 x CISOCyber-risk

20+ years building, auditing, regulating, and leading cyber risk.. 

I’ve signed the report. 

I’ve also watched it go stale.

Scan to connect on LinkedIn
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9:14 a.m. – Critical Vulnerability Published

T H R E AT  I N T E L  ·  L I V E  F E E D

CVE-2026-3117 — unauthenticated · remote · code execution

Halcyon Edge Gateway · internet-facing · CVSS 9.8

Y O U ’ V E M E T  T H I S  B E F O R E Log4Shell · MOVEit · Citrix Bleed

hours
from disclosure to 

mass exploitation

~1 in 3
breaches trace to a known, 

unpatched vulnerability

Disclaimer: This is an Illustrative scenario.
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T H E  W H O L E  T A L K  I S  O N E  R A C E

T H E  AT TA C K E R ’ S  C L O C K Y O U R  C L O C K

T H E  G A P B E T W E E N  T H E M

How fast can you decide — and prove it?

Exploits in minutes Responds in hours / days
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T H E  R E A L  Q U E S T I O N

What does AI now cost?
Not the power of the model — the price of an attack.
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9:14 · still TuesdayF O R  T H I R T Y  Y E A R S ,  A N  A T T A C K  H A D  A  P R I C E

— the tax that kept everyone out.

W H AT  O N E  E X P L O I T  U S E D  T O  C O S T

Weeks of a 

specialist’s time.
A scarce, expensive human — per target.
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Obscurity was never protection.

It was a 

subsidy.Attackers now enumerate the entire internet continuously — every exposed 

Confluence, Ivanti and edge appliance. 

Being small was never the same as being hidden.
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9:14 · still TuesdayW E  B R A C E D  F O R  T H E  W R O N G  A T T A C K E R

SMARTER → CHEAPER

Cheaper means more, and more arrives faster. Your threat model shifts from sophistication to scale & speed.

From potentially 100 targets to 100,000 targets 
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9:31 · same Tuesday
B E  H O N E S T  A B O U T  W H A T  I T  I S

ACCELERATION NOVELTY

A force multiplier. Not 
magic.
The cost collapse cuts both directions — the defender gets the 

same leverage:

Triage & dedupe days → minutes

Reachability manual → automatic

Patch validation a sprint → an hour

W H A T  C H A N G E S  M O N D A Y

Put AI on the defender’s side of the same ledger — start with triage.
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T H E  G A P  W I D E N E D  W H I L E  W E  S T O O D  S T I L L

A TTA C KE R D EFE N DE R

T H E  G A P

widened

We weren’t wrong.

The ground 
moved.

Tell the board plainly: our controls didn’t fail — 

our cycle time did.
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9:58

Ten periodic functions → one continuous organism.
Same teams, same people — rewired from a calendar to a nervous system.
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T H E  D E F E N D E R  R E A C H E D  I T  F I R S T

It found the door first.
Your own research found the next Halcyon Edge flaw first — closed before any public PoC existed.
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Speed without a brain is a seizure.
Autonomous action with no governance = an outage, an audit finding, or a breach you caused yourself.
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The risk register is dead.

Long live risk intelligence.
A promotion, not a demolition — a continuous, evidence-driven, explainable view of risk.
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Stale the moment 

it’s signed.

The board report ages as the ink dries.

~3,300
new CVEs published between signing and the 

next board meeting.

W H A T  C H A N G E S  M O N D AY

Give the board a live link, not a signed PDF.
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AI doesn’t make the register wrong.

It removes the limit it was built to work around.

The limit was human: sample, document, score, decide-by-committee. Lift it, and all four dissolve.
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R I S K  M O V E S  T O  T H E  C E N T R E

A living model that ingests signal continuously and renders the register as 

one of its outputs.

S E N S E  —  S I G N A L  P L A N E S

Threat Intelligence
known-exploited · PoC feeds

Exposure Management
continuous attack-surface scan

Asset Context
ownership · reachability · criticality

Business Context
revenue · service · obligation

D E C I D E  —  R E A S O N I N G  C O R E

Decision Intelligence

Risk register rendered output Board view live link

G O V E R N

Human Approval

accountable decision-maker within 

pre-authorized bounds

A C T

Automation

bounded response · patch · isolate 

· ticket

C O N T I N U O U S  L E A R N I N G every decision retrains the model

W H A T  C H A N G E S  M O N D AY

Stop maintaining the register as the source of truth ; make it a rendered view of the live 

model.
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T H E  P I E C E S  A R E  A L R E A D Y  Y O U R S

You already own almost every capability.

Threat Intelligence
Exposure 

Management
Asset Inventory CMDB

SIEM EDR Vulnerability Mgmt Risk Register

Automation Governance Business Context Operating as one system?

Mature. And disconnected.
All 11 of 11 capabilities owned — they just don’t yet operate as one connected decision system.

Integrate, don’t 

procure.

What changes Monday: map what you already own to one decision flow before buying anything new.
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A  T U E S D A Y  M O R N I N G  I N S I D E

the AI-augmented security 
organization

CVE-2026-3117. Same 9:14. Now watch the org respond.

Follow Maya, the on-call vulnerability lead.

9:14
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F R O M  D I S C L O S U R E  T O  A C T I N G  —  I N  M I N U T E S

09:14 DISCLOSURE CVE-2026-3117 hits the feed

09:16 THREAT INTEL exploited-in-wild confirmed

09:18 EXPOSURE edge-gw-04 · internet-facing

09:21 RISK live re-score · business-critical

09:23 DECISION recommended: emergency patch

09:28 ACTION containment live · patch follows under pre-authorization

EXECUTI VE DASHBOARD CVE-2026-3117

MEAN T IME TO DECISION same CVE, two operating models

AI-augmented 14 min

Traditional 32 days

ANALYST HOURS SAVED

26 hrs
per exploited CVE

EXPLOIT PROBABIL ITY

0.94
EPSS · act-now band

BUSINESS SERVICES IMPACTED

3
revenue-path · edge

PATCH CONFIDENCE

98%
validated in staging

DECISIO N LAT ENCY weeks → minutes RESIDUAL RISK LOW
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9:14

9:18

9:23

9:28
A human decides.

DE C IS I O N SU P PO RT LIVE CVE-2026-3117

RECO MME NDE D ACTI ON

Emergency patch — edge-gw-04
96%

CONFIDENCE

EVI DENCE

Reachable from internet

Exploited in the wild

Business-critical · revenue-path

DECIS ION-MAKER

Maya · on-call vulnerability lead

AUTHORITY

Pre-approved emergency change 
policy

DECISIO N RECORD · L OGG ED 9 :28 who · what · why · authority · timestamp IMMUTABLE

26



#CORNCON

27



#CORNCON

Not a product you install.

A way an organization runs.

You don’t buy this — you operate it. An operating model with an owner and a metric, not a line item.

Technology isn’t the bottleneck — disconnected data, processes & decisions are.

Connected data Connected processes Connected decisions Governed automation Continuous 

learning
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T H E  C L O C K  T H A T  D E C I D E S  W H O  W I N S

E X P L O I T

ready in hours

D E C I S I O N

the gap = decision latency

M E AN  T I M E  T O  D E C I S I O N

14 min
this morning · target < 60 min

Not how fast you patch.

How fast you decide.
Measure it Monday: credible signal → authorized decision. Baseline this quarter.
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G O V E R N E D  V E L O C I T Y

Speed and governance aren’t enemies — three things braid them into one line:

SPEE D

A CC O UN TAB IL IT Y

1
Pre-authorized bounds blast radius 

capped · rollback ready 2
An accountable 

decision-maker 3
An examiner-ready 

decision record

Fast. And accountable.
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Build it one loop at a 
time.

Start with the internet-facing critical — the next 

CVE-2026-3117.

TA R G E T decision latency < 1 hour in a quarter

DA YS 0 – 3 0 exit: 1 loop live

Wire one loop

Internet-facing critical · owner: VM lead + Security Eng · don’t 

wait for a clean CMDB — the loop repairs asset data as it runs

→

DA YS 3 0 – 6 0 exit: MTTD baselined

Baseline & prove
Measure MTTD; first governed auto-action · owner: Cyber Risk + SOC →

DA YS 6 0 – 9 0 exit: MTTD < 1 hr

Expand
Second asset class; board-KPI on decision latency · owner: CISO
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E X PL O I T  —  S T I L L R U N NI N G D E CI SI O N —  S TO P P ED ,  I N  B O U ND S

Move fast. And prove it.
They decided how to decide.

T H I S  M O RN I NG 9:14 → 9:28 · 14 minutes T H E OL D  WAY 30–90 days



#CORNCON

Thank You!

Sebastiaan Gybels

SVP Cyber Security, Northern Trust

Connect on LinkedIn
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