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Death by a Thousand Lows e

How Attackers Turn Noise into Full Compromise

Derrick Thomas
CVSS scores the vulnerability. CRSM scores the chain.
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About This Talk

Why chain risk, why now, and what you'll get out of this session.

s

01
Why Now

CISA's BOD 26-04 (June 2026) moved federal patching from
severity alone to exposure, KEV status, exploit automation, and
impact. Scoring chains is the next step.

02
Why CRSM

Built after watching the same pattern repeat: teams patched
every Critical while attackers walked through a chain of
Mediums.

03
What CRSM Is (and Isn't)

An operating model built oninputs you already have: CVSS,
EPSS, KEV, MITRE ATT&CK. Not areplacement standard, not a
product pitch.

04
What You'll Walk Away With

A working scoring method, two real breach chains, and a Splunk
field list you can pilot next quarter.

J

CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain.
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Agenda

From vulnerability scoring to attack-path defense.

01 The Problem

Why CVSS alone misses real risk, and how attackers chain findings

02 Introducing CRSM

The model, where it fits, how it scores, and its architecture

03 Real-World Proof
Case studies: Zimbra (2022) and Ivanti EPMM (2025)

04 Operationalizing CRSM

Splunk implementation, weak-signal correlation, dashboards, and limitations

05 Next Steps

Evaluate fit, scope a pilot, align stakeholders

2026 CORNCON
CYBERSECURITY
CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain. CO N FEREN CE



What if your biggest risk isn't a Critical CVE?

THE RISK YOU SEE...

What most organizations focus on.

1,
A

} N {;‘.\ ‘\X\ \
BCRITICAL
JULNERABILITIES

4 CVSS Scores
Patching

THE ,R|SK YOU Weak MFA « Stolen Cred
DON T SEE.-. Overprivileged Accounts « Poor Acce

What attackers
actually exploit. MISCONFIGURATIONS

Open Services « Default Settings
Unrestricted Permissions « Cloud Misconfigurations

_ THE OUTCOME
LACK OF VISIBILITY & DETECTION ‘R £ Initial Access

Insufficient Logging * No Threat Detection h
Blind Spots » Delayed Response /107 . Lateral Movement

Data Theft
e

A Ransomware

6 Business Impact

Unencrypted Data « Excessiv
Poor Data Governance « Unkn

OPERATIONAL WEAKNESSES

ponse ¢ Poor Processes
d Users « Vendor Risks
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How CVSS Works

HOW CVSS SCORES ARE DETERMINED

CVSS (Common Vulnerability Scoring System) calculates vulnerability severity
using a combination of Base, Threat, Environmental, and Supplemental metrics.

Intrinsic characteristics of the
vulnerability

@ @ BASE METRIC GROUP

EXPLOITABILITY METRICS

Attack Vector
Where the attack originates

E Attack Complexity
Conditions for exploit

Q

]

&

Attack Requirements
Prerequisites for exploit

Privileges Required
Level of access needed

User Interaction
User action required

IMPLCT METRICS
Vulnerable System Confidentiality
Impact to confidentiality

@ Vulnerable System Integrity
Impact to integrity

o

=]

o

Vulnerable System Availability
Impact to availability
— E—— ——— ———

1S

(4 \
\(I
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CVSS SCORE

0.0-10.0

(Severity Rating)

9 THREAT METRIC GROUP o ENVIRONMENTAL METRIC GROUP
Characteristics of the threat Adjusted for the specific

posing the vulnerability environment

MODIFIED BASE METRICS

Exploit Maturity Attack Vector
Code maturity and

reliability of exploit

Attack Complexity

Attack Requirements

Privileges Required

&

Confidentiality
Requirement
Importance of
confidentiality

User Interaction @ Integrity
Requirement
® Vulnerable System Confidentiality Importance of
integrity
® Vulnerable System Integrity
® Vulnerable System Availabili : —
‘ulnerable System Availability Availability
. System Cor quirement
Impertance of
® Subsequent System Integrity availability
® Subsequent System Availability
SEVERITY RATING

The metrics are combined using the CVSS

CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain.

mathematical formulas to produce a 0.0-39
numeric score that reflects the severity
of the vulnerability. Low

—o— @) SUPPLEMENTAL METRIC GROUP
—0-

o Additional organizational
considerations

Automatable
Can remediation be automated?

=

Recovery
Ease of recovery

©

Safety

Safety impact

Value Density
Relative value of assets

Vulnerability
Response Effort
Effort to respond

o4 @

Provider Urgency
Time sensitivity

T

MEDIUM

CRITICAL
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Attackers Think in Chains

ATTACKERS DON'T THINK IN SEVERITY.

THEY THINK IN PATHS. .
THEY CHAIN WEAKNESSES.

f

They don't care if it's

Critical, High, or Low. <4 . : y
A weakness is a weakness. ALENES 4) /T e .a / \i;i’*.f‘iiff'é/ ':'-3__3’7///
e, ( @o S ‘

: S s :
'Theyttl:“nk [ % -, e _J ; § 5. DATA ACCESS
In paths - ’ 4. LATERAL MOVEMENT SEI e a

Attackers don’t
think in severity

T';]ey ﬂ:ra]p a rou:e fr::m - \-?:‘»/ o H ‘ 3. PRIVILEGE ESCALATION Unprotected Service (CI'OWn JeWel)
where they are 1o where :
y 2. WEB APP FLAW Weak Access Control (Exposed Internally)

they want to go. " 1.INITIAL ACCESS Outdated Component (Misconfiguration)

S Phishing Email (Known CVE)
They chain (No MFA)

weaknesses

One small gap rarely breaks

you. The chain does. DEFEND THE PATH, NOT JUST THE PROBLEM.

PRIORITIZE SMART )0 DISRUPT CHAINS REDUCE RISK

@ SN [52‘_]
STOP THE CHAlN Discover all assets “—) Focus on what can O" Remove or mitigate Layered defenses.

PROTECT EVERY LINK and exposures be chained weak links Continuous validation.

N =
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Why Existing Programs Still Fail

TRADITIONAL SECURITY TOOLS ‘ ATTACKER VIEW (CRSM)

Score individual findings Exposes relationships and attack paths

» Security tools score

VULNERABILITY INITIAL ACCESS
fl n d | n gs CVE-2025-1234 ‘ » VPN Login
' CRSM FOOTHOLD
IDENTITY CORRELATION & Exposed Server
H Service Account RISK SCORING MODEL
* Attackers exploit i

CVE-2025-1234

Correlate data across
tools and domains

Exposed Server
PRIVILEGE ESCALATION
Service Account
Understand relationships
and attack paths

DATA
Sensitive Database ACCESS DATA

Sensitive Database

* CRSM exposes
the path
between them.

Prioritize based on
business impact

SMONONONO,
& )

ACCESS

VPN Login BUSINESS IMPACT

Data Loss | Ransomware | Outage

ONONOCNONONO

Continuously adapt as
threats evolve

X} 0 & O

A
K
=

O

=
relationships. @ ==

o

O

VAN

O 00000

Disjointed alerts. No context. Missed risk. Connected insights. Clear path. Real risk,

CRSM connects vulnerabilities, identities, assets, and O/ FOCUS ON WHAT MATTERS.
data to reveal the attack paths that matter most. REDUCE RISK. IMPROVE OUTCOMES.

@
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CVSS vs. MITRE ATT&CK vs. CRSM

A simple translation layer for technical leads and senior management.

CVSS MITRE ATT&CK CRSM
— —
How severe is the What behavior is the attacker Does this form a path to
vulnerability? performing? business impact?

CRSM does not replace CVSS or MITRE. It connects them into operational risk.

2026 CORNCON
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Where CRSM Fits

You already own tools that touch part of this problem. Here's how CRSM relates to them.

r

01
Attack Path Graphing (BloodHound, CNAPP
path tools)

Strong at mapping identity and cloud paths. CRSM adds
vulnerability severity, EPSS/KEV, and business impactinto the
same score.

~

s

02
Exposure Management/ CNAPP

Great for cloud-native posture. CRSMis platform-agnostic and
pulls in on-prem identity, legacy assets, and SIEM telemetry too.

03
SIEM Correlation & Splunk RBA

Risk-Based Alerting adds up risk peruser or host. CRSM scores
the ordered attack path and adds vulnerability and business
impactinputs.

04
The Honest Positioning

CRSMisn'tatoolto replace whatyou own. It's a scoring layer
that sits on top of and connects the tools you already run.

J
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CISA Confirmed
the Problem
CRSM Solves

America’s Cyber Defense Agency Search

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE “

Topics ¥ Spotlight Resources & Tools News & Events v Careers ¥ About v

Home / Mews& Events / Cybersecurity Directives / BOD 26-04: Prioritizing Security Updates Based on Risk sHare: @) X in

BINDING OPERATIONAL DIRECTIVES

BOD 26-04: Prioritizing Security Updates Based on
Risk

RELATED TOPICS: CYBERSECURITY BEST PRACTICES
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Publicly exposed system -
Exposure

Known exploited vulnerability

Map BOD 26-04 —> Vulnerability Severity / KEV

to CRSM Scoring Automatable exploitation =
Vulnerability Severity / EPSS

Technical impact - Identity

Risk + Chain Progression
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What is CRSM?

Chain Risk Scoring Model

Traditional vulnerability scoring evaluates weaknesses individually.
CRSM evaluates how multiple weaknesses can be chained together by
an attacker to create a real compromise path.

Attackers exploit chains, not isolated vulnerabilities.

2026 CORNCON
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CRSM Operating Modes

Use CRSM before exploitation and during active compromise.

‘ Pre-exploitation path discovery ‘ Active compromise detection
Finds paths attackers could use before they are used: Finds paths attackers may already be using: suspicious
exposed asset + exploitable weakness + privileged login + lateral movement + privilege use + data access
access + sensitive data. + exfiltration.

Potential Path - Chain Score - Remediation Priority - Active Behavior Escalates - Response
Playbook

2026 CORNCON
CYBERSECURITY
CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain. CON FERENCE



How CRSM Scores a Chain

Five weighted dimensions combine into a single chain risk score.

Chain Progression f 0B
Access > movement = collection - exfiltration L

Vulnerability Severity [ 20% ‘

CVSS, EPSS, KEV, exploit automation L )

Identity Risk ( 20% )

Privileged, vendor, stale account, service account L )

Business Impact f 20%1

Crown jewel asset, sensitive data, operational impact L )

Exposure ( 15% ]

Internet-facing, VPN-facing, public cloud path L

Medium CVE + Exposed Asset + Privileged Identity + Sensitive Data Path = Critical CRSM Chain
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CRSM Architecture

CRSM ARCHITECTURE

How Chain Risk Scoring Model turns disconnected findings into attack-path intelligence.

/\2

BQOPEP D@ E

Vulnerability Scanners
Tenable / Qualys / Rapid7

SIEM / Log Analytics
Splunk / Sentinel / QRadar

=i

IAM / AD / Okta /
Entra Identity Data

Firewall / VPN /
Network Telemetry

Cloud Logs and Cloud
Security Posture

CMDB / Asset Inventory

Data Classification /
Crown-Jewel Mapping

Threat Intel / CISA KEV /
EPSS / CVSS

CHAIN SCORE LEGEND

@ Low(0-24)

Moderate (25-49)

® High (50-74)
@ Critical (75-100)

@ Coarrelation turns noise into context.

EDR / Endpoint Telemetry

lllllllll

.,i, & o ol

Ingestion & Context Chain Risk Scoring MITRE Business Impact
Normalization Enrichment Correlation Engine ATT&CK Weighting
Engine Mapping
Ingest, parse Asset, identity, Score likelihood Weight by asset
and normalize config, vuln, Comelats events and impact Map to ATTAEK criticality,
multi-source threat intel into meaningful i thel techniques data sensitivity,
data enrichment attack paths attack chain and tactics business impact
ATTACK CHAIN PIPELINE (Sample Path)
Initial Credential Priuilege Lateral Collection Exfiltration
Access Access Escalation Movement

(8)>(£)+(0)>(3) B >(®)

@

Confidence /
Priority Model

Assess confidence
and prioritize
what matters

most

Impact

»(%¢)
3

e - @ - @ - o
(0-100)
4 4 4 4 4 4
3 B 2% P Q
Wl e | &L

Patch / Mitigate Disable Restrict Block Protect Stop Tune Detections
Exposed Systems Compromised Privileges Lateral Movement Sensitive Data Exfiltration and Alerts
Close exploitable Accounts Enforce least Segment networks, Encrypt, classify, DLP, egress filtering, Improve signal,

vulnerabilities Remove attacker privilege access apply micro-seg limit access block channels reduce noise

access

CO Context turns events into paths.

CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain.

@- Scoring turns paths into priorities.

3 | OPERATIONAL OUTPUTS

CRSM Dashboard

@ Real-time chain risk overview
P 9 Top Active Attack Chains
G Prioritized, actionable paths
= o= Risk-ranked Remediation
™ Focuson highest risk first
-+ =
- h Incident Response Playbooks
Chain-specific guided actions
-5 @ Executive Reporting
Risk posture & business impact
> ~ = Control Gap Analysis
kQ Identify and close gaps
—p 9 Break-the-Chain Recommendations
O Targeted actions to disrupt paths
CRSM OPERATING MODES } i
~ Pre-Exploitation Path Discovery CVSS scores the
dﬁ Proactively discover and score vulnerabi[ity.
potential attack paths CRSM scores
the chain.

Active Chain Detection

@- Detect and score adversary=-in-
progress attack chains

@ Action breaks the chain.

Attackers don't
think in severity.

They think in paths.
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Zimbra: Two Flaws, One Breach

The 2022 mass-exploitation chain (CISA AA22-228A), simplified.

r

01
The Chain

CVE-2022-37042 authentication bypass > CVE-2022-27925 file
upload via mboximport. Two CVEs, one unauthenticated path to
aweb shell.

02
Individually

The file-upload flaw scored High (7.2) and needed admin
credentials, so it waited in the queue. The Critical (9.8) bypass
wasn't public until mass exploitation was already underway.

03
Chained

More than 1,000 internet-facing Zimbra servers backdoored
across government, military, and commercial organizations
(Volexity, Aug 2022).

04
Where CRSM Breaks It

A High oninternet-facing mail holding privileged mailbox data
scores as a critical chain before the bypass exists.
Unauthenticated mboximport requests escalate it immediately.

J
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Zimbra Case Study (Backup)

&nzimbra

Public-facing Zimbra instance
Zimbra Collaboration Suite
exposed to the internet.

Bypass authentication

<+

Reflected XSS in the html template
functionality can be leveraged to
execute arbitrary scriptsina
victim's context.

CVE-2022-24682 - XSS
Severity: Medium (6.1)

CVE-2022-27925 -

2022 ZIMBRA BREACH CHAIN

How attackers got in, what they stole, and why it mattered.

HOW THE BREACH HAPPENED EXPLOITED VULNERABILITIES HOW CRSM COULD HAVE STOPPED THE BREACH

/N o

Correlate Internet-Facing Assets & Vulnerabilities
Correlate internet-facing email servers with medium CVEs
(like CVE-2022-24682) and exposed admin functions to
identify elevated risk.

Leverage CVE-2022-37042 (auth a_p Allows authenticated attackers to
H - 5 3 n
: bypass) to reach mboximport. } ;r‘ mboximport file upload / upload arbitrary files via Elevate Risk Based on Context
! v @/ directory traversal MailboximportServiet or Elevate risk when a public mail server stores
9 /P Upload malicious file / web shell Severity: High/Critical mboximport. sensitive communications.
via MailboxImportServiet l
: — or mboximport B n I B
H Exploit CVE-2022-27925 to upload \‘A’ s CVE-2022-37042 - Authentication bypass in the etect Anomalous Behavior
: v arbitrary files (directory traversal). "Oﬂ authentication bypass Zimbra proxy functionality allows Detect anomalous file uploads and web-shell behavior
H o Y X - unauthenticated attackers to : h hyi Broatuath
. . Severity: Critical { (e.g., -jsp, .php, -sh) in webroot paths.
G [« -] Gain mailbox and server access achieve remote code execution.
: R - fweh sl:nel! Enablesgemotelcods -y i . Chain Findings into Attack Path
H execution on the server. Attackers chained multiple Zimbra flaws: - e unload find .
6 Access emails, attachments a@s SV G G (N Ee) el R, a ;‘n';e :;h pnc{wpt:é:t;zk ;;;:p o e
C emails, a s 4 - B
e b S CVE-2022-27925 allowed file upload,
@ and internal communications v . P

w WAS EXPOSED TIMELINE IMPACT

Extract data, maintain persistence,
and move laterally.

leading to web-shell deployment and
remote code execution.

QWb @ ®

Prioritize and Alert
Surface the highest-risk chains with clear context
and business impact.

: . . Feb 2022 @ Public-facing Zimbra mail systems
B aitboxes s Admin sessions ® foEsz Hotfx released for were compromised. CRSM TURNS VULNERABILITIES INTO ACTION.
CVE-2022-24682 (XSS).
@ Email contents A8, Contact data £ s ,L&k gf';:::;iﬂ“f;:::?“ i CORRELATE. PRIORITIZE. PREVENT.
AUG Aug 2022 .
& Potentially broader CISA warns of active exploitation #ikacioucs ouldipbenl Sctive
@ Attachments £#2 intemal communications e of multiple Zimbra CVEs in the wild. B ﬁ:;;:;‘?::g attachments,
p Credentials / tokens y @ AUG Aug 2022 Organizations faced data theft risk,
- 2022 Patches released for CVE-2022-37042 a Iateral movement, and long-tarm
and related issues. persistance.
KEY Internet exposure + weak CVE-2022-37042 + Attackers moved fast from CRSM provides the visibility,
TAKEAWAYS @ access controls created the CVE-2022-27925 formed an initial access to persistence, context and automation to
initial entry point. unauthenticated RCE chain. data theft, and impact. stop attacks earlier.
REFERENCES « CISA AA22-228A o NVD CVE-2022-24682  « NVDCVE-2022-27925  «» NVD CVE-2022-37042 « Zimbra Security Center CRS M Chain Risk Scoring Model

CYBERSECURITY
CONFERENCE
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Ivanti Case Study

TIMELINE May 2025: CVEs disclosed & added to KEV > May-Sept 2025: active in-the-wild exploitation > Sept 2025: CISA publishes malware analysis

ivanti

IVANTI EPMM EXPLOIT (2025)

What Happened. How It Was Exploited. How CRSM Can Stop It.

Y]

EXPLOITED VULNERABILITY CHAIN HOW CRSM COULD HAVE STOPPED THE BREACH

Internet Exposure
o @ Ivanti EPMM APl was exposed
m to the internet.
Authentication Bypass
Attackers bypassed authentication
using CVE-2025-4427.

Remote Code Execution
Attackers triggered RCE via
CVE-2025-4428 through crafted
APl requests.

Foothold Established

Web shell / code execution
achieved on EPMM server.

Privilege Escalation
Attackers moved laterally, gained
privileged access and discovered
connected systems.

Impact

Access to management plane,
downstream systems and
enterprise resources.

KEY @\
TAKEAWAYS @

REFERENCES
« NVD: CVE-2025-4427

Internet exposure + weak
access controls created the
initial entry point.

« Ivanti Security Advisory (May 2025)

CVE-2025-4427

—
a ) Authentication Bypass

Severity: Medium (CNA 5.3)

CVE-2025-4428
Remote Code Execution
Severity: High (CNA 7.2)

Post-Exploitation
Credential & Access Abuse

Privilege Escalation

;
ala

Gain Elevated Access

-+

IVANTI ISSUED UPDATES FOR:
CVE-2025-4427 and CVE-2025-4428
Apply patches and follow hardening guidance immediately.

CVE-2025-4427 +
CVE-2025-4428 formed a
high-impact exploit chain.

Impact
Data Access / Disruption

- NVD: CVE-2025-4428
= CISA KEV Catalog (May 2025)

CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain.

Insufficient access control in
EPMM AP allows unauthenticated
attackers to bypass authentication.

Unauthenticated attackers can
inject and execute arbitrary code
on the EPMM server.

Leverage valid credentials,
tokens and misconfigurations to
move laterally.

Escalate privileges and access
sensitive systems and data.

Potential data theft, system
disruption and aperational
impact.

OR®@® R @ ®

« Ivanti EPMM Hardening Guide
+ MITRE ATT&CK Framework

and impact.

Attackers moved fast
from foothold to privilege

Exposure & Attack Surface Management
Identify internet-exposed EPMM instances and
reduce exposure. Flag high-risk assets.

Vulnerability Risk Prioritization
CRSM correlates CVSS, EPSS, KEV and asset criticality
to prioritize CVE-2025-4427/4428 for immediate action.

Attack Path Modeling
Model and visualize potential attack paths from internet
to critical systems via EPMM.

Anomaly Detection
Detect unusual APl behavior, failed auth attempts,
and web shell activity in real time.

Access & Privilege Monitoring

Identify risky permissions, token misuse and lateral
movement attempts early.

Automated Response

Isolate affected systems, block malicious IPs,
revoke tokens and enforce containment.

CRSM TURNS VULNERABILITIES INTO ACTION.
CORRELATE. PRIORITIZE. PREVENT.
context and automation to

.: stop attacks earlier.

CRSM chain Risk Scoring Model

CRSM provides the visibility,
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Putting CRSM to Work

Identify and prioritize
vulnerabilities across the
attack surface.

* Tenable « Qualys
* Rapid7 * OpenVAS

[o]

FROM CONCEPT TO OPERATIONS

Most organizations already have the tools — the key is connecting the data.

VULNERABILITY MANAGEMENT ENDPOINT PROTECTION

Prevent, detect, and respond
to endpoint threats.

¢ Trend Micro + CrowdStrike
» Microsoft Defender
* ClamAV

SIEM / ANALYTICS

il

Collect, analyze, and correlate
security data at scale.

¢ Splunk ¢ Wazuh
* Sentinel + QRadar

CRSM

Manage and secure identities
and access across the

organization.

&g

« Active Directory
« Okta + PAM

Entra ID

* VPN

BUSINESS CONTEXT

Add business context to prioritize

o N what matters most.

« Data Classification

‘ * Crown Jewels

' CRSM is not another dashboard. It is a correlation and decision model.

Chain Risk Scoring Model

CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain.

CVSS scores the vulnerability, CRSM scores the chain.
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CRSM & Splunk: Start Here

One CIM extension, ten fields. Full field reference follows as backup.

( ) ( )
01 02
The Spine Risk Inputs
crsm_score, chain_id, chain_stage. The three fields every chain asset_criticality, identity_risk, cvss_score, epss_score. What's at
event carries. stake and how exploitable itis.
. J L J
03 04
Exposure & Impact What These 10 Power
data_sensitivity, internet_facing, business_impact_score. Dashboards, chain scoring, attack-path analysis, and SOAR
Whetherit's reachable and why it matters. playbooks. Everything else is refinement.
2026 CORNCON
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Splunk Fields 1-5 (Backup)

ﬂ CRSM FIELDS H CORE CRSM FIELDS

Vulnerabilities The foundation of every attack chain.

IN SPLUNK (@)

| The essential fields to turn f € crsm_score Overall chain score (0-100)
I disconnecte_d data into ‘ & chain_id Uniqee T
| attack-path intelligence. . "
| Business . r Identities F chain_stage Current stage in attack chain
| Impact
@ comelate across tools ? ©  chain_status Potential, Active, Mitigated
€73 Score the risk e . 5] chain_confidence  Low, Medium, High
‘ @ Prioritize what matters @ i @ ol chain_priority Critical, High, Medium, Low
@ Drive action with confidence MITRE Assets " chain_start_time First event in chain
ATT&CK (;a:s
@ chain_last_seen Maost recent gvent
Netwaork Activity
splunk> IS chain_length  Numberof connected events
|
n ATTACK CHAIN FIELDS (MiTrE ALIGNED) Why a CIM Extension
Map events to MITRE ATT&CK stages.
Initial Gredential Privilege Lateral S T . p— Not a few bolt-on fields. One CIM

Acce: Access Escalation Movement

> extension so Splunk correlates
E — e —— o — — @ —» o — @ vulnerabilities, identities, assets,
network activity, MITRE stages, and

business impact into a single attack-

SAMPLE FIELD VALUES i i
mitre_tactic = Lateral Movement mitre_technique = TI021 path score.
chain_stage = lateral_movement

n ASSET CONTEXT FIELDS H VULNERABILITY FIELDS
Understand what we are protecting. Bring vulnerability risk into the chain.
FIELD PURPOSE FIELD PURPOSE

asset_name Name of the asset eve CVE identifier
asset_id Unique asset idenifier cvas_scare CVSS score (0-10)
aaset_ownor Buainess or technical ovrer cvas_saverity Critical, High, Medium, Low
‘asset_criticality Critical, High, Madium, Low BpsE_score Exploit Pradiction Scoring System
asset_tier Tier 0,1,2.3 Q looy_status Known Exploited Vulnerabiity (KEV)
asset_onvironment  Prad, Dev, Test, Cloud, etc. exploit_available Exploit available (true/false)
business_service  Service the asset supparts ity_age Days since disclosed

e 2026 CORNCON
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Splunk Fields 6-10 (Backup)

n IDENTITY RISK FIELDS Start Here: 10 Fields

Know who is being used in the attack.

FIELD PURPOSE

® Crsm_score

Identity User, account, or principal * chai nl d
. identity_type User / Service / Admin / Vendar ¢ chai n_stage
— identity_risk Risk scare (0-100) . ang q
‘)Jl‘ privileged_user Is user privileged (true/false) aSSet_CrlthaIlty
: service_account Is service account (true/false) * ident ity_risk
vendor_account Is vendor/third-party (true/false) o d at a_Sen SItIVIty
dormant_account Dermant aceount (true/Talse) ) )
mfa_enabled MFA enabled (true/false) * internet_facing
- N - ® Cvss_score
© Example: identity_risk = 9 vendor_account = true mfa_enabled = false -
. n SR e s - ® epss_score
n EXPOSURE FIELDS H DATA CLASSIFICATION FIELDS * business_impact_score
Determine how the asset can be reached. Understand the value of the data.

These ten alone power dashboards, scoring,

attack-path analysis, and SOAR play books,

exposure_level Intesmal, External, Internet - data_sensitivity Public, Internal, Confidential, Restricted
Toarnet_facing Intemot facing (tnuo/falso) - crown_jewel Cremam jewel assetidata (trueffalze}
vpn_accessible Accessible via VPN [true/false) -|a regulatory_data Regulated data present (true/false)
T i publc . sa) pil_present Pil data present (tue/false)
phi_present PHI data prosent (truo/falsa)
antack_surface_score Astack surface score (0-100)
pel_prasent PCI data present (true/false)
'.v' Example: internet_facing = true exposure_level = Internet @ Example:  data_sensitivity = Restricted crown_jowel = true
Map to adversary behavior and business impaect. Detect compromise and drive response.
métrs,_tactic MITRE tactic business_impact_ccors  Impact score (0-100) D, suspicious_login @, priviloge_change E] unusual_process
mitra_technique MITRE techaique I Pvenise_impact Revernas it & unususl_network |z data_sccess_spike 4 exfileration_detected
mitre_ ? MTRE sub-tachnk _impact  Operational impect
mitrn_stage Kl chain stage: reguisiaey_impact Fsguistory f Comgllance
4 recommended_sction Action to take
eustamer,_lmpact Cusiomar impact
M playbook_name SO4R playbook
- & remediation_owner Owner { Team
. : Example: mitre_technique = T1021 business_impact_score = 10
@ response_status Open, In Progress, Closed

EXAMPLE CRSM EVENT (BRINGING IT ALL TOGETHER)

2026 CORNCON
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Active Compromise Detection

Find threats in progress. Stop damage in real time.

Q Collect & Correlate >

1. DATA SOURCES 2. DETECTION ENGINE

ACTIVE COMPROMISE DETECTION

Endpoint (EDR)
Process, file, registry,
behavior

Identity & Access
Legins, privileges,
MFA, unusual access

Network
Traffic, DNS, proxy,
firewall, VPN

Cloud

API activity, configs,
workloads, storage
Applications
changes
Vulnerability

Exposures, CVEs,
patch status

QO P e

odo

Unify and correlate
signals across your
environment

Logs, errors, transactions,

Real-time Correlation

Correlate across signals
and build attack context

=,
a O
- ey -
+ o
v

Behavior analytics
Threat intelligence

MITRE ATT&CK mapping

0000

CRSM scoring & context

Behavioral Detection
Identify abnormal and
suspicious activity
patterns

2

Q

Attack Path Analysis
Understand how attackers
move and what they
target

See the full story, not just alerts

RISK SCORE
Initial Access
- ) 60
Phishing email opened
Execution
. 70
Malicious macro executed
Persistence
75

New scheduled task created

Lateral Movement
SMB access to multiple hosts

Collection
Sensitive files accessed

20

® ®

» N OMD

Exfiltration
Data uploaded to cloud

KEY CAPABILITIES

Risk-Based Prioritization
Focus on what poses the
greatest risk to the
business

’ LAUNCH RESPONSE PLAYBOOK

.
Detect & Score » -@ Prioritize > @ Respond > @ Validate & Improve

Active Compromise Score

(=2

High Confidence

Stop Attacks
in Progress
Detect and disrupt

befere damage spreads

Reduce Dwell Time

Find threats faster
— ;

and earlier

Protect What Matters

Recommended Actions
Isolate affected host

Disable compromised account
Focus on critical assets,

Block malicious IP/domain data, and identities

Contain and collect evidence

Notify stakeholders Strengthen Defenses
Continuously improve
with feedback and

lessons learned

Automated Response Continuous Validation
Validate outcomes and
improve detection

accuracy

Act fast with integrated
SOAR playbooks and
workflows

S

CVSS scores the vulnerability.

ACTIVE COMPROMISE. REAL-TIME RESPONSE. BETTER OUTCOMES.

CRSM  chain Risk Scoring Model

CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain.

CRSM scores the chain.

2026 COIRNCON
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Limitations & Considerations

CRSM is only as good as the practices behind it. Go in with eyes open.

e ) ( )
01 02
Data Quality Dependency Tuning & False Positives
Stale CMDB data or missing asset criticality tags produce a Weighting five dimensions means weeks of threshold tuning
confidently wrong chain score. Garbage in, garbage chained. before chain scores are trustworthy enough to page someone at
2am.
. J L J
03 04
Real Integration Lift Not a Replacement for Judgment
The CIM extension needs vulnerability, identity, CMDB, and A high chain score still needs an analyst to validate before
MITRE data actually flowing into Splunk first. That's a project, not response. CRSM prioritizes attention, it doesn't replace it.
a config change.
2026 CORNCON
CYBERSECURITY

CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain. CO N FEREN CE



Related Frameworks

Each overlaps part of CRSM. None scores the full chain with business impact.

Accumulatesrisk scores per user or host from low- Scores the ordered path across entities, adds
fidelity detections CVSS/EPSS/KEV and business impact

Splunk Risk-Based Alerting

Decision tree: exploitation, exposure, automatability, = SSVC decides one CVE at atime; CRSM scores how CVEs

CISASSVC L .
mission impact combine

Gartner CTEM Progrgm model: scope, discover, prioritize, validate, CTEM .|s a process with no formula; CRSM can be its
mobilize prioritize step

MITRE Attack Flow Langu.age for describing sequences of ATT&CK Des.crlbes chains but does not score them; pairs with
techniques chain_stage

EPSS / KEV/ NIST LEV Exploit probability and evidence of exploitation Inputs CRSM consumes, not competitors

FAIR BT fekas loss sesmaies in dellais Translates a CRSM chaininto financial exposure for

executives

2026 CORNCON
CYBERSECURITY
CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain. CON FERENCE



Top 10 Splunk CRSM Use Cases

° %
A

EXPOSED CVE +
EXPLOIT TRAFFIC

Correlate Tenable/Qualys
findings with firewall, WAF,
IDS, or proxy logs to detect

exploitation of vulnerable

assets.

o h
r.—,!_’;Q

DATA DISCOVERY —

data access, archive creation,

and large outbound transfers.

splunk

COMPRESSION - EXFILTRATION

Correlate file browsing, sensitive

staging directories, cloud uploads,

TURNING WEAK SIGNALS INTO ATTACK-PATH INTELLIGENCE

(2]

SUSPICIOUS VPN/SSO
LOGIN + INTERNAL
MOVEMENT

Detect unusual login followed
by RDP, SSH, SMB, WinRM,
or admin console access
across the environment.

° [

RANSOMWARE
PRECURSOR CHAIN

Link credential dumping, lateral
movement, privilege escalation,
backup discovery, and suspicious
encryption behavior to identify
ransomware build-up.

Splunk ingests, normalizes, and correlates data at scale
to reveal hidden relationships and score the risk of
complete attack paths.

©
f

PRIVILEGE ESCALATION
AFTER LOGIN

Correlate authentication events
with AD group changes, IAM
role changes, or new admin
accounts to identify escalation
paths.

° ded

CLOUD IAM
ABUSE PATH

Correlate AWS/Azure |AM
changes, exposed keys, unusual
API calls, role assumption, and
access to sensitive buckets
and resources.

33

o

Ingest Everything
Collect from all tools,
logs, and clouds.

Correlate Intelligently

Connect events, identities,
assets, and vulnerabilities.

ge"

SERVICE ACCOUNT
MISUSE

Identify service accounts used
interactively, from unusual
hosts, or accessing systems
outside normal scope
or hours.

o

p

]
12

VENDOR / THIRD-PARTY
ACCESS RISK

Detect vendor login followed by
privileged access, abnormal
geolocation, or access to
crown-jewel assets and
management tools.

v

Score the Chain

Calculate CRSM scores
based on risk and context.

TOP 10 SPLUNK USE CASES FOR CRSM

© o
_ (©

DORMANT ACCOUNT
REACTIVATION

Detect stale or dormant
accounts that suddenly
authenticate and access
sensitive systems or data.

@ AVASA

Vo

CROWN JEWEL
EXPOSURE CHAIN

Combine vulnerability data,
identity risk, asset criticality,
and network reachability to rank
attack paths to crown-jewel

systems and data.

Act with Confidence
Focus on the paths that
matter most.

@ CRSM USES SPLUNK TO TURN DISCONNECTED DATA INTO ACTIONABLE ATTACK-PATH INTELLIGENCE.

CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain.
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Executive Dashboard: Key Signals

Illustrative data. The four numbers a stakeholder needs in the first ten seconds. Full view follows as backup.

e ) s “ s A 's

85 14 78% 8

Overall CRSM Score High-Risk Chains Breach Likelihood Forensic Triage Needed
Critical Risk /100 Active right now Model estimate Assets, this week

VPN Login 2 Privilege Escalation > File Server > Exfiltration

Chain Score 92 ¢ Critical ® Up 3 vs. prior 24 hours

Everything below the fold on this dashboard, MITRE stage breakdown, lateral movement graph, top identities,
KEV/internet-facing assets, and remediation SLASs, exists to support the four numbers above. The next slide shows that

full view for anyone who wants to see it up close.

2026 CORNCON
CYBERSECURITY
CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain. CON FERENCE



Executive Dashboar

Last 24 hours ~ > Refresh Administrator v

CRSM Monitoring Dashboard

Attack-path analytics and breach likelihood overview

splunk>

DATA SOURCES

PASY:

LOW ALERTS CORRELATED EVENTS

1,248

* 26% vs prav 24h

TOTAL ALERTS CRITICAL ALERTS HIGH ALERTS MEDIUM ALERTS

Q_ Ssearch > 163 > 121

28% vs prev 24h 34% vs prev 24h 21% vs prev 24h 8% vs prev 24h 15% vs prev 2dh

&4 Analytics

1. TOP ATTACK PATHS © 2. HIGH-RISK IDENTITIES © 3. LATERAL MOVEMENT © Malicious
RANK  ATTACK PATH (CHAIN) DENTITY TYPE RISK SCORE REASON

Dashboards

10.10.1.10

VPN Login — Priv Esc — File Server — Exfiltration
Aoows = 3 toval Ak e 0c-01

i (] ) 101015
ous VPN-GW
Q y <

] 4] Sarvi P 3 ~ @

®

Phiching —
ol A

Incidents 3

Workstetion — DC = DA — Exiltration

Vendor Access - Priv Esc — DB Server —» Exfiltration

vendor_admin
T

Turd-Party Vendor

(2

10.10.1.26
WIN10-WS1

==
10.10.1.45
APP-SAY-01 10.10.1.50
FILE-SRV-01

ROP Brute Force —+ Priv Eac ~» Domoin Admin

[#] Notabie Events ﬂ
u Ci

asmith Us - tile falied logins 2

( ) =
fv}c_aql sanoltiv i \ =) D

Host — Lateral — Data Staging L
10.10.1.70

EXFIL SERVER

10.10.1.38
WIN10-WS2

Threat Intel 10.10.1.60

DB-SRV-01

MITRE ATT&CK

4. CRSM SCORES ® 5. LIKELIHOOD OF CURRENT BREACH ® RECENT DETECTIONS ©

OVERALL CRSM SCORE SCORE BREAKDOWN CRITICAL PATHS S0% ACTMEALODS TIME DETECTION TACTIC SEVERITY ASSET

& Settings tlal Acces . I Suspicious PowerShell execution Execution WIN10-WS1

CORRELATED EVENTS
1,248
CONMIOENCE LEVEL
High
85%

T 3vs prev -the-Hash activity detected Credential Access APP.SRV-01

HIGH-RISK CHAINS Lateral Movement FILE-SRV-01

Data compressed for exfitration Collection APP-SRV-01

Outbound connection to rare IP Command & Control APP-SRV-01

(@ Find Help

MITRE ATT&CK STAGES © SEVERITY DISTRIBUTION ATTACK PROGRESSION TIMELINE O RISK TREND (CRSM SCORE) ©

41,907
Critical 87 (2

Migh 163 (40%

B Modium 121 (29%)

Low  41(10%)

1. BOD 26-04 PRIORITY CHAINS ® 2. 3-DAY REMEDIATION ITEMS © 3. KEV + INTERNET-FACING ASSETS ©® 4. FORENSIC TRIAGE REQUIRED ©®

RANK  CHAWN SEVERITY  CHAIN SCORE MEDIUM Low KEV Y AFFECTEDASSETS INTERNET-FACH RISK SCORE (AVO) INCIDENTS ASSETS HIGH PRIORITY

24 12 18 11

TOP KEV VULNERABILITIES

TOTAL OUE IN 3 DAYS CRITICAL HIGH

VPN Login —» File Server — Exfiltration 54

Phishing ~ DC - DA — Exfiltration TOP ITEMS REQUIRING TRIAGE

TOP CATEGORIES OLDEST DUE

VULNERABILITY CIDENT REASON DETECTED SEVERITY

o Missing Pa 48 (38%)
ROP Brute Force — Domain Admin 7h 43m 2024-3084 (Ivanti Connect Se APP-SRV-01

Suspicious fie staging

Exposed S 2 (25%)
£-2023-4966 (Citrix ADC/NetScaler) WIN10-WS2 Lateral movement ac

Ver - DB Server — Exfiltra
B Vendor Access -+ DB Server — Exfitration Tk O 22 (17%)

£-2024-21762 (Palo Alto PAN-OS) FILE-SRV-01

B}  compromised Host - Data Staging Privisge Misconfig 2023-38831 (FortiOS) DB-SRV-01 Unusual D8 queries

Other -21893 (Microsoft Exchange) EXFIL SERVER C2 beaconing detected

2026 COIRNCON
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Next Steps

Moving from concept to operational chain-risk defense.

s

01
Evaluate Fit

Assess how CRSM complements existing vulnerability
management, SIEM, and threat intel workflows.

02
Define Pilot Scope

Select a high-value environment or business unit. Map crown
jewel assets and known attack paths for initial chain scoring.

03
Align Data Sources

Integrate vulnerability scanners, identity systems, CMDB, and
network telemetry into the CRSM scoring pipeline.

04
Measure and Report

Define success metrics, establish executive reporting cadence,
and iterate on chain-scoring thresholds based on operational
feedback.

J

CRSM e Chain Risk Scoring Model | CVSSscoresthe vulnerability. CRSM scores the chain.
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Final Takeaway
Break the path. Stop the breach.

Attackers don’t exploit vulnerabilities.

They exploit paths.

CRSM helps defenders see, score, and break those paths.

CVSS scores the vulnerability. CRSM scores the chain.

Staqing secure in an increasinglq complex and chaotic world
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Let's Continue the Conversation

Take the next step on chain-risk defense.

Want the scoring model or Splunk fields?

DerrickThomas@Outlook.com

www.linkedin.com/in/ddthomas-tampa

Slide deck and CRSM field reference available on request.

Staqing secure in an increasinglq complex and chaotic world
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