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From Secure-by-Designh to Abuse-by-
Design: Why Modern Systems Fail in
Ways We Don’t Model
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Meet Your Corn-speakers

Arjun Katneni

Lead Security Engineer Application Security Engineer
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JPMorgan Chase sues more X o)
customers who allegedly stole cash in CORNCON 12
‘infinite money glitch’ ok B Sw

Rétrospéctive: Recent
Coinbase Bug Bounty Award

By Feb 18,2022 « 3min read
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Was any control D'fj |
bvbassed? authentication
¥ ' fail?

2026 CORNCON
CYBERSECURITY
CONIFERENCE



MONKE
0% Ys O

s ) S
What Traditional Threat Modeling Does Well? @@@‘%ﬁ@ﬂ’g

4,%‘)‘,1*’9.

A = | B

Customer Device Reservation

Confirmation
to customer

n B H

Notification Payment Gateway APl Gateway
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Let’s STRIDE

S

Can someone act as a guest
they are not?

R

Can someone deny making a
booking?

D

Can someone flood the
payment API?
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T

Can someone modify the
reservation in transit?

Can someone see another
guest's reservation?

S

E

Can a guest reach front-desk
or admin functions?
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The Missing Layer: Modeling Abuse

STRIDE is very good at asking whether a system can be broken. It is not built to ask whether a
system can be used, correctly, in a way we never intended.

Traditional Question

"Can someone bypass authentication?" "What can an authenticated, authorized user
legitimately do that we never intended?"




The Abuse Lens?

Avalid action is submitted more times than intended

Reorder

Step 3 happens before step 1

Parallel requests each pass on their own

Two valid actions interacting in a way nobody planned

A shared resource is consumed faster than intended




= Server x

INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.8.1:51473 - "GET /dashboard/state HTTP/1.1" 200 0K
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 0K
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 0K
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.8.1:51473 - "GET /dashboard/state HTTP/1.1" 208 0K
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 0K
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.8.1:51473 - "GET /dashboard/state HTTP/1.1" 200 0K
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.8.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
INFO: 127.0.0.1:51473 - "GET /dashboard/state HTTR/1.1" 200 OK
ENFD: 127.0.0.1:51473 - "GET /dashboard/state HTTP/1.1" 200 OK
rE Attacker *

C:\Users\katne\Desktop\corncon-rideshare-demo>

RIDESHARE - WALLET

GUEST WALLET BALANCE

$100

RIDES - this app’s own data

No rides yet.

TRUST & SAFETY RISK SYSTEM - a completely separate system -- not part of this wallet AP|

No riders flagged.

LIVE ACTIVITY

Waiting for activity...

hnlmmnmt)




Semantic web Racer: Dynamic security testing of the web application against race condition in the business layer

Smashing the state machine: the
true potential of web race

conditions

James Kettle
. Director of Research
b, - 3 @albinowax

E Published: Wednesday, 9 August 2023 at 18:00 Updated: Monday, 18 September 2023 at 14:17
uTC uTC
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Why this matters more today?

State of Al Agent Security 2026

O
/0

of organizations have no
formal accountability for
Alagent behavior.
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Abuse Trees

Reach a Harmful Outcome

OR

leaf = a technical bypass

[ ATTACK ]

OR

I
[SQL injection] [ Auth bypass ] [Buffer overflow]

‘ ABUSE

leaf =anintended action ]

[ reserve() ][ cancel()

[ confirm() ]

Outcome achieved — no bypass
anywhere 026 CORNCON
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Five Questions for Every Critical Workflow

Unenforced Assumptions

Cy, (o,
SeRrsgcypiTurt

What assumptions are we making that are not enforced in code?

Repeat Actions

What actions can be repeated that we assumed happen once?

State Skipping

What states can be skipped or revisited?

Dangerous Combinations

What combinations of individually valid actions become risky together?

Incentive

What incentive exists for someone to try? 2026 CORNCON
CYBERSECURITY
CONFERENCLE



The Abuse Review Framework

HOW STANDARDS PROUFERATE:
(6E A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

17! RiDICULOLS! [SooN: |
WE NEED To DEVELOP
Scope ) ONE [JNNERSAL STANDARD _
P § W;;Hﬁou THAT COVERS. EVERYONE'S ?JTUAFON.
HH?: E ARE USE CAGES. YERHI IHERE ARE |
Reuse the boundary \| O IPET ING h\ O ‘,I IS CDI IF EHNG he data lives.
e STANDPRDS. STANDPRDS.
% xkcd.com/927/



https://xkcd.com/927

What’s Next?

Here is how you use this on Monday.

Keep doing threat modeling

Nothing here replacesiit.

Add an Abuse Review

Top five revenue- or access-critical workflows. Run the four steps on them.

Write assumptions down, explicitly

Enforce them at the data layer. Look hard at any workflow where an Al agent now holds permissions a person used to.
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Thank you!

iz CORNCoON 12
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CornCon Cybersecurity Conference
Davenport, IA = October 1-3, 2026
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