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What happened?

Was any control 
bypassed?

Did 
authentication 

fail?

Did authorization 
fail?



What Traditional Threat Modeling Does Well?



Let’s STRIDE

Can someone act as a guest 
they are not?

S

Can someone modify the 
reservation in transit?

T

Can someone deny making a 
booking?

R

Can someone see another 
guest's reservation?

I

Can someone flood the 
payment API?

D

Can a guest reach front-desk 
or admin functions?

E



The Missing Layer: Modeling Abuse

STRIDE is very good at asking whether a system can be broken. It is not built to ask whether a 
system can be used, correctly, in a way we never intended.

"Can someone bypass authentication?"

Traditional Question

"What can an authenticated, authorized user 
legitimately do that we never intended?"

Abuse Lens



Repeat

A valid action is submitted more times than intended

Reorder

Step 3 happens before step 1

Race

Parallel requests each pass on their own

Combine

Exhaust

A shared resource is consumed faster than intended

Two valid actions interacting in a way nobody planned

The Abuse Lens?



Live Demo: The Walkthrough



Pull Back The Curtain
                                                                                                                

                                              

                                                              

                                                  

               

                                                    

                                                                                    

                                                                               

                                                                                

                                                                                               



Why this matters more today?



Reach a Harmful Outcome

OR

ATTACK
leaf = a technical bypass

ABUSE
leaf = an intended action

OR AND

SQL injection Auth bypass Buffer overflow reserve() cancel() confirm()

Outcome achieved — no bypass 
anywhere

Abuse Trees



1 Unenforced Assumptions

What assumptions are we making that are not enforced in code?

2 Repeat Actions

What actions can be repeated that we assumed happen once?

3 State Skipping

What states can be skipped or revisited?

4 Dangerous Combinations

What combinations of individually valid actions become risky together?

5 Incentive

What incentive exists for someone to try?

Five Questions for Every Critical Workflow



S TEP 1

Scope
STRIDE

Reuse the boundary you already 
drew.

S TEP 2

Assume
PASTA · Stage 1

What has to stay true for it to hold?

S TEP 3

Subvert
BLADE + OWASP BLA

Repeat it. Skip it. Race it. Combine 
it.

S TEP 4

Lock
Engineering

Enforce it where the data lives.

xkcd.com/927/

The Abuse Review Framework

https://xkcd.com/927


Here is how you use this on Monday.

1 Keep doing threat modeling

Nothing here replaces it.

2 Add an Abuse Review

Top five revenue- or access-critical workflows. Run the four steps on them.

3 Write assumptions down, explicitly

Enforce them at the data layer. Look hard at any workflow where an AI agent now holds permissions a person used to.

What’s Next?



Thank you!
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