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Defense in Depth 
Reconsidered & Rebuilt
AI, Operational Maturity, and the Charm Bracelet Approach

If organizations have more security controls, more visibility, more compliance 

requirements, and more investment than ever before… why do major incidents 

still happen so frequently?

AJ Debole
Oracle, Field CISO
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Act 1

How did we get here?



Confidential - Oracle Restricted \Employees Only

Confidential - Oracle Restricted \Employees Only

Security Evolved in Layers
Attackers do not experience organizations in layers. They experience them as 

connected systems with trust relationships, inherited permissions, and 

operational confusion that cut across every category we have defined.

How We Built Defenses

• Network perimeter

• Endpoint protection

• Application controls

• Identity governance

• Compliance frameworks

How Attackers Actually 
Move

• Stale tokens and unrevoked 

credentials

• Over-permissioned service 

accounts

• Weak telemetry correlation

• Forgotten integrations

• Poor process handoffs

Individually survivable. Operationally 

dangerous together. And AI increases 

the speed attackers can chain these 

conditions.
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Why now?
AI systems are no longer limited to isolated offensive tasks. Frontier models are 

chaining reconnaissance, credential abuse, lateral movement, exploitation, and 

persistence across long operational workflows.

Then 

• Vulnerability research 

required specialists

• Exploit Development was 

time intensive

• Offensive capability scaled 

slowly

• Human defenders could keep 

pace operational 

• Attack paths were difficult to 

coordinate

Now

• Connected systems and inherited 

trust

• Stale credentials and over-

permissioned accounts

• Weak telemetry correlation

• Operational silos and delayed 

response

• AI assisted chaining of small failures

AI reduced operational friction required 

to chain small weaknesses into large-

scale outcomes 

Source: Measuring AI Agents' Progress on Multi-Step 
Cyber Attack Scenarios. 
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Act 2

How do we fix it
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ACT 2 — WHAT NEEDS TO CHANGE

AI Raises the Cost of 
Operational Ambiguity
Operational maturity becomes more important as automation increases — not 

less. Most AI security problems don't begin at the model. They begin much earlier.

Identity Hygiene

Stale permissions and unclear 

ownership create exploitable paths 

before AI ever enters the picture.

Governance Clarity

Who owns systems, data 

classification, service accounts, and 

integration approvals? If nobody 

knows, automation amplifies that 

gap.

Telemetry Correlation

Fragmented operational processes and disconnected dashboards become 

catastrophic liabilities in fast-moving AI-enabled environments.
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Identity and Privilege Become Foundational

Automation magnifies privilege problems. AI systems increasingly retrieve information, access APIs, inherit permissions, act on behalf of 

users, and automate decisions — which means identity governance can no longer be treated as a compliance checkbox.

What AI Systems Do With Privilege

• Retrieve sensitive organizational data

• Access and call internal APIs

• Inherit permissions from connected accounts

• Automate decisions within workflows

• Act on behalf of users at scale

What to Inventory Right Now

• Machine identities and service accounts

• API tokens and trust relationships

• Stale integrations and unused credentials

• Excessive standing privilege

• Workflow permissions and ownership

Just-in-time privilege, short-lived credentials, and machine identity visibility are practical starting points — not aspirational ones. 

Begin the inventory before connecting AI systems to internal workflows.
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Side Quest NHI: How are agents different from service accounts?

Both can use non-human identities. The difference we are examining is how the software chooses actions after authentication.

Traditional Service Accounts/Automation 

• Fixed code paths

• Predicable integrations

• Structured inputs

• Risk = stolen credentials or excessive privilege

• Usually deterministic behavior

Agentic Automation

• Dynamic tool selection

• Interpret goals and context

• Process untrusted content

• Risk = authorized misuse at machine speed

• Behavior may evolve over time 

Traditional NHI security focused on protecting credentials. Agentic AI also requires constraining behavior with consideration for behavior that is 

subject to change. .
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Collect Everything

Most organizations already generate 

enormous volumes of telemetry. The 

problem is rarely a lack of data — it's a lack of 

operational understanding of what that data 

means together.

Understand Relationships

The shift that matters: from raw alert volume 

toward correlated understanding of identity 

events, API activity, privilege escalation, and 

sensitive data access across systems.

Operate With Clarity

AI-enabled systems are interconnected 

systems. Disconnected dashboards owned 

by separate teams become dangerous when 

the threat moves across all of them 

simultaneously.

Telemetry Without Context Is Not Enough
More alerts do not automatically create better operational awareness. The goal is identity-aware monitoring, workflow visibility, and 

dependency mapping — not more dashboards.
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Governance Must Become Operational

Good governance should improve operational clarity  not just satisfy audits. AI systems will introduce new workflows, new trust paths, new 

machine identities, and new data flows. Organizations that navigate this successfully are the ones that understand their environments, not just 

document them.

From Documentation to 
Clarity

Governance artifacts should produce 

understandable ownership, 

enforceable workflows, and visible 

trust boundaries — not just audit 

evidence.

From Tools to 
Understanding

Organizations that succeed are 

probably not the ones with the most 

tools. They are the ones that reduce 

operational ambiguity and simplify 

trust relationships intentionally.

From Compliance to 
Operational Maturity

AI increases the value of operational 

maturity significantly. Clean 

ownership, constrained privilege, and 

understandable system connections 

are now competitive security 

advantages.
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Act 3

AI-Specific Defense In Depth



Confidential - Oracle Restricted \Employees Only

Confidential - Oracle Restricted \Employees Only

ACT 3 — THE CHARM BRACELET APPROACH

Introducing the Charm Bracelet
Build AI architectures one charm and one connection at a time — making complex, 

interconnected systems easier to reason about collaboratively, without overwhelming 

anyone with unreadable architecture diagrams.

Each Component Is a Charm

A discrete architectural element — 

model, retrieval layer, workflow, 

identity system — examined on its 

own terms.

Each Integration Is a Link

Connections between charms are 

where the most interesting — and 

most dangerous — security questions 

live.

Add, Examine, Discuss

As each piece is added, the team discusses trust boundaries, authorization, 

telemetry, and governance for that specific connection.
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CISA, NSA, UK NCSC, ASD, and partners (2026)
Careful adoption of agentic AI Services 

“Organizations should address AI security within established cybersecurity 
frameworks rather than treating it as a separate or standalone discipline”

Apply What Already Works
• Least Privilege 
• Defense in Depth 
• Identity & Access Management 
• Continuous Monitoring 
• Incident Response 
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Charm #1: The Model
Even the first charm — the model itself — surfaces important security questions before any integration exists. Even before we add integrations, we must control what enters the 
model and how its responses are used. Traditional security principles apply immediately.

Output 
Checks

Context 
Processing

Input Checks

Inputs

• Who can submit context?
• Can sensitive data be entered?
• Can content contain hidden instructions?

Outputs

• Can the response expose sensitive data? 
• Are outputs verified or supported by reliable information?
• What checks take place before a user or system uses the output?

LLM
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Charm #2: Choose your own adventure! What will you build?

Each new capability changes what the system can access, do, or retain. Examine the charm and its connections: what could go 
wrong, and where will we enforce the limits?

RAG Controls
Permission-aware retrieval
Source integrity and 
provenance
Retrieved-content screening
Grounding checks and 
retrieval logs

Tools/API Controls

Task-scoped tool access
Argument and action validation
Approval gates and execution 
limits
Tool-result screening and tracing

Memory Controls 
Scoped memory reads and writes
Poisoning screening and provenance
User and tenant isolation
Retention, recovery, and audit logs

RAG Tools/APIs Memory
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CONCLUSION

Build Intentionally. Operate Clearly. Reason 
Collaboratively.
AI does not eliminate traditional security principles it forces us to operationalize them more intentionally. The organizations that navigate this 

well will be the ones that clean up operational ambiguity, constrain privilege deliberately, and build AI architectures they can actually 

understand and defend.

Operational Maturity

Clean ownership, reduced ambiguity, and 

intentional trust boundaries are now 

prerequisites — not aspirations.

Trust Awareness

The most interesting security questions 

live at the connections between systems. 

Map them. Govern them. Monitor them.

Intentional Architecture

The Charm Bracelet approach: build one 

piece at a time, reason through each 

connection, and make AI security 

something teams can actually 

collaborate on.

These systems should be approachable. They should be understandable. And securing them should be collaborative and intellectually fun.
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ACT 3 — THE CHARM BRACELET APPROACH

Call to action: Gift a bracelet

Improvement is a gift. Do you have a process you could 

make faster, easier, or more expansive? 

In the next 30 days, build something that makes work 

safer, clearer, faster, or less frustrating for someone else.

“It is not the critic who counts; 
not the man who points out 

how the strong man stumbles, 
or where the doer of deeds 

could have done them better…” 
-Teddy Roosevelt
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